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Abstract

Since the beginning of long-distance communication, there has been a need to connect telecommunications networks
of a country to another. Quantum computing offers revolutionary solutions in the field of computer science, applying the
opportunities of quantum physics which are incomparably richer than those of classical physics. Although quantum computers
are going to be the tools of the distant future, there already exist algorithms to solve problems which are very difficult to
handle with traditional computers. Satellite communication has been used for many years, and nowadays we know its limits.
In contrast, quantum computing is a fascinating new and fast improving technology. Therefore, it is indeed fascinating and
well worthwhile to examine the relationship of satellite communication and quantum computing. At first, we briefly introduce
some important elements of quantum information theory, including the free-space quantum key distribution. The aim is to
trace some adoptable algorithms in the communication between the Earth and the satellite and also between satellites. For
this reason we try to build a new model for the free-space quantum channel. This is the first report of our simulation project.
© 2005 Elsevier Ltd. All rights reserved.

1. What is quantum computing?

1.1. The qubit

Classical computers use strings of 0s and 1s. It can
perform calculations on only one set of numbers at
once. In digital computers, the voltage between the
plates of a capacitor represents a bit of information:
a charged capacitor denotes the bit value 1 and an
uncharged capacitor the bit value 0. One bit of in-
formation can be also encoded using two different
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polarizations of light or two different electronic states
of an atom. However, if we choose an atom as a physi-
cal bit, then quantum mechanics tells us that apart from
the two distinct electronic states the atom can also be
present in a coherent superposition of the two states.
This means that the atom is both in state 0 and state 1.
Quantum computers use quantum states which can be
in a superposition of many different numbers at once.
A classical computer is made up of bits while a quan-
tum computer is made up of quantum bits, or qubits.
A quantum computer manipulates qubits by executing
a series of quantum gates, each being unitary transfor-
mation acting on a single qubit or pair of qubits[1].
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In applying these gates in succession, quantum com-
puters can perform complicated unitary transforma-
tions to a set of qubits in some initial state. The qubits
can then be measured, with this measurement serv-
ing as the final computational result. This similarity
in calculation between a classical and quantum com-
puter affords that in theory, classical computers can
accurately simulate quantum computers. The simula-
tion of quantum computers on classical ones is a com-
putationally difficult problem because the correlations
among quantum bits are qualitatively different from
those among classical bits, as first explained by John
Bell. Take for example a system of only a few hun-
dred qubits, this exists in a Hilbert space of dimension
∼ 1090 that in simulation would require a classical
computer to work with exponentially large matrices (to
perform calculations on each individual state, which
is also represented as a matrix), meaning it would take
an exponentially longer time than even with a primi-
tive quantum computer. A simple quantum system is
a half-state of the two-level spin. Its basic states, spin-
down | ↓〉 and spin-up| ↑〉, may be relabelled to rep-
resent binary zero and one, i.e.|0〉 and |1〉, respec-
tively. The state of a single such particle is described
by the wave function� = �́|0〉 + �|1〉. The squares of
the complex coefficients—|�́|2and|�|2—represent the
probabilities of finding the particle in the correspond-
ing states. Generalizing this to a set ofk spin-12 parti-
cles we find that there are now 2k basis states (quantum
mechanical vectors that span a Hilbert space) which
is equivalent to stating that there are 2k possible bit-
strings of lengthk.

However, observing the system would cause it to
collapse into a single quantum state corresponding to
a single answer—a single list of 500 1s and 0s—, as
dictated by the measurement axiom of quantum me-
chanics. The reason for this is an exciting result de-
rived from the massive quantum parallelism achieved
through superposition, which would be the equivalent
of performing the same operation on a classical super-
computer with∼10150 separate processors.

1.2. Quantum interference

In the experiment (seeFig. 1) the photon first en-
counters a half-silvered mirror, then a fully silvered
mirror, and finally another half-silvered mirror before

Fig. 1. Experiment for quantum-interference, showing that a qubit
can exist as a 0, a 1, or simultaneously as both 0 and 1, with a
numerical coefficient representing the probability for each state.

reaching a detector, where each half-silvered mirror in-
troduces the probability of the photon travelling down
one path or the other. Once a photon strikes the mirror
along either of the two paths after the first beam split-
ter, one might presume that the photon will reach the
two detectors A and B with equal probability. How-
ever, experiments show that in reality this arrangement
causes all collisions at detector A and none at detector
B. The only conceivable conclusion is that the photon
somehow travelled both paths simultaneously creating
interference at the point of intersection that destroyed
the possibility for the signal to reach detector B. This
is known as quantum interference and results from the
superposition of the possible photon states or poten-
tial paths. So although only a single photon is emitted,
it appears as though an identical photon exists and is
only detectable by the interference it causes with the
original photon when their paths come together again.
If, for example, either of the paths is blocked with an
absorbing screen, detector B registers hits again just
as in the first experiment. This unique characteristic,
among others, makes the current research in quantum
computing not merely a continuation of today’s idea
of a computer, but rather an entirely new branch of
thought.

1.3. Quantum cryptography

The premier application of a quantum computer
capable of implementing this algorithm lies in the
field of encryption, where RSA (one common en-
cryption code), relies heavily on the difficulty of
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factoring very large composite numbers into primes.
A computer which can do this easily is naturally
of great interest to numerous government agen-
cies that use RSA—previously considered to be
‘uncrackable’—and anyone interested in electronic
and financial privacy.

Cryptography allows two parties (‘Alice’ and
‘Bob’) to render their communications illegible to a
third party (‘Eve’), provided they both possess a se-
cret random bit sequence, known as a cryptographic
key, which is required as an initial parameter in their
encryption devices. Secure key distribution is then
essential; Eve must not be able to obtain even par-
tial knowledge of the key. Key distribution using a
secure channel (‘trusted couriers’) is effective but
cumbersome in practice, potentially vulnerable to in-
sider betrayal and may not even be feasible in some
applications.

Encryption is only one application of quantum com-
puters. In addition, Shor, a pioneer researcher of quan-
tum computing, has put together a toolbox of math-
ematical operations that can only be performed on a
quantum computer, many of which he used in his fac-
torization algorithm. Furthermore, Feynman asserted
that a quantum computer could function as a kind of
simulator for quantum physics, potentially opening the
doors to many discoveries in the field. Nowadays the
power and capability of a quantum computer is pri-
marily theoretical speculation; the advent of the first
fully functional quantum computer will undoubtedly
bring many new and exciting applications[2].

2. Free-space quantum channel

2.1. Quantum channel

Perhaps the simplest example of a structure involv-
ing multiple times histories of a quantum system is a
quantum channel. Typically, one is interested in some
basis for the Hilbert space representing the input of a
channel, which is tensored to a second Hilbert space
representing the environment, and then another (pos-
sibly the same) basis for the first space at a later time
(seeFig. 2). Any device taking classical or quantum
systems of a certain type as input and (possibly dif-
ferent) classical or quantum systems as output may be
referred to as a ‘channel’. Mathematically, a channel

Fig. 2. In the channel, appearing noise is the result of interlocking
with the environment.

is represented by the map taking input states to out-
put states or, dually, output observables to input ob-
servables. For many questions in quantum information
theory it is crucial to characterize precisely the set of
maps describing ‘possible’ devices. One way to char-
acterize the possible channels is ‘constructive’. That
is, we allow just those channels, which can be built
from the basic operations of tensoring with a second
system in a specified state, unitary transformation, and
reduction to a subsystem. An alternative approach is
‘axiomatic’, i.e., by a set of postulates, which are re-
quired by the statistical interpretation of quantum me-
chanics.

2.2. Quantum key distribution

Quantum cryptography was introduced in the mid-
1980s as a new method for generating the shared,
secret random number sequences, known as crypto-
graphic keys that are used in cryptosystems to pro-
vide communications security. The appeal of quantum
cryptography is that its security is based on laws of
nature, in contrast to existing methods of key distri-
bution that derive their security from the perceived in-
tractability of certain problems in number theory, or
from the physical security of the distribution process.
Since the introduction of quantum cryptography, sev-
eral groups have demonstrated quantum communica-
tions and quantum key distribution over multikilome-
tre distances of optical fibre[4].

Quantum key distribution (QKD) is a promising ap-
proach to the ancient problem of protecting sensitive
communications from the enemy. QKD is not in itself
a method of enciphering information: it is instead a
means of arranging that separated parties may share a
completely secret, random sequence of symbols to be
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used as a key for the purpose of enciphering a mes-
sage.

2.3. Free-space QKD

Free-space QKD (over an optical path of about
30 cm) was first introduced in 1991, and recent ad-
vances have led to demonstrations of QKD over free-
space indoor optical paths of 205 m, and outdoor op-
tical paths of 75 m. These demonstrations increase the
utility of QKD by extending it to line-of-site laser
communications systems. Indeed, there are certain key
distribution problems in this category for which free-
space QKD would have definite practical advantages
(for example, it is impractical to send a courier to a
satellite).

The researching group at the Los Alamos National
Laboratory developed a free-space QKD, and in 1998
published their results of free-space QKD over out-
door optical paths of up to 950 m under nighttime con-
ditions [4].

Four years later, in 2002, the same laboratory has
demonstrated that free-space QKD is possible in day-
light or at night, protected against intercept/resend,
beamsplitting and unambiguous state discrimination
(USD) eavesdropping, and even photon number split-
ting (PNS) eavesdropping at night, over a 10 km,
1-airmass path, which is representative of potential
ground-to-ground applications and is several times
longer than any previously reported results. The sys-
tem provided cryptographic quality secret key transfer
with a number of secret bits per 1 s quantums. This
research published in their report is as follows: ‘we
believe that the methodology that we have developed
for relating the overall system performance to instru-
mental and quantum channel properties may also be
applicable to other QKD systems, including optical
fibre based ones’[5].

2.4. Earth–satellite connection

To detect a single QKD photon it is necessary to
know when it will arrive. The photon arrival time can
be communicated to the receiver by using a bright pre-
cursor reference pulse. Received bright pulses allow
the receiver to set a 1 ns time window within which
to look for the QKD-photon. This short time window
reduces background photon counts dramatically, and

the background can be further reduced by using nar-
row bandwidth filters.

According to Buttler’s report, the atmospheric tur-
bulence impacts the rate at which QKD photons would
be received at a satellite from a ground station trans-
mitter. Assuming 30 cm diameter optics at both the
transmitter and the satellite receiver, the diffraction-
limited spot size would be 1.2 m diameter at a 300 km
altitude satellite.

Errors would arise from background photons col-
lected at the satellite. The background rate depends on
full or new moon: the error rate will be dominated by
background photons during full moon periods and by
detector noise during a new moon. During daytime or-
bits of the background radiance would be much larger.
Because the optical influence of turbulence is domi-
nated by the lowest 2 km of the atmosphere, the results
show ‘that QKD between a ground station and a low-
earth orbit satellite should be possible on nighttime
orbits and possibly even in full daylight. During the
several minutes that a satellite would be in view of the
ground station there would be adequate time to gen-
erate tens of thousands of raw key bits, from which a
shorter error-free key stream of several thousand bits
would be produced after error correction and privacy
amplification’[4].

3. Distant future?

At present, quantum computers and quantum infor-
mation technology remains in its pioneering stage. Er-
ror correction has made promising progress to date,
nearing a point now where we may have the tools
required to build a computer robust enough to ade-
quately withstand the effects of decoherence. Quan-
tum hardware, on the other hand, remains an emerg-
ing field, but the work done thus far suggests that it
will only be a matter of time before having devices
large enough to test Shor’s and others’ quantum algo-
rithms. Thereby, quantum computers will emerge as
the superior computational devices at the very least,
and perhaps one day make today’s modern computer
obsolete. Quantum computation has its origins in the
highly specialized field of theoretical physics, but its
future undoubtedly lies in the profound effect.
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Quantum computing algorithms can be used to af-
firm our communication in three ways:

1. Open-air communication (below 100 km, instead
of optical cable, using the twisted surface of Earth).

2. Satellite communications (between 300 and
800 km altitude, signal encoding and decoding).
Quantum error correction allows quantum computa-
tion in a noisy environment. Quantum computation
of any length can be created as accurately as desired,
as long as the noise is below a certain threshold, e.g.
P < 10−4.

3. Satellite broadcast (our broadcast satellite) or-
bit at 36,000 km, using 27 MHz signal. In quadrature
phase shift keying (QPSK) every symbolum contains
two bits, this is why the bit speed is 55 Mbs. Half
the bits is for error coding, in the best case we only
have 38 Mbs, but in common solutions there is only
27–28 Mbs, in which 5–6 TV-channels can be stored
with a bandwidth of 2–5 Mbs each. The quantum algo-
rithms can prove the effective bandwidth to fill better
the brand as in the traditional case.

4. Simulating a free-space quantum channel

Hopefully the free-space quantum channel will be
an important part of our communication, as we could
see so far. This is why we are studying the free-space
quantum channel at the Budapest University of Tech-
nology and Economics, Faculty of Electrical Engineer-
ing and Informatics, Department of Telecommunica-
tions. Our project is to study and understand this type
of channel and to set up a working model. Two stu-
dents are working on this project (Attila Pereszlenyi,
Laszlo Bacsardi), the supervisor is Dr. Sandor Imre.
The project has started in September 2003, the sched-
uled end is in May 2005.

We set up our quantum-channel model in the fol-
lowing three ways:

1. distance-independent model (infinite channel
with a source and a drain),

2. linear model (linear parameter for noise) and
3. fractional distances model (different items have

their own noise parameters).
In each case we start by examining the bit error

rate (BER) on the empty channel, in the second phase
we attack the channel, finally we try to find different
methods to protect the channel.

Fig. 3. Our channel overview. Some elements between Alice
(source) and Bob (drain) can be dropped out (like 1. channel, Eve
or 2. channel).

Fig. 4. Independent, depolarizing errors at BB84-simulated chan-
nel. The horizontal axis is represents the number of bits. On the
graph the BER (bit error rate) and the ABS (0.5-BER) are visible.

In the third case (the distance exists fractional) the
distances are divided into three items:

1. item: 0–2 km (bottom layer of atmosphere),
2. item: 2–10 km (top layer of atmosphere) and
3. item: 10–36,000 km (space).
Firstly each of this items will be characterized by a

constant noise parameter depending on different phys-
ical parameters, like probability of turbulence, cloudy
or rainy weather, etc. These parameters will be increas-
ing as a function of the distance simulating the real
environment. These noise parameters will be refined
by comparing our results with the effective physical
measures from across the world.

In our channel overview the third party called Eve
(the eavesdropper) can step between the two commu-
nication parties, called Alice and Bob (seeFig. 3).

First of all we simulated the Bennett–Brassard 1984
(BB84) QKD protocol, which is the simplest quan-
tum key distribution protocol. Shor and Preskill al-
ready proved concisely the unconditional security of
this protocol[8].

One of our first tasks was to test the empty
channel (without Eve), with different signals: all
0s (00000000), all 1s (11111111), 0–1 sequences
(01010101), 0–1 sequence in blocks (00001111) and
random bit sequences. We had to find the BER of
the empty channel, to be able to calculate with it fur-
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Fig. 5. Screenshot of our program, showing three elementary
channels with quantum-gates and measurement.

thermore. After we simulated a successful QKD with
BB84 and we built a complicated channel (seeFig. 4).

The first version of our program was written in Mi-
crosoft C++, after it we changed to Microsoft .NET to
make it easier and more comfortable to design as can
be seen inFig. 5. Now we are able to handle differ-
ent gates which allows one to use any algorithm other
than the BB84 algorithm.

5. Summary

Quantum mechanics forces us to redefine the no-
tions of information, information processing and com-
putational complexity. New technologies for realiz-
ing quantum computers are being proposed, and new
types of quantum computation with various advan-
tages over classical computation are continually being
discovered and analysed. The quantum theory of com-
putation must in any case be an integral part of the
world view of anyone who seeks a fundamental un-
derstanding of the quantum theory and the processing
of information. Large-scale quantum information pro-
cessing seems possible, though technologically very
challenging to realize, this is why a major focus for
experimental physics today.

Hopefully in the next 10 years quantum computing
algorithms will appear in more technologies and prob-
ably the success in free-space quantum channel exper-
iments can result in development in satellite commu-
nication. At the University we are working to com-
plete our free-space quantum channel model to diag-
nose and to simulate the satellite communication. At
first we finish the setting-up process, later on, we can
start testing it with different parameters. We hope to
publish the results next year.

The newest beta version of our program can be
found on Pereszlenyi’s homepage (it is still in the de-
velopment phase): (http://www.hszk.bme.hu/∼pa310/
quantum/).

I would like to thank Dr. Eva Godor, Dr. Sandor
Imre and Andras Keri for their assistance.
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