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et. have been studied intensively, most interest in non-repudiation proto-ol has only ome in reent years. Non-repudiation servies must ensure thatwhen Alie sends some information to Bob over a network, neither Alie norBob an deny having partiipated in a part or the whole of this ommuni-ation. Therefore a non-repudiation protool has to generate non-repudiationof origin evidenes intended to Bob, and non-repudiation of reeipt evidenesdestined to Alie. In ase of a dispute (e.g. Alie denying having sent a givenmessage or Bob denying having reeived it) an adjudiator an evaluate theseevidenes and take a deision in favor of one of the parties without any am-biguity. With the birth of publi-key ryptography [1℄ in general and digitalsignatures in partiular, the primitives for providing non-repudiation were re-ated. Irrefutable evidenes an be based on digital signatures, supposing thatan adequate publi key infrastruture is used.There are di�erent ways to onsider the exhange of the evidenes. Eitherthe reipient already knows the message before the exhange protool starts,and he an thus refuse to run the protool for this message, or the reipientmust send a non-repudiation of reeipt evidene, as soon as he gets to knowthe message. In the latter ase, the exhange of the message and the non-repudiation of origin evidene against a non-repudiation of reeipt evidenemust be fair. We say that a non-repudiation protool is fair if, at the end of theprotool, either Alie reeives a non-repudiation of reeipt evidene and Bobreeives the message and the orresponding non-repudiation of origin evideneor none of them obtains any valid evidene. Fair non-repudiation protools arethe ones traditionally studied in literature. Throughout the remaining of thepaper, we assume that non-repudiation protools always refer to fair non-repudiation protools.The hallenging part of non-repudiation protools is to avoid one of the impliedentities to heat. Consider for instane a naive protool, where Alie sends asigned message to Bob, who replies with a signed reeipt for the given message.If the two entities do not trust eah other, this protool is not appliable, asBob may not send the seond message. The protool ould be altered in thefollowing way: Alie sends a ommitment to the message to Bob, who replieswith a reeipt and, in a third step, Alie sends the message itself to Bob. Here,we have the dual problem, in the sense that this time it is Alie who is in anadvantageous position, being the �rst to obtain her omplete evidene, andhene ould refuse to send the last message.The importane of the fairness property has not always been well understood.Among the �rst non-repudiation protools, we �nd the three protools [2{4℄proposed by the International Organization for Standardization. None of theseprotools supports fairness.Similar problems that also require the fairness property to be respeted arefair exhange protools, ontrat signing protools and erti�ed e-mail proto-ols. Historially �rst solutions providing fairness in exhange protools were2



based on a gradual exhange of the expeted information [5,6℄. These protoolsneed the hypothesis that both involved parties have an equivalent, or relatedomputing power. This is however rather unrealisti in pratie. Moreover theprotools often need a great amount of transmissions. An amelioration amewith the idea of probabilisti protools [7,8℄: the omputing powers do notneed to be related anymore, but the number of transmissions is still impor-tant to provide an adequate seurity level. Another approah to resolve theproblem of fair non-repudiation is to use a trusted third party (TTP). Firstsolutions using this approah are based on an inline TTP [9℄, i.e. a trustedthird party ating as a delivery authority, intervening in eah transmission.However, the heavy involvement of the TTP implies a ommuniation andomputation bottlenek. A �rst improvement to redue the TTP involvementwas the use of an online TTP: the TTP intervenes in eah protool run, butnot in eah transmission [10,11℄. Protools with a light-weight TTP have beenproposed. Finally, a big step towards more eÆient solutions was the intro-dution of o�ine TTPs. Independently, Miali and Asokan et al. [12,13℄, inthe ontext of erti�ed e-mail and fair exhange, designed a protool wherethe TTP only intervenes in ase of problem. This approah, using an o�-lineTTP, is also alled the optimisti approah. The rationale is that in most asesthe partiipating entities are honest and the network is well funtioning, im-plying a protool run without any involvement of the TTP. Only in ase of aheating entity or a network failure, the TTP intervenes to �nish the protool,either ending with no exhange taking plae or foring a suessful exhange.Rapidly this approah has also been applied to non-repudiation protools [14{16℄. Reently, the notion of a transparent TTP has been introdued. When atransparent TTP is used, at the end of the protool, it is impossible to deide,by only looking at the evidenes, whether the TTP did intervene or not. Thisfeature an be useful in eletroni ommere. As a TTP may intervene due toa network failure, rather than a heating entity, bad publiity an be avoidedusing transparent TTPs.The aim of this paper is to survey existent two-party non-repudiation proto-ols, partiularly the most reent evolutions of these protools. The paper isstrutured as follows. We start giving de�nitions of all the properties a non-repudiation protool must provide. Then we present lassial protools withoutTTP and also show some reently designed probabilisti protools. The threefollowing setions are devoted to non-repudiation protools with trusted thirdparty. We will study the existing protools in hronologial order and observethe evolution of the TTPs. Considered in a �rst time as an agent of synhro-nization, it will serve as a signatory in later protools. It is also interestingto note the evolution of the needs. The �rst non-repudiation protools permitthat the TTP generates signatures in its proper name. These signatures, alledaÆdavits, even if struturally di�erent, have the same juridial value as thesignatures whih should have been produed by the entities themselves. Themost reent protools with transparent TTP ensure that the entities reeive3



the awaited signature, i.e. the other entity's signature and not an aÆdavitprodued by the TTP, in any irumstanes. Then, we look at the key revo-ation problem related to non-repudiation evidenes. Finally, we ompare thedi�erent protools, on riteria suh as eÆieny and TTP involvement. To endthe paper we draw some onlusions.2 Preliminary de�nitions and notationsIn this setion, we give some preliminary de�nitions, dealing with our ommu-niation model and the properties a non-repudiation protool has to provide.We also present the notation that will be used through the remaining of thepaper to present the protools.2.1 The ommuniation modelGenerally in literature, three lasses of ommuniation hannels are onsid-ered: unreliable hannels, resilient hannels and operational hannels. No as-sumptions have to be made about unreliable hannels: data may be lost. Aresilient hannel (also alled asynhronous network) delivers orret data aftera �nite, but unknown amount of time. Data may be delayed, but will eventu-ally arrive. When using an operational hannel (also alled synhronous net-work) orret data arrive after a known, onstant amount of time. Operationalhannels are however rather unrealisti in heterogeneous networks.2.2 PropertiesWe suppose for the rest of the paper that no party ats against its own inter-ests. This assumption is rather natural and avoids us to deal with situationswhere a dishonest party, i.e. a party not following the protool, breaks someof the underneath de�ned properties by adopting a behavior harming itself.The main property a non-repudiation protool has to respet is non-repudiability.A non-repudiation protool has to o�er both non-repudiation of origin andnon-repudiation of reeipt.De�nition 1 (Non-repudiation of reeipt). A non-repudiation proto-ol provides non-repudiation of reeipt, if and only if it generates a non-repudiation of reeipt evidene, destined to Alie, that an be presented toan adjudiator, who an unambiguously deide whether Bob reeived a givenmessage or not. �De�nition 2 (Non-repudiation of origin). A non-repudiation protoolprovides non-repudiation of origin, if and only if it generates a non-repudiationof origin evidene, destined to Bob, that an be presented to an adjudiator,4



who an unambiguously deide whether Alie is the author of a given messageor not. �In order for a non-repudiation protool to be interesting in pratie, we haveto add the fairness property. Fairness insures that none of the partiipatingentities an fool the other one (for example, if the protool ends in a situationwhere Bob got a valid non-repudiation of origin evidene without Alie havinggot the orresponding non-repudiation of reeipt evidene). Di�erent avorsof fairness have been de�ned: weak, strong, true and probabilisti fairness.Weak fairness, ensures that if an entity, Alie for example, does not obtain itsevidene, while the other entity, Bob, did, then Alie will reeive a proof ofthis fat. Strong fairness is de�ned as follows.De�nition 3 (Strong fairness). A non-repudiation protool provides strongfairness if and only if at the end of a protool exeution either Alie got thenon-repudiation of reeipt evidene for the message m, and Bob got the orre-sponding message m as well as the non-repudiation of origin evidene for thismessage, or none of them got any valuable information. �In a truely fair protool, the generated evidenes are independent of the fatwhether the TTP did intervene in the protool or not. It is impossible todeide, by only looking at the generated evidenes, whether the TTP didintervene or not. As the intervention of a TTP an be due to a network failure,rather than a heating behavior of a party, this property an be very importantin a ontext of eletroni ommere to avoid bad publiity. Ahieving truefairness is equivalent to having a transparent TTP (f de�nition 11). Truefairness is de�ned as follows.De�nition 4 (True fairness). A non-repudiation protool provides truefairness if and only if it provides strong fairness and, if the exhange is su-essful, the non-repudiation evidenes produed during the protool are inde-pendent of how the protool is exeuted. �Probabilisti fairness has been introdued for protools without TTP wherefairness is guaranteed with a given (generally high) probability.De�nition 5 (Probabilisti fairness). A non-repudiation protool is �-fairif and only if the probability that at the end of a protool exeution either Aliegot the non-repudiation of reeipt evidene for the message m, and Bob gotthe orresponding message m as well as the non-repudiation of origin evidenefor this message, or none of them got any valuable information, is � 1� �. �Timeliness is a property, that is generally requested, in order for the protoolto be pratial. It assures that the partiipating entities an always �nish theprotool after a �nite amount of time. It avoids situations where an entitydoes not know whether a protool run is �nished or not, and needs to keepan open protool session for a potentially in�nite amount of time to assurefairness.De�nition 6 (Timeliness). A non-repudiation protool provides timeliness5



if and only if all honest parties always have the ability to reah, in a �niteamount of time, a point in the protool where they an stop the protool whilepreserving fairness. �2.3 TTP's involvementVarious types of TTP an be onsidered aording to their involvement in theprotool.De�nition 7 (Inline TTP). A TTP involved in eah message's transmis-sion during the protool, is said to be inline. �De�nition 8 (Online TTP). A TTP involved during eah session of theprotool but not during eah message's transmission, is said to be online. �De�nition 9 (O�ine TTP). A TTP involved in a protool only in ase ofan inorret behavior of a dishonest entity or in ase of a network error, issaid to be o�ine. �De�nition 10 (Neutral TTP). A TTP is known as neutral if the assis-tane that it brings to the suessful realization of a protool is not onditionedby its knowledge of the information to be exhanged. �De�nition 11 (Transparent TTP). An o�ine TTP produing evidenesindistinguishable from the evidenes Alie and Bob should have exhanged ina faultless ase, is said to be transparent. �2.4 NotationsWe now introdue the notation that will be used to desribe the protools.� X ! Y : transmission from entity X to entity Y� h(): a ollision resistant one-way hash funtion� Ek(): a symmetri-key enryption funtion under key k� Dk(): a symmetri-key deryption funtion under key k� EX(): a publi-key enryption funtion under X's publi key� DX(): a publi-key deryption funtion under X's private key� SX(): the signature funtion of entity X� m: the message sent from A to B� k: the session key A uses to ipher m�  = Ek(m): the ipher of m under the session key k� ` = h(m; k): a label that in onjuntion with (A;B) uniquely identi�es aprotool run� f : a ag indiating the purpose of a message6



3 Non-repudiation protools without TTP3.1 IntrodutionAlthough (ineÆient) protools without TTP were the �rst protools proposedin the framework of fair exhange of serets and digital ontrat signing, non-repudiation protools without TTP were initially presented at the end of the1990s [8℄ (thus, uriously, muh later than protools with TTP, in ontrary tofair exhange protools).In the middle of the 1980s, fair exhange protools were developed in orderto ahieve the exhange of serets (e.g. seret keys) between two entities.The basi idea was that eah entity transmits in turn suessive bits of theinformation to be exhanged. This proess ontinues until the last bit of eahinformation (both information to exhange are supposed to have the samesize) was sent or until one of the two entities stops his partiipation in theprotool. The amount of omputing neessary for eah entity to retrieve themissing bits dereases at eah step of the protool. If the protool is stoppedbefore the information has ompletely been sent, and if the entities have thesame omputing power, there ould be at most a di�erene of fator two in thetime needed for eah entity to retrieve the expeted information. In order toredue this di�erene of time needed to obtain the information, Tedrik [5,6℄shows how to transmit the fration of a bit: rather than sending in turn onebit of eah information, the entities transmit in turn a binary string whih isdi�erent from the orresponding string of the information to be transmitted.Whatever method is used to exhange the bits of information, one has tobe able to detet whether an entity attempts to heat (by sending inorretbits). Many methods were suggested (e.g. based on the square root problem[5,17℄). A more generi method was proposed by Even et al. [18℄ using oblivioustransfers.However, all these previous methods require that the ommuniating entitieshave the same or an equivalent omputing power. This is unrealisti in pratie(e.g. individuals versus large organizations).In 1990, in the ontext of digital ontrat signing protools, Ben Or et al [7℄proposed to exhange privileges rather than bit information. An entity is saidto be more privileged than other ones when it has a greater ability (than theother entities) to onvine an external judge that the ontrat is signed by allthe partiipating entities. The presented two-party protool is suh that theentities are privileged in turn. During the protool, eah entity sends to theother one a message saying that with a probability � the ontrat will be valid(signed by both parties) at the (previously agreed) momentD. The probability� has to inrease during eah round of the protool. The protool ends when� = 1 or when the deadline D is reahed. After the moment D, eah party7



an present to the judge the last reeived message. The judge, one, hoosesrandomly a value between 0 and 1 and ompares this value with the probability� extrated from the message. If � is greater or equal than the hosen value,the judge delares the two parties linked to the ontrat, otherwise he statesthat � is too small. The deision is provided to both parties.No other methods without TTP were proposed until the late 1990s. In 1998,Syverson proposed protools [19℄ where low value information to be exhangedare iphered and sent with a ommitment of the key used to ipher them.These ommitments will, in pratie, be breakable if enough time is invested.This amount of time is known on the base of a known omputing power. Suha ommitment is alled temporally seret bit ommitment whih ould beimplemented via a time-lok puzzle [20℄. In the rationale exhange protool,fairness is based on the rather unrealisti assumption that one of the partiesis trusted. In the generi fair exhange protool, two parties exhange theiphered information and then send in turn a temporarily seret bit ommit-ment easier to break than the previous one. Obviously, there will be a momentwhere one party an break the ommitment in time. In that sense fairness isnot maintained.In another work, Han [21℄ proposed a protool without TTP but where Alieis in possession of a system, the pub, publily aessible and whih automati-ally reords all the operations (aess, modi�ation, . . . ) on the data that itontains (the operation reordings are neither \erasable" nor \modi�able").The protool envisages the sending by Alie of the iphered message and thenthe dislosure of the deiphering key via the pub. Bob and the judge have tobe sure about the validity of the information reorded in the pub. Hene, thisis equivalent to having as many online TTPs as entities sending messages (e.g.Alie). It is also neessary to rely on Alie who manages the pub and who anpossibly simulate it. Finally the suggested protool requires a synhronizationbetween the entities.The �rst non-repudiation protool without TTP was proposed in 1999 [8℄ andis desribed in the following setion.3.2 Markowith and Roggeman protoolThe goal of this protool is to avoid the intervention of a TTP at the prieof aepting the probabilisti version of fairness. The protool has to beparametrized on the basis of the most powerful entity's omputing power.This iterative protool is suh that, exept at the last iteration, no entity ismore privileged than another one during the protool.Being freed from a TTP during exhanges not only makes it possible to avoida bottlenek in the ommuniations but also permits to relax the need of trustin a TTP. The honesty of a TTP is diÆult to evaluate. In the protool here,8



the risk is known and an be parametrized.Suppose Alie wants to send a message m and a non-repudiation of origin evi-dene of this message to Bob in exhange against Bob's non-repudiation of re-eipt evidene. The protool is suh that Alie will not �nd it bene�ial to stopthe protool before its end. In the same way, if Bob stops the protool beforethe last ouple of sendings, he will not gain any pro�t. The only way for Bobto heat, i.e. obtain Alie's message and the orresponding non-repudiationof origin evidene, without aknowledging reeipt (by the means of sending anon-repudiation of reeipt evidene), is to guess the number of iterations inthe protool. This number of iterations is seleted randomly and seretly byAlie. At eah iteration, the probability that Bob obtains the message andthe non-repudiation of origin evidene without sending the non-repudiation ofreeipt will be smaller or equal to a quantity noted ".In the protool the following evidenes are generated.� the evidene of origin for the ipher : EOO = SigA (fEOO; B; `; )� the evidene of reeipt for the ipher : EOR = SigB (fEOR; A; `; )� the evidene of origin for the the value vi : EOOk;i = SigA �fEOOk;i ; B; `; i; vi�� the evidene of reeipt for the the value vi: EORk;i = SigB �fEORk;i ; A; `; i; vi�� the non-repudiation of origin evidene: NRO = fEOO;EOOk;ng� the non-repudiation of reeipt evidene: NRR = fEOR;EORk;ngDuring the setup phase, Alie, who wants to send the message m to Bob,starts by hoosing randomly, aording to a geometrial distribution 1 (forexample), a number n whih will determine the number of iterations of theprotool. This value n is kept seret by Alie and will not have to be deduedby Bob during the protool. She hooses also n� 1 random independent andequidistributed values ri and a key k (the random values and the key musthave the same size).Alie initiates the protool by sending to Bob the ipher  = Ck (m), as wellas the orresponding non-repudiation of origin evidene. Bob aknowledgesthe reeption of this ipher. Alie, then, sends the �rst of the n � 1 randomvalue r1 as well as the non-repudiation of origin evidene for r1. Bob on�rmsthe reeption of this value, and the same proess ontinues. At the 2n� 1thsending, Alie transmits the last random value rn�1 and the orrespondingnon-repudiation of origin evidene. Bob sends to Alie the non-repudiation ofreeipt evidene of rn�1. Alie, then, transmits the deiphering key k (relatedto the ipher ) and Bob aknowledges the reeption of this key whih isindistinguishable from the already reeived random values. After a knowndelay or after having reeived a noti�ation from Alie, Bob alulates m =Dk ().1 A geometrial distribution is proposed here as its non-aging property avoids theleak of any information about the hosen number of iterations to Bob.9



Before the last sending of Alie, Bob did not reeive anything usable. Moreover,the only way he an detet whether he reeived the key k is by deiphering using the value he reeived from Alie. But this omputation will be sup-posed too long ompared to the time before whih Alie stops the protool,not having reeived the expeted non-repudiation of reeipt evidene for thegiven value. We hoose a ryptosystem, whose performanes are appropriatewith regard to the message size and the time Alie waits before stopping theprotool.Protool 1 Markowith-Roggeman probabilisti protool without TTP1. A ! B: fEOO; B; `; ;EOO2. B ! A: fEOR; A; `;EOR3. A ! B: fEOOk;1; B; `; 1; r1;EOOk;14. B ! A: fEORk;1 ; A; `;EORk;1...2n� 1. A ! B: fEOOk;n�1 ; B; `; n� 1; rn�1;EOOk;n�12n. B ! A: fEORk;n�1 ; A; `;EORk;n�12n+ 1. A ! B: fEOOk;n; B; `; n; k;EOOk;n2n+ 2. B ! A: fEORk;n ; A; `;EORk;nAt any moment, if Alie or Bob reeives an inorret message, they stop takingpart in the protool. Moreover, if Bob does not diretly answer Alie's messagesby sending the orresponding EORi, Alie will suppose that Bob attempts toheat and onsequently she stops the protool (by not sending the next value).It is neessary to determine deadlines after whih Alie and Bob deide tonot take part in the protool anymore. A publily known deadline an beonsidered when an entity awaits a sending. When the deadline expires, it issupposed that the entity who should arry out the sending is either tryingto heat, or that the network is overloaded (or that the protool is ended).The protool is then stopped. Suh a mehanism makes it possible to use anunreliable network 2 .Bob does not know the number of iterations n and annot determine, when hereeives a message from Alie, whether he reeives the last message ontainingthe deiphering key (no lue about n an be dedued from Alie's sending).We will note " the probability that Bob guesses the value of n and does notsend the evidene EORi preisely when i = n, knowing that n was seletedseretly aording to a geometrial distribution. If Bob does not send EORn,Alie will have sent all information neessary to Bob to obtain m and the2 Another solution onsists in using an operational ommuniation hannel betweenAlie and Bob. If Bob does not reeive a new message within the time ensured bythe hannel, he understands that the protool is �nished. On the other hand, if Aliedoes not reeive Bob's aknowledgment within the time allowed by the hannel, shenotes that Bob tries to �nd m on the basis of the last value obtained; Alie thenstops the protool. 10



non-repudiation of origin evidene of m, whereas she does not obtain the non-repudiation of reeipt evidene of m.For the protool to work orretly, it is neessary to use a ipher, where itis impossible to partially derypt the iphertext, in order to quikly deidewhether the obtained value is the orret key or not. If, for instane, a blokipher is used, Alie must ipher her message, whatever the ryptosystemused, by means of a mode where all the bloks of the iphertext must bedeiphered to be able to obtain any bloks of the plain text. Suh a mehanismis desribed in [8℄. Moreover, it is possible that an all-or-nothing ipheringmode may not generate suÆient delay for deiphering short messages. Adelaying mehanism, as [20℄ for example, ould be used.It is supposed that n has been randomly hosen following a geometrial dis-tribution. If Alie or Bob stops the protool before the (2n+ 1)th step, noone will obtain the neessary evidenes (EOOk;n and EORk;n) omposing the�nal non-repudiation evidenes. After the last sending, Alie reeived all ofBob's aknowledgments and is able to ompose the non-repudiation of reeiptevidene for the message m. Bob is also able to build the non-repudiation oforigin evidene for the message m and an deipher  to retrieve m. If Bobdoes not realize the (2n+ 2)th step, the protool is no longer fair sine Bobobtained the message m and the non-repudiation of origin evidene for thismessage, whereas Alie did not reeived the last Bob's aknowledgment andannot ompose the non-repudiation of reeipt evidene form. The probabilitythat Bob, unaware of n, deides at the right moment to stop the protool atthe (2n+ 1)th step is ", the suess parameter of the geometrial distributionused by Alie to hoose randomly n. The protool is then "-fair.By the means of an operational hannel between Alie and Bob, or by makinguse of deadlines, Alie and Bob will be able, for eah sending of the protool,to deide, within a �nite amount of time, whether the protool is ended. Theprotool �nishes after an expeted number of 1" iterations.3.3 Mitsianis protoolMore reently, in [22℄, a similar protool to [8℄ has been proposed. Classially,Alie begins by sending to Bob the ipher  of the message m under a seretlyhosen session key K�. If Bob aknowledges the reeption of this ipheredmessage, Alie adds a padding ! to the session key K� to ompose the keyK 0�. The size of the padding is hosen seretly by Alie. Alie iphers this newpadded key with a session key K� shared with Bob in order to obtain theiphered key K& . This last iphering is obtained using a mode similar to theone desribed in the setion 3.2 in order to require Bob to obtain all the bitsof the iphered key K& to be able to deipher it.Alie then hooses randomly and seretly, as in the previous protool, a value11



n and splits K& in n parts �i of di�erent random lengths. Then n 2-movesiterations begin. At eah iteration, Alie sends to Bob a �i (in the ordershe splits K&) and Bob has to aknowledge having reeived it. When Bobaknowledges the reeption of the last parts, �n, of K& , Alie possesses thenon-repudiation of reeipt of the message m and Bob ould retrieve the sessionkey needed to reover the message m (he omposes K& by onatenating thedi�erent reeived �i, deiphers the iphered key usingK�, obtainsK 0�, knowingthe size of the session key K� he an extrat the padding ! and retrieves K�;with K� he deiphers  and retrieves the message m).Bob has to obtain all of the �i in order to retrieve K�, even if he knowsthe size of K� beause of the all-or-nothing mode used to ipher K 0� and hisunawareness of the length of !.Exatly as in the previous protool, if Bob does not send the last aknowl-edgment (of �n), he obtains the message m without providing the NRR at aprobability of 1n . Also, Alie waits until a �xed deadline for eah aknowledg-ment of Bob for �i before deiding that Bob is trying to heat and stoppingthe protool. A major di�erene between the protool of setion 3.2 and thehere desribed protool by Mitsanis is that in the latter the value n, deter-mining the number of protool's rounds, is stati whereas n is dynami inthe �rst one. At the beginning of Mitsianis' protool, Alie hooses n whihwill be �xed for the remaining of the protool. In the Markowith-Roggemanprotool, the number of rounds is dynami, as the deision to stop or ontinueould be taken after eah ompleted round, by launhing a 1"�faed die.4 Non-repudiation protools with inline TTPWe will start giving a short overview of protools using either an inline or anonline TTP. Then we present in details protools following the more reentevolutions, making use of o�ine or transparent TTPs.An inline TTP was �rst used in the ontext of erti�ed email protools [23℄.In 1996, Co�ey and Saidha [9℄ proposed a non-repudiation protool whihillustrates well the use of an inline TTP. Co�ey and Saidha used the TTPas a non-repudiation server. The TTP ollets the non-repudiation evidenesand transmits them to Alie and Bob thereafter. The protool makes useof time-stamps produed by a time-stamping authority as well as resilientommuniation hannels between eah of the entities and the TTPs. The time-stamping authority does not onsider the ontent of the reeived messages(ontrarily to what is sometimes awaited from a TTP). It just adds a time-stamp to a message signed by the entity with whom it ommuniates. Toensure the exhange of the non-repudiation evidenes, the protool uses partialevidenes. Suh evidenes are known as partial beause they are part of the�nal non-repudiation evidenes. It should also be notied that the protool12



ensures on�dentiality of the message transmitted by Alie to Bob.Alie initiates the protool by submitting, to the time-stamping authority,the signed partial non-repudiation of origin evidene to be dated and signedby this authority. If Alie's signature is valid, the time-stamping authorityreplies with the non-repudiation of origin evidene, iphered for Alie. If thisnon-repudiation of origin evidene is valid (inluding the time-stamp), Alie re-quests the TTP to initialize a non-repudiable ommuniation and sends the \�-nal" non-repudiation of origin evidene as well as the partial non-repudiationof reeipt evidene she omputed to the TTP (the TTP ould ompute thispartial non-repudiation of reeipt evidene, but Alie arries it out in order toderease the load of the TTP). If both the message sent by Alie and her signa-ture are valid, the TTP sends the partial non-repudiation of reeipt evideneto Bob. Bob signs this partial evidene and sends it to the time-stampingauthority whih, if the signature is orret, responds to Bob with the \�nal"non-repudiation of reeipt evidene. Bob submits this evidene to the TTP.The TTP, after hekings, sends the non-repudiation of origin evidene to Boband the non-repudiation of reeipt evidene to Alie.To distinguish di�erent protool sessions using a same TTP, the authors on-sidered the use of a randomly hosen value assoiated to eah session of theprotool. These random values are produed by the TTP and transmitted, bythe TTP, to both Alie and Bob. Alie and Bob must present the randomvalue they reeived during eah ommuniation with the TTP.This protool ensures strong fairness, sine the TTP ollets all informationneessary before forwarding them to the onerned entities. It should be notedthat Alie and Bob never ommuniate diretly. The TTP is used as an inter-mediary in eah transmission, and thus is inline.The authors did not propose the use of maximum times after whih a messageis onsidered as lost. As presented by the authors, the protool does not respetthe timeliness property. However, if a deadline is �xed for eah sending, theprotool is timely �nite.In ase of disputes, an external judge an be invoked. If Alie aÆrms to havesuessfully sent a message to Bob or if Bob aÆrms to have reeived a mes-sage from Alie, the judge requests to the omplaining entity or asks the TTPto provide the non-repudiation of reeipt and/or non-repudiation of originevidene. If these evidenes annot be provided, the judge rejets the om-plaint. Otherwise, the judge heks the signatures and the time-stamps on theevidenes. If all these heks sueed, Alie's or Bob's laim is aepted.Protools with inline TTP present several disadvantages. First, they requirethe management of large databases by the TTP. It must preserve the mes-sages it forwards, as well as the moments of eah event. The management ofsuh a database of entralized sensitive information represents a signi�antseurity risk. It is advisable to take partiularly are of the protetion of the13



information managed by suh a TTP. Lastly, the bottlenek produed by theow of information forwarded by the TTP is maximum. On the other hand, inopposition to online or o�ine TTPs, an inline TTP an inlude informationabout the time a message is sent or reeived into the evidenes. Suh evidenesan for instane be used for settling disputes of late submission.Consequently, an inline TTP requires, a partiularly signi�ant on�dene, aswell as the management of a onsiderable quantity of entralized resoures.5 Non-repudiation protools with online TTPThe protools based on an online TTP are suh that the TTP does not atanymore as a delivery authority (as an intermediary for eah transmissionbetween the entities). However, an online TTP intervenes during eah sessionof the protool.Some protools from related frameworks, i.e. erti�ed e-mail protools andeletroni payment protools, using also an online TTP have been proposedin [24℄ and [25℄. We onsider here three non-repudiation protools whih arerepresentative of the use that an be made of suh a TTP.To introdue non-repudiation protools with online TTP, we will exeption-ally make a return in time and evoke a protool suggested by Rabin [26℄ in1983. The author proposed an original method, alled method by beaons,making it possible to arry out the exhange of an information against anaknowledgment. In this approah, the use of the TTP extremely di�ers fromthe traditionally developed methods.5.1 Rabin's beaons protoolThis protool is the �rst exhange protool making use of a TTP. The ideais to have a TTP, broadasting at regular and �xed intervals of time a signedmessage alled the beaon. This beaon is omposed of n publi keys, a dei-phering key orresponding to one of the publi keys sent during the previousbroadasting and a value j indiating whih previously broadasted publi keyis assoiated with the presently broadasted deiphering key.In the �rst time, Alie sends to Bob a message iphered under a session key k.During the protool, Alie and Bob ommuniate diretly and have to realizea omplete round of the protool between two broadastings of the TTP.During a round, Bob randomly hooses an integer i between 1 and n. Bobsends this integer to Alie with a non-repudiation of reeipt evidene for themessage Alie would like to send to Bob. Then, Alie sends a signed messageontaining the session key iphered with the ith publi key broadasted by theTTP in the beaon reeived just before initiating the urrent round. If, when14



the TTP broadasts the beaon, the value j hosen by the TTP is the same asthe value i hosen by Bob, then Bob an retrieve the session key k and Alie'smessage. The non-repudiation of origin and reeipt evidenes are omposed ofthe signed messages sent by Alie and Bob during this round assoiated withthe beaon.This protool is probabilistily fair as Alie an deide to stop the protoolwhen she reeives the signed message from Bob and before sending her signedmessage. Fairness is only broken if Bob and the TTP hoose the same value(i = j). This situation an happen with a probability equal to 1n .However, this protool respets a probabilisti version of the timeliness prop-erty. Although the probability that i 6= j dereases when the number of roundsinreases, this probability never reahes zero (due to the asymptoti behaviorof the geometrial distribution). The expeted number of rounds equals n.In order to prevent a man in the middle attak for this protool, we suggestthat, when Alie and Bob send their signed message to eah other, they add thereipient's identity in the messages. Otherwise, an opponent ould intereptand blok the messages that Bob sends to Alie. If this happens when j, hosenby the TTP, is equal to i, hosen by Bob, the opponent obtains a ompleteand valid non-repudiation of reeipt evidene (from Bob) for a message henever sent.This protool, alled \on�dential dislosure protool" by the author is ratheronneted with our de�nition of a non-repudiation protool.The protool is suh that the message remains on�dential (and is reoverableonly by Bob).This probabilisti approah of fairness is omparable to the non-repudiationprotool without TTP presented at the setion 3.2.It should also be noted that the need for synhronization between the entitiesis a heavy onstraint to realize. Therefore the deadline between two broadast-ings must be parameterized so that the entity having the smallest omputingpower an provide the neessary message within the interval.5.2 Zhang and Shi protoolIn 1996, Zhang and Shi proposed [10℄ a protool where Alie transmits to Bobthe message iphered with a session key (and iphered again by the mean ofBob's publi key) and where the TTP publishes, at the right moment (deidedby Bob and agreed by Alie), in a publily aessible way, e.g. a publi board,the session keys (provided to the TTP by Alie) needed to retrieve the messagethat Alie wants to transmit to Bob. Moreover, the TTP manages a databaseontaining the keys used during a protool run and reords the time whenthese keys are added in that database. In this protool, in ase of dispute, the15



judge, resolving the given dispute, has to ontat the TTP in order to deidewhih entity is honest. For this reason, the TTP annot delete any informationstored in the database. Suh a database grows inde�nitely.The protool ensures the on�dentiality of the transmitted message (even onethe session key is revealed, sine the iphered message is iphered again withBob's publi key). The protool also ensures the on�dentiality of the messagewith respet to the TTP.5.3 Zhou and Gollmann protoolZhou and Gollmann presented a non-repudiation protool with online TTP[11℄. The idea of this protool is to redue the work of the TTP to a minimum.During the protool, if an inorret message arrives or if an awaited messagedoes not arrive, the potential reipient stops the protool.Alie initiates the protool by sending the ipher to Bob, using session key k,of the message she wants to transmit to Bob, a label identifying the protoolsession, a time-out value before whih the the session key must be submittedto the TTP and after whih it an be onsulted, as well as the signed non-repudiation of origin evidene for the iphered message. If Bob aepts theonsultation time-out proposed by Alie, he sends his signed non-repudiationof reeipt evidene for the iphered message. Alie then sends to the TTP asigned opy of the session key. The TTP aepts during a session of a protoolonly one submission from an entity and heks whether Alie's signature isvalid and whether the time-out is not exeeded. After the time-out, Bob anget, the session key and the non-repudiation of origin evidene for this sessionkey provided by the TTP. This evidene is neessary in order to build a om-plete non-repudiation of origin evidene for the message that Alie sends tohim. In a similar way, Alie onsults the TTP to omplete her non-repudiationof reeipt evidene for the message.Both Alie and Bob will feth the session key and the orresponding evidenefor this key at the TTP. This evidene serves to Bob as an evidene of originand to Alie as a proof that the key is aessible to Bob. The entities onsult,at the proper time, a read-only publi diretory managed by the TTP. If oneof entity an not get the evidene at the TTP, while the other entity does, hewill lose a possible future dispute on this subjet.The work of the TTP is thus redued by rejeting the responsibility for ob-taining the information managed by the TTP on the entities. The protoolrequires for its good funtioning a resilient hannel of ommuniation betweenthe TTP and eah entities.If the ommuniation hannels between the TTP and respetively Alie andBob are resilient, the protool is strongly fair and the protool respets thetimeliness property. 16



In ase of dispute, if Alie laims to have suessfully sent a message to Bob,the judge asks her to provide this message and the non-repudiation of reeiptevidene for this message. The non-repudiation evidene is omposed of thenon-repudiation of reeipt evidene for the iphered message, provided by Bob,and the non-repudiation of origin evidene of the session key, provided by theTTP. If all the information provided by Alie to the judge is orret, the judgedelares that the assertion of Alie is orret.If Bob laims to have reeived a message from Alie, the judge asks him toprovide this message as well as the non-repudiation of origin evidene for thismessage. This evidene is omposed of the non-repudiation of origin evidenefor the iphered message, provided by Alie, and the non-repudiation of ori-gin evidene of the session key, provided by the TTP. If all the informationprovided by Bob to the judge is orret, the judge delares that the assertionof Bob is orret.The protool does not propose mehanisms ensuring the on�dentiality. Thesession key and the iphered message are aessible to any observer.6 Non-repudiation protools with o�ine TTPIn this setion we present some non-repudiation protools with o�ine TTPs.A TTP is said o�ine if it does not intervene in the protool while no problemours. A problem ould be an inorret behavior of a dishonest entity or anetwork error. When suh a problem ours, Alie and/or Bob invoke the TTPto help them to �nish the protool run in a fair way. Suh protools supposethat most of the time no problem will our. This is the reason why protoolswith o�ine TTP are also alled optimisti.In the framework of exhange protools, the �rst protools, a erti�ed e-mailprotool and fair exhange protools, making use of an o�ine TTP were pre-sented in [12℄, [13℄ and [27℄.The �rst series of non-repudiaiton protools detailed hereunder are variants ofthe protools presented in [14℄ and [16℄. The last part of the setion is devotedto a non-repudiation protool with transparent TTP. In this kind of protoolthe TTP produes evidenes whih are indistinguishable from the evidenesAlie and Bob should have exhanged in a faultless ase.6.1 A fair non-repudiation protoolHere is the �rst fair non-repudiation protool. The protool is divided into twosub-protools, a main and a reovery protool. The TTP does not intervene inthe main protool. In ase of problems, Bob an launh the reovery protool.It is supposed that the ommuniation hannels between the TTP and both17



Alie and Bob are resilient. The ommuniation hannels between Alie andBob may be unreliable.In the protool the following evidenes are generated.� the evidene of origin for the ipher: EOO = SA(fEOO; B;TTP ; l; h())� the non-repudiation of reeipt evidene: NRR = SB(fEOR; A;TTP ; l; h(); ETTP(k))� the submission evidene for key k: Sub = SA(fSub; B; l; ETTP(k))� the evidene of origin for key k: EOOk = SA(fEOOk ; B; l; k)� the reovery request: Re = SB(fRe; Y; l)� the on�rmation evidene for key k: Conk = STTP (fConk ; A; B; l; k)The main protool onsists of three messages, that are detailed in protool 2.All messages inlude one or several purpose ags and are linked by a label`. The label in onjuntion with the protool entities uniquely identi�es aprotool run. In the �rst message Alie sends a signed ommitment, the ipher to Bob. Alie also inludes the deryption key k, iphered with the TTP'spubli key. This allows the TTP in ase of a reovery protool to extrat kand send it to Bob. In the seond transmission, Bob sends the non-repudiationof reeipt for the message to Alie. Although he hasn't reeived the messageyet, he is sure that he is able to reeive it later on. Alie �nishes the protoolby sending k to Bob. If the last message does not arrive, Bob an launh thereovery protool.Protool 2 A fair protool - Main protool1. A ! B: fEOO; fSub; B;TTP ; `; ; ETTP(k);EOO; Sub2. B ! A: fNRR; A;TTP ; `;NRR3. A ! B: fEOOk ; B; `; k;EOOkif B times out then reoveryTo exeute the reovery protool (protool 3), Bob sends a reovery request tothe TTP. This request proves to the TTP that Alie started the protool withBob. The TTP reovers the deryption key k and sends it bak to Bob withan evidene, asserting that the key originated from Alie. The TTP also sendsthe non-repudiation of reeipt evidene, whih is inluded in Bob's reoveryrequest, to Alie. This is neessary, as Bob ould launh the reovery protoolafter having reeived the �rst message of the main protool, without havingsent the seond message.Protool 3 A fair protool - Reovery protool1. B ! TTP: fRe; fSub; Y; l; h(); ETTP(k);Re; Sub;NRR;EOO2. TTP ! A: fConk ; A; B; l; k;NRR3. TTP ! B: fConk ; A; B; l; k;ConkAfter the �rst message has been sent, Bob does not possess a omplete non-repudiation evidene. Neither does Alie. Note that Bob has the ability tolaunh the reovery protool. However in that ase both Alie and Bob reeivethe respeted evidenes. If the seond message has been sent, Alie reeives18



a omplete non-repudiation of reeipt evidene. Bob will either reeive thethird message from Alie or launh a reovery protool. Also note that if Alieprovides a wrong enrypted key in the �rst message, i.e. ETTP(k0) instead ofETTP(k), the produed evidenes will be invalid. Hene the protool providesstrong fairness. One easily sees that true fairness is not provided: in ase of aTTP intervention, the seond part of the non-repudiation of origin evidenedi�ers from the one provided in a faultless exeution.Although the protool provided here is fair, it does not provide timeliness.Consider the senario where Bob stops the protool after having reeived the�rst message. Alie annot stop this protool session, as Bob may launh areovery protool at some later moment. Alie needs to keep an open protoolsession for a potentially in�nite amount of time, as at the moment Alie de-ides to stop the protool Bob ould launh a reovery, resulting in an unfairsituation. Note that the lak of timeliness ould be onsidered as unfair in theommon sense of the word fair, as Bob has reahed an advantageous position.However the protool remains fair, with respet to our de�nitions.6.2 A fair non-repudiation protool respeting timelinessTo remedy the shortomings of the previous protool, i.e. the lak of timeliness,a more omplete protool is detailed, respeting both fairness and timeliness.The protool, in addition to a main and a reovery protool, requires an abortprotool. In this protool both Alie and Bob an launh a reovery protool.The abort protool an be exeuted by Alie and, as we will see underneath,implies that the timeliness property holds. While a reovery protool foresthe exhange to take plae, the abort protool informs the TTP of Alie'sintention to stop the protool. The reovery protool and the abort protoolare mutually exlusive. The mutual exlusion is guaranteed by the TTP. Thehannel qualities are the same as in the previous protool. The evidenesgenerated in this protool are the following.� the evidene of origin for the ipher: EOO = SA(fEOO; B;TTP ; l; h())� the evidene of reeipt for the ipher: EOR = SB(fEOR; A;TTP ; l; h())� the submission evidene for key k: Sub = SA(fSub; B; l; ETTP(k))� the evidene of origin for key k: EOOk = SA(fEOOk ; B; l; k)� the evidene of reeipt for key k: EORk = SB(fEORk ; A; l; k)� the reovery request: ReX = SX(fReX ; Y; l)� the on�rmation evidene for key k: Conk = STTP (fConk ; A; B; l; k)� the abort request: Abort = SA(fAbort; B; l)� the abort on�rmation evidene: Cona = STTP (fCona; A; B; l)The preise desription of the main protool is given in protool 4. The mainprotool an be divided in two parts. The �rst part is the exhange of theipher under key k of message m, and the evidene of origin for the ipheragainst an evidene of reeipt for this ipher. The seond part onsists of the19



exhange of the key k and the orresponding evidene of origin against theevidene of reeipt for the key k. If the seond message does not arrive toAlie before a reasonable amount of time 3 , she exeutes an abort protool. Ifthe third or fourth messages do not arrive, Bob and Alie, respetively, anlaunh a reovery protool.Protool 4 A fair protool respeting timeliness - Main protool1. A ! B: fEOO; fSub; B;TTP ; `; ; ETTP(k);EOO; Sub2. B ! A: fEOR; A;TTP ; `;EORif A times out then abort3. A ! B: fEOOk ; B; `; k;EOOkif B times out then reovery4. B ! A: fEORk ; A; `;EORkif A times out then reoveryThe abort protool, desribed in protool 5, an be launhed at any time byAlie. If a valid abort request arrives, the TTP �rst veri�es if the urrent pro-tool run has not yet been reovered or aborted. The protool run is uniquelyidenti�ed by the label ` and the identities (A;B). If neither a reovery proto-ol nor an abort protool has been exeuted, the TTP informs both Alie andBob that the protool has been aborted. It is important to see that an abortevidene does not mean that the exhange did not take plae. It is possible toomplete a faultless main protool and exeute the abort protool later on. Anabort evidene only informs Alie and Bob that no reovery will be aeptedany more by the TTP, regarding this protool run.Protool 5 A fair protool respeting timeliness - Abort protool1. A ! TTP: fAbort; l; B;Abortif aborted or reovered then stopelse aborted=true2. TTP ! A: fCona; A; B; l;Cona3. TTP ! B: fCona; A; B; l;ConaA detailed desription of the reovery protool is given in protool 6. Thereovery protool is intended to be exeuted by either Alie or Bob. Bob anlaunh the protool, as soon as the �rst message of the main protool arrives.Alie an launh the protool one the seond message of the main protoolarrived. The aim of the reovery protool is to provide to Alie the possiblymissing evidene of reeipt for the ipher (EOR), as well as a substitution(Conk) for the evidene of reeipt of the key k, and to Bob a substitution(Conk) of the missing evidene of origin for the key k, as well as the key itself.3 Alie hooses herself how long she deides to wait for a given message beforereating. 20



Protool 6 A fair protool respeting timeliness - Reovery protool1. X ! TTP: fReX ; fSub; Y; l; h(); ETTP(k);ReX ; Sub;EOR;EOOif aborted or reovered then stopelse reovered=true2. TTP ! A: fConk ; A; B; l; k;Conk;EOR3. TTP ! B: fConk ; A; B; l; k;ConkReovery protool. After the �rst message has been sent, Bob an eitherstop the protool, launh a reovery protool or reply and ontinue the mainprotool. If Bob stops the protool no omplete evidene has yet been obtainedand no party will obtain a orret evidene anymore. If Bob launhes a reov-ery protool, both Alie and Bob will reeive all expeted evidenes, and henethe protool remains fair. Note that Alie is not going to stop the protool justafter having sent the �rst message. Suh a behavior would harm herself, asBob ould launh a reovery protool, and get the expeted evidenes. At anymoment, Alie an launh an abort protool. However she will not ontinuethe protool after having done so, even if Bob's reply arrives afterwords, asBob ould deide not to send the fourth message of the main protool. In thatase Alie would not have the possibility any more to exeute the reovery pro-tool, as it is mutually exlusive with the abort protool. The protool wouldend up in an unfair situation. Hene, Alie either launhes the abort protooland stops afterwords, or ontinues after having reeived message 2 of the mainprotool. When the seond message arrives, both partiipants have the abilityto reover the protool. A reovery implies that both partiipants reeive om-plete evidenes. Hene, eah party an fore the suessful exhange. Only, ifAlie launhes an abort protool the reovery is not aepted anymore. How-ever, doing this would harm Alie, as Bob has the advantageous position in themain protool, i.e. Bob obtains his omplete non-repudiation evidene beforeAlie. Also note, that as in the protool desribed above, providing a wrongkey, iphered for the TTP, in the �rst message, results into invalid evidenes.Timeliness is provided by the fat that at eah moment in the protool, bothAlie and Bob an take an ation to fore a fair termination. While in theprevious protool, Alie ould not reat if Bob stops the protool after the�rst message, she an now abort the protool. If the abort is aepted, Aliean stop the protool, knowing that Bob is unable to launh a suessfulreovery protool any more. On the other hand, the only reason an abortrequest ould be refused is the previous exeution of a reovery protool.Hene, the evidenes will arrive after a �nite amount of time to both Alie andBob, due to the resiliene of the ommuniation hannels. One the seondmessage of the main protool arrived, both entities are able to reover theprotool. We onlude that the protool provides timeliness.Although on�dentiality is not required in bare non-repudiation protools,many appliations require the serey of the sent message. Con�dentiality ishowever rather easy to provide. One ould for instane ipher k or  with21



Bob's publi key, eah time they are sent over the network. Another solutionis to use ad-ho mehanisms suh as VPN or SSL to assure the on�dentialityof the message.6.3 Non-repudiation protools with transparent TTPIn the previous non-repudiation protools with o�ine TTP, when the TTPintervenes, in ase of problems during the ommuniation between Alie andBob, it digitally signs some piees of information whih will be used as non-repudiation evidenes. These evidenes have the same e�et to an adjudiatoras those produed by Alie and Bob in a faultless ase.The aim of the following protool [28℄ is to design a protool where the TTP istransparent. This means that at the end of the protool, by only looking at theprodued evidenes, it is impossible to deide whether the TTP did intervenein the protool exeution or not. As the intervention of the TTP an be due toa network failure, rather than a heating party, transparent TTPs an be veryuseful in the ontext of eletroni ommere, in order to avoid bad publiity.The use of an invisible TTP was �rst proposed by Miali [13℄ in the frameworkof erti�ed e-mails. Asokan et al. [29℄ and Bao et al. [30℄, proposed fair ex-hange protools allowing to reover, in ase of problem, the original lient'ssignature rather than aÆdavits produed and signed by the TTP. Asokanet al.'s protool is based on veri�able enryption, whih however is ompu-tationally ineÆient. Bao et al. proposed two protools, from whih the �rstone is ineÆient, while the seond one, though more eÆient, has been brokenby Boyd and Foo [31℄. In the same paper, Boyd and Foo [31℄ proposed a fairexhange protool for eletroni payment. Their method allows to reover theoriginal lient's signature from the ommitted one, using designated onvert-ible signatures [32℄. They also proposed a onrete protool based on the RSAsignature sheme. However, their sheme requires an additional interativeprotool and hene is rather ineÆient. The most eÆient protool for fair ex-hange with transparent TTP has reently been proposed by Markowith andSaaednia [33℄. The protool is based on a spei� signature sheme (inspiredby the Girault-Poupard-Stern signature sheme [34℄). It does not need an ad-ditional interative protool and is eÆient onsidering both ommuniationand omputation.All of the here disussed proposals apply to fair exhange protools. Although anon-repudiation protool ould be seen as a speial instane of a fair exhangeprotool|an exhange of a message and a non-repudiation of origin evideneagainst a non-repudiation of reeipt evidene|there exist several inherentdi�erenes. While in a fair exhange protool, the desription of the itemsto exhange is known a priori, in a non-repudiation protool the reipientof a message does not expet a partiular message (the desription of themessage will only be known at the end of the protool). Moreover Bob does not22



exhange an item, but only an evidene of reeipt, whih is generally requiredin fair exhanges in addition to the expeted item. These di�erenes are rathersubtle, but imply more eÆient solutions for non-repudiation protools thaninstaniations of fair exhange protools. The protool, presented hereafter isbased on the Markowith-Saaednia method [33℄.In this protool, the TTP produes, when a fault ours during the mainprotool exeution, exatly the same evidenes as those produed by Alieand Bob in a faultless ase. The protool desribed underneath supposes aresilient hannel between the TTP and Alie and between the TTP and Bob.The ommuniation hannel between Alie and Bob may be unreliable.The protool uses a signature sheme based on the GPS signature sheme[34,35℄. The GPS signature of a message m is realized on one hand by hoosinga random value r and omputing t = �rmod n where n is a omposite modulusand � is a basis of order �(n), and on the other hand by omputing z =r + x � h(t;m) where x is a seret value assoiated to y � ��xmod n theorresponding publi value. The veri�ation is ahieved by omparing t and�z � yh(t;m)mod n.The signature used in this protool is issued in two phases. First the signerprodues a ommitted signature. Then this ommitted signature is turnedinto a �nal signature either by the signer or by the TTP. The reipient ofa ommitted signature is able to hek whether the TTP has the ability totransform the ommitted signature into the signer's �nal signature.During an initialization phase, the TTP hooses an integer n = pq, where pand q are large random strong primes (of almost the same size). The TTP alsohooses a base � of order �(n) and a small integer  suh that gd(�(n); ) = 1.The TTP omputes d suh that d � 1 (mod �(n)) and � = �mod n. Finally,the TTP makes n, �,  and � publi, keeps d seret and disards p and q.A signer u hooses a random integer xu as seret key and omputes the relativepubli key yu = �xu mod n. As usual in publi key ryptography, a erti�atefor the publi key has to be obtained and distributed.To produe the ommitted signature on a message m the signer u hooses arandom ru and omputes tu = �ru mod n and zu =  � ru + h(tu; m) � xu. Thepair (tu; zu) forms the ommitted signature of signer u and will also be notedComSigu(m).A veri�er v an hek the ommitted signature by omparing �zu mod n andtu � yuh(tu;m)mod n.The �nal signature of signer u an be omputed independently by the signer uby omputing t0u = �ru mod n, or by the TTP by omputing t0u = tudmod n.The pair (t0u; zu) forms the �nal signature of signer u and will also be notedFinalSigu(m).The veri�er heks the validity of the �nal signature by omparing �zu mod n23



to t0u � yuh(t0umod n;m)mod n (in pratie, it is suÆient to verify that t = t0umod n).The seurity of this signature sheme has been studied in [33,34℄.The notation used to desribe the protool is the same as in the previoussetion. The evidenes generated during the protool are the following.� the evidene of origin: EOO = ComSigA(fNRO; B;TTP ; l; h(); h(k))� the evidene of reeipt: EOR = ComSigB(fNRR; A;TTP ; l; h(); h(k))� the non-repudiation of origin evidene: NRO = FinalSigA(fNRO; B;TTP ; l; h(); h(k))� the non-repudiation of reeipt evidene: NRR = FinalSigB(fNRR; A;TTP ; l; h(); h(k))� the evidene of submission for key k: Sub = SA(fSub; B; l; ETTP(k))� the abort request: Abort = SA(fAbort; B; l)� the reovery request: ReX = SX(fReX ; Y; l)� the abort on�rmation: Cona = STTP(fCona; A; B; l)� the error on�rmation: Cone = STTP (fCone ; A; B; l)Alie starts the main protool by transmitting to Bob the ipher  of themessage m under the session key k, the hash of this session key, the sessionkey iphered with the TTP's iphering publi key, the ommitted signatureEOO (whih is the ommitted non-repudiation of origin evidene) and theevidene of origin of the session key iphered for the TTP.Bob veri�es the reeived message and heks the ommitted signature EOO asindiated previously and Sub. If the veri�ation holds, Bob sends to Alie hisommitted signature EOR (whih is the ommitted non-repudiation of reeiptevidene).If Alie does not reeive the protool's seond message (from Bob) before aloal time-out (hosen by herself), or if the reeived information are inorret(the message is not well formed or Bob's ommitted signature is invalid) sherealizes the abort protool desribed below. Otherwise, she sends to Bob thesession key k and the non-repudiation of origin evidene (her �nal signatureNRO).If the information reeived by Bob are orret (well formed message and validNRO with regard to the session key k he just reeived), he sends the non-repudiation of reeipt evidene (his �nal signature NRR). Otherwise, he initi-ates the reovery protool, desribed underneathEventually, if Alie does not reeive a orret �nal sending from Bob sheinitiates the reovery protool.Let us here onsider that X is the party initiating the reovery, Y being theother party.At any time after having reeived the �rst message of the main protool, Boban initiate the reovery protool. Alie, after having reeived the seond mes-sage of the main protool, an also initiate the reovery protool (for exampleif Bob does not send the fourth message of the main protool).24



Protool 7 A protool with transparent TTP - Main protool1. A ! B: fEOO; fSub; B;TTP ; l; h(k); ; ETTP(k);EOO; Sub2. B ! A: fEOR; A;TTP ; l;EORif A times out then abort3. A ! B: fNRO; B; l; k;NROif B times out then reovery[X := B; Y := A℄4. B ! A: fNRR; A; l;NRRif A times out then reovery[X := A; Y := B℄The initiator of the reovery protool sends to the TTP the hash of the i-phered message, the hash of the session key k, the session key iphered forthe TTP and the signatures ReX , Sub, EOR and EOO. The TTP �rst veri�esthat all the signatures are orret. If at least one signature is inorret, therequest is ignored. These heks also make it impossible for Bob to try toreover the protool with a wrong session key k, as the submission evideneSub has been signed by Alie. Then the TTP veri�es that the hash of thekey ommitted in the �rst message of the main protool orresponds to thekey iphered under the TTP's publi key. If the keys are di�erent, the errorprotool desribed below is launhed to inform Bob, that Alie is trying toheat. Otherwise the TTP heks whether neither the abort nor the reoveryprotool have yet been performed. If not, the TTP uses its private key d toonvert the ommitted signatures into �nal ones. Then the TTP forwards thenon-repudiation of reeipt evidene (Bob's �nal signature) to Alie and thenon-repudiation of origin evidene (Alie's �nal signature) to Bob.Protool 8 A protool with transparent TTP - Reovery protool1. X ! TTP: fReX ; fSub; Y; l; h(); h(k); ETTP(k);ReX ; Sub;EOR;EOOif h(k) 6= h(DTTP (ETTP(k))) then errorif aborted or reovered then stopelse reovered=true2. TTP ! A: fNRR; A; l;NRR3. TTP ! B: fNRO; B; l; k;NROIf Alie does not reeive the seond message of the main protool, she initiatesthe abort protool, by sending an abort request to the TTP. If the protoolhas not yet been reovered or aborted, the TTP sends to both Alie and Boba signed abort on�rmation.Protool 9 A protool with transparent TTP - Abort protool1. A ! TTP: fAbort; l; B; abortif aborted or reovered then stopelse aborted=true2. TTP ! A: fCona; A; B; l;Cona3. TTP ! B: fCona; A; B; l;ConaThe TTP runs the error protool if during a reovery protool it appears thatAlie provided a session key to be reovered (thanks to ETTP(k)) di�erent25



from the initially ommitted session key (the hash of the key is inluded inEOO) 4 . The goal of this protool is to warn Bob that Alie tried to heat(and to inform Alie that this attempt has been deteted) 5 .Protool 10 A protool with transparent TTP - Error protoolaborted=true1. TTP ! A: fCone ; A; B; l;Cone2. TTP ! B: fCone; A; B; l;ConeIf Bob stops the protool after having reeived the �rst message, Alie an runthe abort protool to prevent Bob from initiating a reovery later. As neitherBob nor Alie reeived the non-repudiation evidenes (neither NRO nor NRR),the protool remains fair.If Bob had already previously initiated the reovery protool, the TTP for-wards to both Alie and Bob all the possibly missing non-repudiation evidenesand the protool stays fair. If Bob is unable to run the reovery protool, be-ause Alie provided, at the beginning of the main protool, a session keyiphered for the TTP whih di�ers from the session key hashed (and signed inthe EOO), the TTP will launh the error protool in order to inform Bob thatAlie tried to heat. The protool will also end in a fair way with no evidenesexhanged.If Alie does not send the third message during the main protool, Alie andBob may initiate the reovery protool. Again the protool will end in a fairway with either all the non-repudiation evidenes forwarded to Alie and Bobby the TTP, or with an error message, issued by the error protool, and noexhanged evidenes.If Alie realizes the third step, Bob reeives the non-repudiation of originevidene. Bob an then send the fourth message of the main protool andAlie reeives the non-repudiation of reeipt evidene. If Bob does not sendthe last message of the main protool, Alie runs the reovery protool, andthanks to the resiliene of the hannels between the TTP and both Alie andBob, all data sent by the TTP to Alie and Bob eventually arrive. In thoseases all entities reeive valid evidenes and the protool �nishes in a fair way.Still onsider the following senario, where Alie tries to heat by signing inthe EOO a session key that di�ers from the one iphered for the TTP. In thatase Alie will never send the third message of the main protool, in ordernot to harm herself. Suppose Alie sends the third message and Bob does notreply by sending the fourth message. Alie annot perform a reovery protool(sine she is unable to provide oherent information to the TTP), and Bob4 If Bob is the initiator of the reovery protool, he annot send a wrong ipheredsession key beause he has to provide a orret key submission evidene Sub, signedby Alie, at the beginning of the reovery protool.5 Of ourse, the �rst message of this error protool is optional.26



will get his non-repudiation evidene, while Alie does not get her evidene.Suh a behavior would ontradit the assumption that says that no entityats against its own interests. Hene message 3 will not be sent in the mainprotool, and the evidenes will not be exhanged. Thus the protool remainsfair.The protool provides strong and true fairness: when looking at the evidenes,no one an determine whether the TTP did intervene or not.When looking at the timeliness, we have to onsider three situations whihmay arrive: the main protool ends up suessfully (without any time-out);Alie aborts the protool and the abort on�rmation signed by the TTP arrivesat Alie and Bob after a �nite amount of time, as the hannels between theTTP and both Alie and Bob are resilient; a reovery protool is performedand Alie and Bob reeive either the non-repudiation evidenes or an errorinformation (via the error protool) after a �nite amount of time beause ofthe resiliene of the hannels.7 Key revoation and non-repudiation evidenesThe seurity of a non-repudiation protool also depends on some ad-ho prob-lems. One of the most important issues is good management of the non-repudiation evidenes and hene of the used digital signatures and the orre-sponding keys. It an happen that a seret signature generation key is ompro-mised. It is then neessary to revoke the erti�ate of the orresponding publiveri�ation key ([36,37℄). In the ontext of non-repudiation protools, it is ne-essary to be able to identify whether a signature (present in a non-repudiationevidene) was generated before or after the revoation.A traditional solution [38,39℄ onsists in using a TTP ating as a time-stampingauthority (as Co�ey and Saidha did). The time-stamp present in an evideneis then ompared with the date of revoation.You et al. proposed [40℄ a mehanism where suh an authority is not neessaryany more. The approah onsists in binding all the evidenes, generated duringa non-repudiation protool, between them and validating all of them only atthe end of the protool. This idea ould be applied to the non-repudiationprotool with online TTP of Zhou and Gollmann, where the TTP ends up theprotool by providing the session key. This session key has to be transmittedduring the protool to the TTP by Alie in a on�dential (e.g. iphered) way.Otherwise, Bob ould interept the key and then revoke his signature keyerti�ate. The non-repudiation evidenes of the Zhou and Gollmann protoolare then modi�ed so that the non-repudiation of origin evidene of the ipheredmessage is inluded in the non-repudiation of reeipt evidene of the ipheredmessage. This last evidene is inorporated in the non-repudiation of originevidene of the session key produed by Alie and sent by her to the TTP.27



The TTP will inlude the non-repudiation of reeipt evidene of the ipheredmessage and the moment from whih all the evidene beome signi�ant in thenon-repudiation of origin evidene for the session key that the TTP produes.Bob will not be able to revoke his signature key until the moment when theTTP reveals this non-repudiation of origin evidene for the session key. TheTTP will hek the validity of the erti�ate of the publi key of Bob beforeproduing his evidene on the session key.The previous approah works well in protools where a TTP has to intervenein eah protool run. However, in probabilisti protools, where no TTP isinvolved at all, or in optimisti protools, whih aim that the TTP does notintervene in most ases, the approah desribed above is not appliable. In[41℄, Zhou et al. present a method not requiring a TTP. The idea is based onusing two kinds of signature keys: long term revoable signature keys and shortterm irrevoable signature keys. The �rst kind of keys are lassial signaturekeys issued by a erti�ation authority. The seond kind are signature keysissued by the signatory itself. The erti�ate for these keys ontains a timestamp and is signed using the long term key.Eah entity owns a lassial, long term signature key. Before starting a non-repudiation protool, the entity generates a short term key, signs a erti�atefor this key, using its long term signature key. The new erti�ate also ontainsthe life time of this key. Then the entity adds a time stamp on the erti�ateby ontating a time stamp authority. The time stamp authority veri�es thevalidity of the long term key and heks that the life time of the new key doesnot exeed the life time of the long term key.During a non-repudiation protool, the entities sign their evidenes using theirshort term irrevoable evidenes. The reipient of an evidene veri�es theerti�ate and heks the lifetime of the key. As these keys annot be revoked,the reipient is sure that the evidene is valid. Although a short term key maybe ompromised, it annot be revoked. However, as the lifetime of these keysis very short, this risk is aeptable.Another approah whih does not need a trusted third party to be involvedin order to maintain the validity of digital signatures, and hene appliablein an optimisti environment, is proposed in [42℄. This method is useful in aontext where an entity transmits, to a same reipient, several digital signa-tures during a ommuniation (as it is the ase in a non-repudiation protool).When an entity issues a digital signature, he also signs the hash of the previ-ous signature he produed. If the entity wants to revoke his signature key, heasks the reipients to ountersign his last digital signature. Then the entityan deny other signed messages generated with the revoked key but not thoseprodued before the revoation and being part of the signatures link leadingto the ountersignature.
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8 ComparisonsIn this setion we are reviewing most of the published non-repudiation pro-tools. We give a omparison in the following table, where we summarizeimportant information suh as the degree of fairness that is reahed, whethertimeliness is respeted or not, whih kind of TTP is involved in the protooland the hannel requirements. It is rather diÆult to make a diret perfor-mane omparison, as the performane depends heavily on fats suh as thenetwork load that ould reate a bottlenek at the TTP, when it is inline oronline, the honesty of the entities in optimisti protools, . . . However we re-mark that some protools, above all the older ones, do not respet timelinessand are less suitable in pratie. Moreover the hannel requirements may be ofruial importane. For instane, operational hannels are rather unrealistiin heterogeneous networks.Protool Fairness Timeliness TTP Channelinvolvement requirementsCo�ey-Saidha [9℄ s N inline rRabin [26℄ p p online o 6Zhang-Shi [10℄ s N online rZhou-Gollmann [11℄ s Y online rZhou-Gollmann [15℄ s Y o�ine oZhou et al.,Kremer-Markowith [16,43℄ s Y o�ine rMarkowith-Kremer [28℄ t Y o�ine rtransparentMarkowith-Roggeman [8℄ p p none uMitsianis [22℄ p p none us=strong, t=true, p=probabilisti, u=unreliable, r=resilient, o=operationalFor inline protools it is impossible to have a neutral TTP as the TTP itselftransmits the message. In the other ited protools with TTP, online ando�ine TTPs are also neutral.
6 The TTP uses broadasting to transmit the beaons.29



9 ConlusionThe aim of this paper is to give a state-of-the-art of non-repudiation meha-nisms. Throughout the paper we surveyed most of the existing non-repudiationprotools. In the beginning of the paper we learly de�ned the properties anon-repudiation protool is required to respet. Then we browsed through thedi�erent approahes without and with TTP and showed the evolution of theinvolvement of the TTP from protools, using an inline TTP towards proto-ols, where the TTP is o�ine and transparent. We also disussed some ad-hoproblems related to a orret management of the evidenes and the problemsimplied by signature key revoation. Finally we briey desribed the existingmethods for formally verifying non-repudiation protools.There have been several previous surveys overing the topi of non-repudiationprotools. In 1997, Zhou and Gollmann [44℄ wrote a �rst survey on the topi,where they de�ned the di�erent servies, and the related evidenes, that non-repudiation mehanisms have to provide. However, probabilisti non-repudiationand reent tehniques using o�ine TTPs are not overed in this early pa-per. More reently, Louridas [45℄ gave some informal guidelines for designingnon-repudiation protools. He emphasizes on several pratial problems wherespeial are is required. Only a �rst attempt to protools using o�ine TTPsis given in this paper. In [46℄, Zhou gave a rather omplete overview on thetopi. However, due to the very fast evolution of this topi, the latest teh-niques are not overed in his book. Hene, this survey paper is the only of itskind overing the very reent tehniques, suh as transparent TTPs and thelatest attempts of using formal method veri�ation, giving a omplete pitureof the subjet.Referenes[1℄ W.DiÆe, M.E.Hellman, New diretions in ryptography, IEEE Transations onInformation Theory 22 (6) (1976) 644{654.[2℄ ISO/IEC 13888-1, Information tehnology - Seurity tehniques - Non-repudiation - Part 1: General (1997).[3℄ ISO/IEC 13888-2, Information tehnology - Seurity tehniques - Non-repudiation - Part 2: Mehanisms using symmetri tehniques (1998).[4℄ ISO/IEC 13888-3, Information tehnology - Seurity tehniques - Non-repudiation - Part 3: Mehanisms using asymmetri tehniques (1997).[5℄ T. Tedrik, How to exhange half a bit, in: D. Chaum (Ed.), Advanes inCryptology: Proeedings of Crypto 83, Plenum Press, New York and London,1984, 1983, pp. 147{151. 30
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