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ABSTRACT

In this paper, we propose an authentication scheme that is
designed to reduce the authentication delay during a WiFi
handover process. We observe that the largest part of the
delay is due to the remote communications between the ac-
cess point and the AAA Server that authorizes the access to
the network. In order to eliminate remote communications,
our scheme uses pre-authorization, and it pre-distributes au-
thentication information to the access points that are the po-
tential targets of a future handover. This ensures that only
local communications (between the Mobile Station and the
access point) take place during the handover itself. We de-
scribe the design of our scheme, as well as report on a proof-
of-concept implementation. Our validation results show that
our scheme breaks the dependency of the authentication de-
lay on the round-trip time between the access point and the
AAA Server. This makes our scheme applicable in real time
applications such as telephony and video streaming for WiFi
users.

Categories and Subject Descriptors
C.2.1 [Computer-Communication Networks]: Network
Architecture and Design— Wireless communication

; K.6.4 [Management of Computing and Information
Systems]: System Management— Decentralization

; K.6.5 [Management of Computing and Information
Systems]: Security and Protection— Authentication

General Terms
Measurement, Security, Design

Keywords
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1. INTRODUCTION

In WiFi networks that use the Infrastructure Mode of the
IEEE 802.11 standard [5], each mobile station (STA) is as-
sociated with an access point (AP) that provides access to
the fixed network infrastructure (e.g., the Internet). When
a STA moves, it may need to change the AP it is associated
with, because each AP covers only a limited geographical
area. This process is called handover. The more WiFi net-
works are used in telephony and multimedia applications the
more important such handovers are becoming. In particu-
lar, there is a need to speed up the handover process such
that it does not interrupt application level sessions.

For instance, the popular Skype application opened the pos-
sibility of using WiFi enabled PDAs as cell phones in ar-
eas with WiFi coverage. This application needs a contin-
uous connection to the Internet even if the user is moving
across different WiFi networks. Another example is video
streaming, although it can tolerate longer gaps in connec-
tivity thanks to its buffering mechanism.

The handover process is composed of four main phases: (i)
detecting the possible set of next APs the handover could
be aimed at (also called probing phase), (ii) choosing the
destination AP, (iii) associating with that AP, and finally
(iv) (re-)authenticating the STA to the network. In this
paper, we focus on the problem of speeding up the fourth,
authentication phase.

Authentication of the mobile stations is an important se-
curity requirement in WiFi networks. In particular, due
to the lack of a physical connection between the STA and
the AP, authentication becomes indispensable for controlling
access to the network. However, the authentication mech-
anisms used in WiFi were not designed to be exceptionally
fast, and they are unable to guarantee low handover laten-
cies needed by today’s real-time applications. In this paper,
we show that this is mainly due to the centralized nature
of the authentication procedure used in WiFi. In order to
remedy this situation, we propose a decentralized authenti-
cation scheme that substantially reduces the latency caused
by the authentication phase of the handover process.

The organization of the paper is the following: In Section 2,
we describe the WiFi handover process focusing on the au-
thentication phase. In the same section, we also examine
and measure the latencies caused by today’s leading authen-
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tication mechanisms (central RADIUS authentication server
with various EAP (Extensible Authentication Protocol) and
PEAP (Protected EAP) methods). In Section 3, we review
some of the already existing solutions for speeding up the
authentication phase, and identify the advantages and the
disadvantages of each method. In Section 4, we introduce
the EAP-SIM authentication method in more details, be-
cause our proposed authentication scheme will be based on
this method. In Section 5, we identify some design require-
ments, and we present our proposed approach and protocols
in Section 6. We describe the proof-of-concept implemen-
tation of the proposed mechanisms in Section 7. Finally,
Section 8 contains the results of the measurements that we
performed for the purpose of validating our solution. The
results show that the proposed decentralized approach sub-
stantially reduces the latency introduced by the authentica-
tion phase of the handover process.

2. HANDOVER IN WIFI

Figure 1 gives an overview of the handover process showing
the three main participants:

e the supplicant mobile station (STA);

e the access point (AP); and

e the authentication, authorization and accounting (AAA)

server.
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Figure 1: Overview of the handover process in WiFi
networks

The latency caused by each step of the handover is marked
on the left side of Figure 1, where Tscan, Tauth, Tasso, Tz,
Taway correspond to the latency caused by the scanning
phase, the open authentication, the association, the IEEE
802.1X [9] authentication, and the four-way handshake, re-
spectively. The typical communication messages of the pro-
tocols involved in the process are represented by the arrows
between the vertical lines.

The first phase of the handover process consists in deciding if
there is a need for changing the AP, and if so, which AP the
STA should be next associated with. This phase can last
several seconds, but fortunately, most wireless LAN cards
can do this without actually tearing down the connection
with the currently used AP. The further study of this phase
is beyond the scope of this paper.

The next phase of the handover process contains an empty
authentication step, which is the legacy of WEP (Wired
Equivalent Privacy), the security architecture specified in
the original 802.11 standard. This phase does not actually
provide any security, and it takes a very short time.

The next phase is the association phase, wherein the STA
establishes a logical connection to the AP. The most impor-
tant task of this phase is to inform the wired network about
the fact that the given STA can now be reached through the
new AP. The time needed for the association is negligible, so
it is unnecessary to waste any efforts to speed up this phase.

The real authentication phase starts after the association
phase. In this phase, the STA authenticates itself to the
AAA server, which also helps to set up a shared session
key between the STA and the AP. As we will see later, this
phase can take a considerable amount of time, especially if
the AAA server is remote.

Finally, the STA and the AP executes a four-way handshake,
whereby they confirm the knowledge of the session key to
each other, and they also derive new keys from the shared
session key for various purposes. The four-way handshake
is a necessary process in handover. It cannot shortened, but
does not take too much time.

In [11], Aliman and Aboba examined the possible laten-
cies caused by the above described phases of the handover
process (they also examined phases in upper layers that are
not covered in this paper), and established a problem space
showing that it is physically possible to achieve seamless
handover if the STA is moving with the velocity of a pedes-
trian. They also showed that the authentication phase is
responsible for a large (if not the largest) part of the overall
latency, and it is, therefore, a good idea to speed up this
phase.

We also carried out some measurements of the dominating
WPA (WiFi Protected Access) authentication protocols un-
der laboratory conditions. In our experiments, we used a
Linksys WRT54GSv4 access point, a FreeRadius 1.1.5 [1]
RADIUS server and a wpa_supplicant 0.5.7 [18] running
on a Dell Inspiron 6000 notebook and a desktop PC with
Core2Duo 6400 processor. The examined authentication
mechanisms included the EAP-TTLS protocol with MD5
inner authentication, the EAP-TLS protocol (for a detailed
performance analysis see e.g. [21]), the PEAP protocol with
MD5 and MsChapV2 inner authentication, and the EAP-
SIM protocol. For each of these methods, we measured the
latency of 100 handovers. We conducted two separate mea-
surements for each method mentioned above: one with an
authentication server at the same physical location (same
room), and another with a remote server (being in a dif-
ferent part of the city). The latter case models a possible



real-world scenario where a wireless hot-spot operator runs
several hot-spots and uses a single, central AAA server.

We found that the round trip time between the AP and the
AAA server has an overwhelming impact on the authenti-
cation delay, and that the latency caused by the necessary
cryptographic computations is negligible. The average delay
obtained in the various cases are shown in Figures 2. As we
can see, the latency can be 5-10 times larger when the AAA
server is remote.
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Figure 2: Average of the delays caused by the
authentication phase during the handover process
when using different existing authentication proto-
cols

After taking a survey of the handover, we expect consider-
able decrease of latency improving the real authentication
phase. In fact, the real authentication phase has two ob-
jectives: (i) corroborating the identity of the accessing STA
(i.e., authentication), and (2) checking if the STA is allowed
to use the network (authorization). Our approach will be to
separate these two tasks, and let the AAA server perform
the authorization and prepare the authentication while the
STA is still associated with the currently used AP. In this
way, when the handover takes place, the new AP only needs
to authenticate the STA locally, which can be done very
efficiently.

3. RELATED WORK

With the growing need for mobility, handover became a hot
topic in the scientific literature in the past few years. Most
of the proposed solutions are able to shrink the handover
latency to an acceptable value (somewhere around 50 ms),
but they usually give up a bit of security for the sake of
fast handover, or they require special features not present in
today’s average networks.

IEEE itself addressed the problem in the 802.11i standard
[7], where pre-authentication with key caching is proposed as
the solution. The idea of the pre-authentication approach
is to execute the entire authentication procedure between
the STA and the new AP while the STA is still associated
with the old AP (i.e., before the handover takes place). The
STA and the new AP then cache the resulting Pairwise Mas-
ter Key (PMK), and they run only the four-way handshake
protocol when the handover actually takes place.

This solution has its advantages: the authentication can
take as much time as needed (within reasonable limits),
and the solution does not depend on the used authentica-
tion mechanism. Moreover, pre-authentication is part of the
WPA2 standard ensuring that most new APs and mobil de-
vices will implement this feature. The downside is that pre-
authentication requires link layer communication between
the participating APs. This requirement is not so easy to
meet if the APs are located in different networks (possi-
bly controlled by different operators). GRE [16], Ethernet
bridging [8] or Ethernet over IP could provide a solution to
this problem, but the usage of these requires serious trust be-
tween the operators (typically, they must share their LANs),
and special firmware on the APs. In addition, there are sce-
narios where necessary connectivity is not available to sup-
port "make before break” communications [10]. In conclu-
sion, pre-authentication is the prevailing solution when the
handover happens between APs of the same network, but
it is not suitable or not easily adoptable for inter-operator
handovers.

The Inter Access Point Protocol (IAPP) [6] is another possi-
ble solution, proposed by the IEEE too. The protocol came
to life as an IEEE recommended practice 802.11f in 2003
but was revoked in 2006. However the main idea behind
its design is still considerable: instead of re-authentication,
the current AP sends a so called security context (basi-
cally the PMK) to the new AP. The solution is weaker
than pre-authentication since it requires secure communica-
tion between the APs, and it is impossible to use for inter-
operator handovers where the authentication servers are not
the same.

Yet another approach to the same problem is proposed by
Aura and Roe in [15]. Their solution uses a very fast but
somewhat weaker authentication algorithm during the han-
dover that initiates a strong, and potentially slow authenti-
cation protocol run (e.g., EAP-TLS) right after its successful
execution. If the strong second protocol fails (meaning that
the STA cheated in the first authentication), then the AP
denies further access to the network. This allows unautho-
rized access to the network if the weak protocol is broken,
but only for a few seconds as the strong protocol supposedly
cannot be broken. This scheme does not require inter AP
communication, it is easy to implement, and it can handle
inter operator handovers too. On the other hand, the opti-
mistic approach means at least some loss of security, which
might be unacceptable for some business applications (it is
unlikely that any major company would allow a possible one
second access to its intranet).

Finally, a pro-active key distribution mechanism is proposed
by Arbaugh et al. in [12]. The idea is to use a neighbor graph
to determine which APs are possible targets of a handover,
and to distribute keying material to those APs from the
AAA server. The scheme’s only disadvantage is that the
moving station is required to use the PMK shared with the
current AP to construct the new PMK meaning that if an
adversary can somehow break an old PMK, then she will
be able to follow the STAs move in the network and easily
calculate the new PMKs in use.



4. EAP-SIM

In this subsection, we present the EAP-SIM protocol in more
detail, because our proposed solution is based on that. The
detailed description of the EAP protocol itself and its use in
a RADIUS environment is beyond the scope of this paper;
good documentation of these can be found in [13, 14, 22].

EAP-SIM is described in RFC 4186 [17]. Its authentication
mechanism is based on the scheme used in GSM networks
for subscriber authentication. GSM networks are handling
millions of seamless handovers every day which makes EAP-
SIM a good candidate for a fast handover mechanism in
WiFi networks.

In the case of GSM, the subscriber and the home network are
sharing a key K; stored in a smart card called Subscriber
Identity Module (SIM) on the subscriber’s side and on a
central server called Authentication Center (AuC) on the
network side. Subscribers are identified by a number called
IMSTI which is also stored in the SIM card.

As the subscriber moves from base-station to base-station,
she has to re-authenticate herself to the network. This re-
authentication is based on a simple challenge-response pro-
tocol and the subscriber’s key K;. However, this process
should be very fast so there is no time to communicate with
the (possibly remote) AuC server. Furthermore, it is not
feasible to send out all the K; keys for all base-stations,
therefore, the base-station should request some information
needed to authenticate the subscriber from the AuC of the
home network of the subscriber. More specifically, the AuC
sends so called triplets to the base-station, where each triplet
contains a random challenge value RAN D, aresponse SRES,
and a session key K.. The values of the 64 bit long K. and
32 bit long SRES are calculated from RAND and K; using
the confidential A3 and A8 algorithms as follows:

K. = A8(RAND,K;) (1)
SRES A3(RAND, K;) (2)

Then, the foreign base-station challenges the subscriber with
RAND. The SIM card of the subscriber computes the re-
sponse SRES and sends it to the base-station. This is com-
pared to SRES of the corresponding triplet, and if the val-
ues match, then the subscriber is authenticated. Further
communication over the wireless interface is encrypted with
K.

The EAP-SIM protocol is an adoption of the above described
GSM subscriber authentication protocol for WiFi networks,
where the role of the subscriber is played by the STA and the
role of the foreign base-station is played by the AAA server.
The APs (as always) are blindly forwarding the communi-
cation between the STA and the AAA server.

The typical architecture of the EAP-SIM authentication is
shown in Figure 3, while the details of the protocol with all
the messages can be seen in Figure 4. Note that as the short
keying material provided by one run of the GSM challenge-
response protocol is not enough to serve as the PMK, the
protocol is run three times (with different RAND values),
and the resulting K., K., K. values are used to generate the
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Figure 3: Architecture for EAP-SIM authentication

PMK as follows:

PMK = SHA1(Id|K.|K | K. |Nonce|Ver_list|Sel_ver)
®3)
Where Nonce is a random number generated by the STA in
the EAP-SIM process ensuring the freshness of the PMK,
Ver_list is the supported EAP-SIM versions by the AAA
server, and Sel_ver is the selected EAP-SIM version by the
STA.

S. REQUIREMENTS

After reviewing the already existing solutions, we will now
set up the goals that we are trying to achieve with our new
authentication scheme. As we saw in Section 2, methods
like EAP-TLS use a lot of messages to communicate with
the AAA server, that is why the growth in the latency is so
immense once we use a remote server. One solution could be
to switch to a protocol using fewer messages, but that would
not break the linear dependency of the authentication delay
on the round trip time between the AP and the AAA server.
Our main goal is to break this linear dependency entirely by
eliminating any need of communication between the AAA
server during the handover itself.

We have already seen that the various solutions proposed
to reduce the authentication delay fall in two classes: one
approach is to get as much work as possible done before
the actual handover begins, whereas another approach is to
transfer an already established security context (i.e., cryp-
tographic keys) from the current AP to the new one.

We want to insist on having a new authentication of the
STA in case of a handover because the scheme should work
in a multi-operator environment where the necessary secure
communication links between the participating APs might
not exist. Therefore, we must reject the idea of a context-
transfer.

Finally, an important requirement that our solution must
meet is that it should not be any weaker than an origi-
nal EAP-based challenge-response protocol like EAP-SIM.
In other words, it should provide a sufficiently large PMK,
and it should guarantee its freshness. It is also unacceptable
to allow an adversary to get access to the network for even
a short period of time.



RADIUS
AuC server
Triplets
| (IMSI - RAND, SRES, Kc¢)*
‘ 4
STA AP
Request

Identity (IMSI/TMSI)

Identity (IMSI/TMSI)

Supported EAP—S‘IR:I \"crsions (Ver_list)
BB
Selected EAP-SIM \‘«'c:‘si‘on (Sel_ver), Nonce
BB
3 * RAND (from GSM triplet)

EAP

Calculates SRES's
using GSM SIM
card (see Eq(1)) 3 * SRES'

Compares the three
SRES's to SRESs

Calculates the Kc
(see Eq(2)) and

the PMK Calculates the PMK

(see Eq (3))

Access-Accept (PMK)

Success

Encapsulated in

EAPOL

Encapsulated in

RADIUS

Figure 4: Process of EAP-SIM authentication

6. PROTOCOL DESCRIPTION

In order to fulfil the most important requirement (i.e., con-
stant time re-authentication, regardless of the accessibility of
the remote server), our scheme uses pre-authorization and
it eliminates the need for communication with the remote
server when the handover actually takes place. This solu-
tion will lead to a latency which is no longer in linear depen-
dency with the round-trip time between the AP and the re-
mote AAA server, which — as shown by our measurements —
is responsible for the largest part of the overall handover
latency.

The idea itself is simple: We saw in Section 4 that in GSM
networks, the AuC server sends out triplets to foreign base
stations, which can then authenticate the STA without any
further need for remote communications (i.e., the AuC server
performs pre-authorization). The implementation of EAP-
SIM in the WiFi world, however, lost this advantage, be-
cause the triplets are sent out to the still remote RADIUS
server instead of the APs themselves. Therefore, our main
idea is to send out the triplets to the possible next APs be-
fore the handover takes place. The resulting architecture is
illustrated in Figure 5 (compare this to Figure 3).

If a mobile device that is already connected to the network
connects to another AP, the triplets required for its authen-
tication will already be available at the new AP, and there
is no need for remote communications. This distribution
is the main point of our solution, because it ensures that
the latency of the handover process stays under a thresh-
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Figure 5: Architecture for our modified EAP-SIM
authentication

old, even in an overloaded network, or with a remote central
authentication server residing in another network.

Access Point Wireless
network
Radius
(EAP-SIM only, from file)
i STA
Developed
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Remote auth server

=
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Figure 6: System model

Our system model, is shown in Figure 6. The main point
is that we run a small footprint RADIUS server on the AP,
which operates reliably in a resource constrained environ-
ment. This server is responsible for the SIM-based authen-
tication. When a new authentication request arrives, this
server checks if there are triplets corresponding to the re-
questing STA in the “simtriplets” database. In the nor-
mal case, when a handover is taking place, such triplets
must already be available, as they are pre-loaded during
pre-authorization when the STA is still associated with the
old AP. If the triplets are found in the database, then au-
thentication can take place locally. Otherwise, the RADIUS
server running on the AP informs the Triplet Receiver (TR)
application, which is responsible for managing the triplets.
Triplet Receiver then connects to Triplet Distributor (TD)
running on the remote authentication server and acquires



the required information. In this case, obviously, the scheme
is not faster than the normal EAP-SIM protocol described
in Section 4.

If the STA authenticates itself successfully, then the RA-
DIUS server informs TR application, which, in turn, informs
TD. Then, TD selects the access points which are potential
roaming targets, and sends them the triplets required for the
future authentication of the STA. This ensures that when a
handover to one of these APs occurs, no communication with
the remote server is needed.

One can argue that the usage of the RADIUS protocol is
quite unnecessary in this situation, as the RADIUS server
running on the AP does not hold the actual user database,
and the RADIUS communication takes place inside the AP.
We still stuck to the usage of RADIUS, because it ensures
that existing AP firmware does not have to be altered in
order to use our solution (apart from running a RADIUS
server on the AP).

Another important issue is the secure communication link
needed between the AP and the central AAA server. How-
ever, such a secure link is easy to implement as all com-
munications between the AP and the remote AAA server go
through Triplet Receiver and Triplet Distributor, and there-
fore, they can set up a long-term security association.

There should also be an algorithm in place responsible for
deciding which APs in the network are possible handover
targets. Many solutions to this problem can be found in the
literature (see e.g., [20]). For simplicity, in our implementa-
tion, the server sends out triplets to all APs.

Finally, one may wonder why we did not use the AKA (Au-
thentication and Key Agreement) protocol, which was de-
veloped for next generation UMTS networks. AKA brought
two major novelties with respect to GSM authentication:
integrity protection, and sequence numbering in order to
prevent the re-use of challenge-response pairs. However, in-
tegrity protection has already been implemented in the WiFi
environment (during the four-way handshake an integrity
protection key is derived from the PMK). Thus, sequence
numbering is the only feature we have to implement. This
is needed because if an adversary somehow intercepts a valid
triplet for a STA, it will be able to impersonate an AP to
the STA who will have no means to know that it is not
connecting to a legitim network. However, adding sequence
numbering to GSM triplets does not require to adopt the
entire UMTS AKA protocol.

7. IMPLEMENTATION

Our intention with implementing our decentralized authen-
tication scheme was to provide a proof-of-concept implemen-
tation. In particular, we wanted to verify if our solution in-
deed eliminates the linear dependency of the latency on the
round-trip time. We did not want to produce a production-
ready solution, so we omitted some necessary features (for
example we did not implement the secure communication
link between the AP and AAA server).

We chose the open source FreeRADIUS and wpa supplicant
software to be the basis of our implementation. Both have

good developer documentation and a modular design which
makes them easily adaptable to our special needs. Moreover,
FreeRADIUS is known to run smoothly on some APs under
the popular OpenWRT [3] operating system.

After choosing FreeRADIUS and wpa supplicant, we had
to find a way to avoid the usage of real SIM cards in our
proof-of-concept implementation. This means that we had
to replace A3 and A8 algorithm to provide the SRES and
K. values from RAND. We chose the following easily im-
plementable solution for this purpose:

K. = BITSo—_¢s(HMAC(RAND, K3)) (4)
SRES = BITSes—95(HMAC(RAND, K;)) (5)

Note that the calculation of the PMK (see formula (3)) re-
mains unchanged since it is not affected by the way the K.
values are generated.

The fact that we eliminated the usage of SIM card implies
that the K; key has to be stored on the STA device. We
adopted the widely used technique storing the pre-shared
K key in the configuration file of the wpa supplicant where
the PIN was stored in the original version of the EAP-SIM.

As we mentioned in Section 6 the implementation of UMTS
AKA’s sequence numbering is essential in ensuring the se-
curity of our scheme. On the other hand we had to stick
to the original EAP-SIM algorithm as much as possible so
that already existing and well tested pieces of software like
FreeRadius can be used with only limited changes. To meet
these two conflicting requirements we decided to extend the
length of the RAN D value to 256 bits (it is 128 bits long in
the original version) and treat it’s first 64 bits as sequence
number. In this way, we will still have 192 random bits per
triplet which should be enough for EAP-SIM to work prop-
erly. The last accepted sequence number will be stored in the
STA by wpa supplicant and the STA will reject any triplet
whose sequence number (the first 64 bits of the RAND)
is less than the stored value. On the other side Triplet
Distributor will increment the sequence number with every
triplet issued. This means that the three triplets used for
one run of the EAP-SIM protocol will have three different
sequence numbers, each higher than the one stored in the
STA. We emphasize one advantage of this solution: the RA-
DIUS server does not need to be aware of the presence of
the sequence number at all, the only change needed is setting
the size of RAND.

Another important point is the communication protocols
used by the Triplet manager applications. In a business en-
vironment this communication should be secure and as fast
as possible. In our implementation we used a simple inse-
cure character based TCP/IP protocol which can be easily
replaced by any acceptable method in a production-ready
version. The messages of our protocol are shown in Table 1.

As it can be seen in the system model, we had to choose some
kind of database management for the storage of users and
the triplets. The FreeRADIUS server was able to read the
triplets only from text files, which has many disadvantages,
the most important being that after the use of the triplets,
the server does not delete them from the file. Moreover,
searching, inserting, and deleting triplets are rather difficult



Table 1: Messages of the Triplet Receiver (TR)—
Triplet Distributor (TD) communication

Direction Message format and description

TR —TD: A<IMSIL15bytes>
TR (running on an AP) notifies the cen-
tral server that the user identified by IMSI
connected successfully to the network. TD
should not respond.

TD — TR: N<IMSI 15bytes & TRIPLETS_3*56bytes>
TD sends 3 triplets to TR allowing it to
authenticate a user identified by IMSI. TR
should use the triplets immediately or store
them in its internal database.

TD —TR: R<IMSI 15bytes>
TD notifies TR that the user identified by
IMSI is not authorized to use the network
therefore its request should be rejected.

TR—TD: G<IMSI 15bytes>

The message is sent by TR if a user identified
by IMSI tried to connect to the network, but
TR was unable to authenticate her due to the
lack of necessary authentication information
in the AP. TD should reply to this message
either with an "N” or with an "R” message
according to the user’s authorization status.

with plain text files.

In the course of the implementation we have decided to use
the SQLite function library [4] because of its small resource
requirements. SQLite is a free software and it basically
implements the whole SQL standard. The advantages of
SQLite are that it is serverless and that the databases can
be stored in the file system. This enables the usage of SQLite
on the very limited platform of an AP.

We started the development with the study of the code of
FreeRADIUS. According to the system model, we had to
add the following functions:

e Searching triplets in SQLite database;

e Communicating with the local Triplet Receiver appli-
cation;

e Informing the Triplet Receiver application in case of a
successful authentication.

The first two functions were developed in a new module,
based on the existing rlm_sim_files module. The solution
to the third function was given by the rlm_exec module of
FreeRADIUS, which is able (with appropriate configuration)
to run any scripts after different events (e.g., a successful
authentication).

After finishing the server, we worked on the wpa supplicant.
Fortunately, there was not much to do, only to implement
an algorithm to create the SRES and K. values from the

RAND value in order to replace the original SIM card han-
dling functions. We have chosen the HMAC algorithm [19]
from the openssl library [2] for implementing the computa-
tion in accordance with formula 4 and 5.

Finally, we have developed the Triplet manager applications.
For database we used SQLite again, and the communication
was done over TCP connections using the character based
protocol described in Table 1.

8. VALIDATION

Our validation environment consisted of a Linksys WRT54GS
v4.0 wireless AP (200MHz MIPS processor, 4MB Flash,
16MB RAM), a local and a remote FreeRADIUS server
(running on a desktop computer with Core2Duo 6400 CPU
and 1Gb memory), and a Dell Inspiron 6000 (Pentium M
1.86GHz with 1Gb memory) laptop as the mobile station.
We simulated the handover by giving reassociation com-
mands to the laptop’s wireless client software (wpa suppli-
cant). We conducted 100 simulated handovers in 4 different
schemes: the original EAP-SIM protocol with a local (i)
and a remote (ii) RADIUS server, (iii) our modified EAP-
SIM protocol with the FreeRADIUS component running on
a PC in the same LAN as the AP and finally (iv) our mod-
ified EAP-SIM protocol with the FreeRADIUS component
running on the AP itself. Note that the location of the au-
thentication server (local or remote) is not important in our
scheme because there is no communication with the authen-
tication server in the handover process.

The average, minimum and maximum values of our simula-
tions are shown in Figures 7(a), 7(b), and 7(c), respectively.
On the x-axis we listed the 4 simulation environments (as
described above) and we put the measured values in mil-
liseconds on the y-axis.

Figures 8(a), 8(b), 8(c) and 8(d) show the frequency of the
simulation runs as a function of delay for the 4 different
setups. On these Figures we put the authentication delay
in milliseconds in the x-axis and the number of simulation
runs with the given delay on the y-axis.

The results clearly show that our solution is capable of re-
ducing the authentication delay below 55 ms even if the
FreeRADIUS server runs on the resource limited AP. Our
measurements with the FreeRADIUS running on a PC also
prove that this latency will be even shorter with the growth
of the AP’s computational power. The linear dependency
on the RTT between the AP and the authentication server
is also broken, however this comes from the design of our
protocol (if we do simulations with remote and local triplet-
distributing servers we get the exact same results).

9. CONCLUSIONS

In this paper, we proposed an authentication scheme that is
designed to reduce the authentication delay during a WiFi
handover process. In particular, our scheme breaks the de-
pendency of the authentication delay on the round-trip time
between the access point and the AAA Server. We achieve
this by eliminating the need for remote communications be-
tween the access point and the AAA Server through pre-
authorization and pre-distribution of authentication infor-
mation to the access points that are the potential targets of
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Figure 7: Authentication delay in the original and modified EAP-SIM protocol

a future handover.

Our solution is based on the EAP-SIM authentication proto-
col and it requires to run a small footprint RADIUS server on
the access points. We developed a proof-of-concept imple-
mentation of the proposed scheme in order to demonstrate
that it can be realized with a reasonable effort and without
major changes to already available software.

By ensuring a very short re-authentication delay, our scheme
can be a step forward from best-effort to QoS in the WiFi
world. In particular, the primary application area of our
scheme is related to real time systems such as telephony
and video streaming for WiFi users.
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