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Abstract. The promise of vehicular communications is to make road
traffic safer and more efficient. However, besides the expected benefits,
vehicular communications also introduce some privacy risk by making it
easier to track the physical location of vehicles. One approach to solve
this problem is that the vehicles use pseudonyms that they change with
some frequency. In this paper, we study the effectiveness of this approach.
We define a model based on the concept of the mix zone, characterize the
tracking strategy of the adversary in this model, and introduce a metric
to quantify the level of privacy enjoyed by the vehicles. We also report
on the results of an extensive simulation where we used our model to de-
termine the level of privacy achieved in realistic scenarios. In particular,
in our simulation, we used a rather complex road map, generated traf-
fic with realistic parameters, and varied the strength of the adversary by
varying the number of her monitoring points. Our simulation results pro-
vide detailed information about the relationship between the strength of
the adversary and the level of privacy achieved by changing pseudonyms.
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1 Introduction

Recently, initiatives to create safer and more efficient driving conditions have
begun to draw strong support in Europe [4], in the US [25], and in Japan [].
Vehicular communications will play a central role in this effort, enabling a vari-
ety of applications for safety, traffic efficiency, driver assistance, and entertain-
ment. However, besides the expected benefits, vehicular communications also
have some potential drawbacks. In particular, many envisioned safety related
applications require that the vehicles continuously broadcast their current po-
sition and speed in so called heart beat messages. This allows the vehicles to
predict the movement of other nearby vehicles and to warn the drivers if a haz-
ardous situation is about to occur. While this can certainly be advantageous, an
undesirable side effect is that it makes it easier to track the physical location of
the vehicles just by eavesdropping these heart beat messages.

One approach to solve this problem is that the vehicles broadcast their mes-
sages under pseudonyms that they change with some frequency [18]. The change
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of a pseudonym means that the vehicle changes all of its physical and logical
adresses at the same time. Indeed, in most of the applications, the important
thing is to let other vehicles know that there is a vehicle at a given position mov-
ing with a given speed, but it is not really important which particular vehicle it
is. Thus, using pseudonyms is just as good as using real identifiers as far as the
functionality of the applications is concerned. Obviously, these pseudonyms must
be generated in such a way that a new pseudonym cannot be directly linked to
previously used pseudonyms of the same vehicle.

Unfortunately, changing pseudonyms is largely ineffective against a global
eavesdropper that can hear all communications in the network. Such an adver-
sary can predict the movement of the vehicles based on the position and speed
information in the heart beat messages, and use this prediction to link different
pseudonyms of the same vehicle together with high probability. For instance, if
at time ¢, a given vehicle is at position p and moves with speed v, then after
some short time 7, this vehicle will most probably be at position p+ 7-v. There-
fore, the adversary will know that the vehicle that reports itself at (or near to)
position p+ 7 - v at time ¢ + 7 is the same vehicle as the one that reported itself
at position p at time ¢, even if in the meantime, the vehicle changed pseudonym.

On the other hand, the assumption that the adversary can eavesdrop all com-
munications in the network is a very strong one. In practice, it is more reasonable
to assume that the adversary can monitor the communications only at a limited
number of places and only in a limited range. In this case, if a vehicle changes
its pseudonym within the non-monitored area, then there is a chance that the
adversary loses its trace. Our goal in this paper is to characterize this chance as
a function of the strength of the adversary (i.e., its monitoring capabilities). In
particular, our main contributions are the following:

— We define a model in which the effectiveness of changing pseudonyms can be
studied. We emphasize that while changing pseudonyms has already been
proposed in the literature as a countermeasure to track vehicles [I8], to
the best of our knowledge, the effectiveness of this method has never been
investigated rigorously in this context. Our model is based on the concept of
the miz zone. This concept was first introduced in [2], but again, to the best
of our knowledge, it has not been used in the context of vehicular networks
so far. We characterize the tracking strategy of the adversary in the mix zone
model, and we introduce a metric to quantify the level of privacy provided
by the mix zone.

— We report on the results of an extensive simulation where we used our model
to determine the level of privacy achieved in realistic scenarios. In particular,
in our simulation, we used a rather complex road map, generated traffic with
realistic parameters, and varied the strength of the adversary by varying the
number of her monitoring points. As expected, our simulation results confirm
that the level of privacy decreases as the strength of the adversary increases.
However, in addition to this, our simulation results provide detailed infor-
mation about the relationship between the strength of the adversary and the
level of privacy achieved by changing pseudonyms.
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The organization of the paper is the following: In Section 2, we introduce the
mix zone model, we define the behavior of the adversary in this model, and we
introduce our privacy metric. In Section [3, we describe our simulation setting
and the simulation results. Finally, we report on some related work in Section [4]
and conclude the paper in Section

2 Model

2.1 The Concept of the Mix Zone

We consider a continuous part of a road network, such as a whole city or a district
of a city. We assume that the adversary installed some radio receivers at certain
points of the road network with which she can eavesdrop the communications
of the vehicles, including their heart beat messages, in a limited range. On the
other hand, outside the range of her radio receivers, the adversary cannot hear
the communications of the vehicles.

Thus, we divide the road network into two distinct regions: the observed zone
and the unobserved zone. Physically, these zones may be scattered, possibly
consisting of many observing spots and a large unobserved area, but logically,
the scattered observing spots can be considered together as a single observed
zone. This is illustrated in Part (a) of Figure [Il

) 4
observation
spots

6 mix zone

observed zone

Fig. 1. Part (a) illustrates how a road network is divided into an observed and an
unobserved zone in our model. In the figure, the observed zone is grey, and the unob-
served zone is white. The unobserved zone functions as a miz zone, because the vehicles
change pseudonyms and mix within this zone making it difficult for the adversary to
track them. Part (b) illustrates how the road network on the left can be abstracted as
single mix zone with six ports.

Note that the vehicles do not know where the adversary installed her radio re-
ceivers, or in other words, when they are in the observed zone. For this reason, we
assume that the vehicles continuously change their pseudonymsﬂ. In this paper,

1 Otherwise, if the vehicles knew when they are in the unobserved zone, then it would
be sufficient to change their pseudonyms only once while they are in the unobserved
zone.
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we abstract away the frequency of the pseudonym changes, and we simply as-
sume that it is high enough so that every vehicle surely changes pseudonym while
in the unobserved zone. We intend to relax this assumption in our future work.

Since the vehicles change pseudonyms while in the unobserved zone, that zone
functions as a miz zone for vehicles (see Part (b) of Figure [ for illustration).
A mix zone [23] is similar to a mix node of a mix network [6], which changes
the encoding and the order of messages in order to make it difficult for the
adversary to link message senders and message receivers. In our case, the mix
zone makes it difficult for the adversary to link the vehicles that emerge from the
mix zone to those that entered it earlier. Thus, the mix zones makes it difficult
to track vehicles. On the other hand, based on the observation that we made in
the Introduction, we assume that the adversary can track the physical location
of the vehicles while they are in the observed zone, despite the fact that they
may change pseudonyms in that zone too.

Since the vehicles move on roads, they cannot cross the border between the
mix zone and the observed zone at any arbitrary point. Instead, the vehicles
cross the border where the roads cross it. We model this by assuming that the
mix zone has ports, and the vehicles can enter and exit the mix zone only via
these ports. For instance, in Part (b) of Figure[I] the ports are numbered from
1 to 6.

2.2 The Model of the Mix Zone

While the adversary cannot observe the vehicles within the mix zone, we assume
that she still has some knowledge about the mix zone. This knowledge is sub-
sumed in a model that consists of a matrix @ = [g;;] of size M x M, where M is
the number of ports of the mix zone, and M? discrete probability density func-
tions f;;(¢) (1 < 4,5 < M). ¢;; is the conditional probability of exiting the mix
zone at port j given that the entry point was port 7. f;;(t) describes the proba-
bility distribution of the delay when traversing the mix zone between port i and
port j. We assume that time is slotted, that is why f;;(¢) is a discrete function.
We note here, that it is unlikely for an attacker to achieve such a comprehensive
knowledge of the mix zone. However it is not impossible with comprehensive real
world measurements to approximate the needed probabilities and functions. In
the rest of the paper, we consider the worst case (as it is advisable in the field
of security), the attacker knows the model of the mix zone.

2.3 The Operation of the Adversary

The adversary knows the model of the mix zone and she observes events, where
an event is a pair consisting of a port (port number) and a time stamp (time
slot number). There are entering events and exiting events corresponding to
vehicles entering and exiting the mix zone, respectively. Naturally, an entering
event consists of the port where the vehicle entered the mix zone, and the time
when this happened. Similarly, an exiting event consists of the port where the
vehicle left the mix zone, and the time when this happened.
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The general objective of the adversary is to relate exiting events to entering
events. More specifically, in our model, the adversary picks a vehicle v in the ob-
served zone and tracks its movement until it enters the mix zone. In the following,
we denote the port at which v entered the mix zone by s. Then, the adversary
observes the exiting events for a time 7" such that the probability that v leaves
the mix zone before T is close to 1 (i.e., Pr{tou: < T} = 1 —¢, where € is a small
number, typically, in the range of 0.005 — 0.01, and t¢,,; is the random variable
denoting the time at which the selected vehicle v exits the mix zone). For each
exiting vehicle v/, the adversary determines the probability that v’ is the same
as v. For this purpose, she uses her observations and the model of the mix zone.
Finally, she decides which exiting vehicle corresponds to the selected vehicle v.

The decision algorithm used by the adversary is intuitive and straightforward:
The adversary knows that the selected vehicle v entered the mix zone at port s
and in timeslot 0. For each exiting event k = (j,¢) that the adversary observes
afterwards, she can compute the probability p;; that £ corresponds to the se-
lected vehicle as pj; = ¢s; fs;(t) (i-e., the probability that v chooses port j as its
exit port given that it entered the mix zone at port s multiplied by the proba-
bility that it covers the distance between ports s and j in time t). The adversary
decides for the vehicle for which p;; is maximal. The adversary is successful if
the decided vehicle is indeed v.

Indeed, the above described decision algorithm realized the Bayesian decision
(see the Appendix for more details). The importance of this fact is that the
Bayesian decision minimizes the error probability, thus, it is in some sense the
ideal decision algorithm for the adversary.

2.4 The Level of Privacy Provided by the Mix Zone

There are various metrics to quantify the level of privacy provided by the mix
zone (and the fact that the vehicles continuously change pseudonyms). A natural
metric in our model is the success probability of the adversary when making her
decision as described above. If the success probability is large, then the mix
zone and changing pseudonyms are ineffective. On the other hand, if the success
probability of the adversary is small, then tracking is difficult and the system
ensures location privacy.

We note that the level of privacy is often measured using the anonymity set
size as the metric [5], however, in our case, this approach cannot be used. The
problem is that as described above, with probability €, the selected vehicle v is
not in the set V of vehicles exiting the mix zone during the experiment of the
adversary, and therefore, by definition, V' cannot be the anonymity set for v.
Although, the size of V' could be used as a lower bound on the real anonymity
set size, there is another problem with the anonymity set size as privacy metric.
Namely, it is a an appropriate privacy metric only if each member of the set
is equally likely to be the target of the observation, however, as we will see in
Section [3] this is not the case in our model.

Obviously, the success probability of the adversary is very difficult to de-
termine analytically due to the complexity of our model. Therefor, we ran
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simulations to determine its empirical value in realistic situations. The simu-
lation setting and parameters, as well as the simulation results are described in
the next section.

3 Simulations

The purpose of the simulation was to get an estimation of the success proba-
bility of the attacker in realistic scenarios. In this section, we first describe our
simulation settings, and then, we present the simulation results.

3.1 Simulation Settings

The simulation was carried out in three main phases. In the first phase, we gener-
ated a realistic map, where the vehicles moved during the simulation. This map
was generated by MOVE [15], a tool that allows the user to quickly generate re-
alistic mobility models for vehicular network simulations. Our map is illustrated
in Figure 2 In fact, it is a simplified map of Budapest, the capital of Hun-
gary, and it contains the main roads of the city . We believe that despite of the
simplifications, this map is still complex enough to get realistic traffic scenarios.

The second phase of the simulation was to generate the movement of the vehi-
cles on the generated map. This was done by SUMO [24], which is an open source
micro-traffic simulator, developed by the Center for Applied Informatics (ZAIK)
and the Institute of Transport Research at the German Aerospace Center. SUMO
dumps the state of the simulation in every time step into files. This state dump
contains the location and the velocity of every vehicle during the simulation.

In the third phase of the simulation, we processed the state dump generated by
SUMO, and simulated the adversary. This part of the simulation was written in
Perl, because Perl scripts can easily process the XML files generated by SUMO.
Note that for the purpose of repeatability, we made the source code available
on-line at http://www.crysys.hu/~holczer/ESASO7.

We implemented the adversary as follows. First, we defined the observation
spots (position and radius) of the adversary in a configuration file. Then, we let
the adversary build her model of the mix zone (i.e., the complement of its obser-
vation spots) by allowing her to track the vehicles as if they do not change their
pseudonyms. In effect, the adversary’s knowledge is represented by a set of two
dimensional tables. Each table K" corresponds to a port i of the mix zone, and
contains empirical probabilities. More specifically, the entry KJ(-? of table K () con-
tains the empirical probability that a vehicle exits the mix zone at port j in time
t given that it entered the mix zone at port ¢ at time 0. The size of the tables is
M x T, where M is the number of the ports of the mix zone and T is the duration
of the learning procedure defined as the time until which every observed vehicle
left the mix zone. Once the adversary’s knowledge is built, she could use that for
making decisions as described above in Section[2l We executed several simulation
runs in order to get an estimation for the success probability of the adversary.

We made experiments with adversaries of different strength, where the
strength of the adversary depends on the number of her eavesdropping receivers.



On the Effectiveness of Changing Pseudonyms to Provide Location Privacy 135

om 1000m
[

Fig. 2. Simplified map of Budapest generated for the simulation

In the simulations, all receivers were deployed in the middle of the junctions of
the roads. The eavesdropping radius of the receivers was set to 50 meter. The
number of the receivers varied between 5 and 59 with a step size of 5 (note that
the map contains 59 junctions). Always the junctions with the highest traffic
was chosen as the observation spots of the adversary (for instance, when the
adversary had ten receivers, we chose the first ten junctions with the largest
traffic).

In addition to the strength of the adversary, we varied the intensity of the
traffic. More specifically, we simulated three types of traffic: low, medium, and
high. Low traffic means that in each time step 250 vehicles are emitted into the
traffic flow, medium traffic is defined as 500 vehicles are emitted into the flow,
and in case of high traffic 750 vehicles are emitted.

For each simulation setting (strength of the adversary and intensity of the
road traffic) we ran 100 simulations.

3.2 Simulation Results

FigureBlcontains the resulting success probabilities of the adversary as a function
of her strength. The different curves belong to different traffic intensities. The
results are quite intuitive: we can conclude that the stronger the adversary, the
higher her success probability. Note, however, that from above a given strength,
the success probability saturates at about 60 %. Higher success probabilities
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Fig. 4. The dark bars show how the size of the set V' of the vehicles that exit the mix
zone during the observation period varies with the strength of the adversary. The three
sub-figures are related to the three different traffic situations (low traffic — left, medium
traffic — middle, high traffic — right). The light bars illustrate the effective size of V.
As we can see, the effective size is much smaller than the real size, which means that
distribution corresponding to the members of V' is highly non-uniform.

can not be achieved, because the order of the vehicles may change between
junctions without the adversary being capable of tracking that. Note also that
the saturation point is reached with the control of only the half of the junctions.
The intensity of the traffic is much less important parameter, than the strength
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of the attacker. The success probability of the attacker is nearly independent
from the intensity of the traffic above a given attacker strength..

The dark bars in Figure [ show how the size of the set V of the vehicles that
exit the mix zone during the observation period and from which the adversary
has to decide to the selected vehicle varies with the strength of the adversary.
The three sub-figures are related to the three different traffic situations (low
traffic — left, medium traffic — middle, high traffic — right). While the size of V
seems to be large (which seemingly makes the adversary’s decision difficult), it
is also interesting to examine how uniform this set V is in terms of the prob-
abilities assigned to the vehicles in V. Recall that the adversary computes a
probability p;; for each vehicle v" in V', which is the probability of v" = v. These
probabilities can be normalized to obtain a distribution, and the entropy of this
distribution can be computed. From this entropy, we computed the effective size
of V' (i.e., the size to which V can be compressed due to the non-uniformity of
the distribution over its members), and the light bars in the figure illustrate the
obtained values. As we can see, the effective size of V' is much smaller than its
real size, which means that distribution corresponding to the members of V is
highly non-uniform. This is the reason why the adversary can be successful.

4 Related Work

The privacy of VANET’s is a recent topic. Many author addressed the whole
problem in some papers (for example in [9T4/T8/19]). The problem of providing
location privacy for VANET’s is categorised in [I0], into classes. The difference
between the classes is the goal and the strength of the attacker. In [7], Choy,
Jakobsson and Wetzel investigates how to obtain a balance between privacy and
audit requirements in vehicular networks using only symmetric primitives.

Many privacy preserving techniques are suggested for on-line transactions (for
example in [BITT]). Mainly they are based on mix networks [16/20], which was
basically proposed by Chaum in 1981 [6]. A single mix collect messages mixes
them and send them towards their destination. A mix networks consits of single
mixes, which are linked together. In a mix network, some misbehaving mixes
can not break the anonimity of the senders/receivers.

An evident extension of mix networks to the off-line world is the the mix
zones, proposed by Beresford et al. in [2I3]. A mix zone is a place where the
users of the network are mixed, thus after leaving the mix zone, they can not be
distinguished from each other.

The problem of providing location privacy in wireless communication is well
studied by Hu and Wang in [12]. They built a transaction-based wireless com-
munication system in which transactions are unlinkable, and give a detailed
simulation results. Their solution can provide location privacy for real-time ap-
plications as well.

To qualify the operation of the mix zones, the offered anonomity must be
measured. The first metric was proposed by Chaum [5], was the size of the
anonimity set. It is good metric only if any user leaving the mix zone is the
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target with the same probability. If the probabilities are different, then entropy
based metric should be used. Entropy based metrics were suggested by Diaz et.
al [8] and Serjantov et al. [23] at the same time.

For the best of our knowledge, the most relevant paper to this work is done by
Sampigethaya et al. in [2I]. In the paper, they study the problem of providing
location privacy in VANET in the presence of a global adversary. A location pri-
vacy scheme called CARAVAN is also proposed. The main idea of the scheme is
that random silent period [I3] are used in the communication to avoid continous
traceability. The solution is evaluated only in freeway model and in randomly
generated manhattan street model.

The change of pseudonyms may also have a detrimental effect, especially on
the efficiency of routing and the packet loss ratio. In [22], Schoch et al. inves-
tigated this problem and proposed a some approaches that can guide system
designers to achieve both a given level of privacy protection as well a reasonable
level of performance.

5 Conclusion and Future Work

In this paper, we studied the effectiveness of changing pseudonyms to provide
location privacy for vehicles in vehicular networks. The approach of changing
pseudonyms to make location tracking more difficult was proposed in prior work,
but its effectiveness has not been investigated yet. In order to address this prob-
lem, we defined a model based on the concept of the mix zone. We assumed that
the adversary has some knowledge about the mix zone, and based on this knowl-
edge, she tries to relate the vehicles that exit the mix zone to those that entered
it earlier. We also introduced a metric to quantify the level of privacy enjoyed
by the vehicles in this model. In addition, we performed extensive simulations
to study the behavior of our model in realistic scenarios. In particular, in our
simulation, we used a rather complex road map, generated traffic with realistic
parameters, and varied the strength of the adversary by varying the number
of her monitoring points. Our simulation results provided detailed information
about the relationship between the strength of the adversary and the level of
privacy achieved by changing pseudonyms.

In this paper, we abstracted away the frequency with which the pseudonyms
are changed, and we simply assumed that this frequency is high enough so that
every vehicle surely changes pseudonym while in the mix zone. In our future
work, we intend to relax this simplifying assumption, and we want to study
how the level of privacy depends on the frequency of the pseudonym changes.
It seems that changing the pseudonyms frequently has some advantages as fre-
quent changes increase the probability that the pseudonym is changed in the mix
zone. On the other hand, the higher the frequency, the larger the cost that the
pseudonym changing mechanism induces on the system in terms of management
of cryptographic material (keys and certificates related to the pseudonyms). In
addition, if for a given frequency, the probability of changing pseudonym in the
mix zone is already close to 1, then there is no sense to increase the frequency
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further as it will no longer increase the level of privacy, while it will still increase
the cost. Hence, there seems to be an optimal value for the frequency of the
pseudonym change. Unfortunately, this optimal value depends on the character-
istics of the mix zone, which is ultimately determined by the observing zone of
the adversary, which is not known to the system designer. In our future work,
we want to characterize this dependence in more details.
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A Appendix

In this appendix, we show that the decision algorithm of the adversary described
in Subsection 23] realizes a Bayesian decision. We use the following notations:

k is an index of a vector. Every port-timeslot pair can be mapped to such an

index and k can be mapped back to a port-timeslot pair. Therefore indices

and port-timeslot pairs are interchangeable, and in the following discussion,

we always use the one which makes the presentation simpler.

—kel...M- T, where M is the number of ports, and T is the length of the
attack measured in timeslots.

— C = [ex] is a vector, where ¢y is the number of cars leaving the mix zone at
k during the attack.

— N is the number of cars leaving the mix zone before timeslot T (i.e., N =

ket Ch):

— ps(k) is the probability of the event that the target vehicle leaves the mix

zone at k (port and time) conditioned on the event that it enters the zone

at port s at time 0. The attacker exactly knows which port is s. Probability

ps(k) can be computed as: ps(k) = ¢s;fs;(t), where port j and timeslot ¢

correspond to index k.


http://www.loca-lab.org
http://sumo.sourceforge.net/
http://www-nrd.nhtsa.dot.gov/pdf/nrd-12/CAMP3/pages/VSCC.htm
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— p(k) is the probability of the event that a vehicle leaves the mix zone at k
(port and time). This distribution can be calculated from the input distri-
bution and the transition probabilities: p(k) = Zsl\il ps(k).

— Pr(k|C) is the conditional probability that the target vehicle left the mix
zone at time and port defined by k, given that the attacker’s observation is

C.

We want to determine for which &k probability Pr(k|C') is maximal. Let us
denote this k with k*. The probability Pr(k|C) can be rewritten, using the
Bayes rule:

Pr(Clk)ps (k)

Pr(k|C) = PrC)

Then k* can be computed as:

k* = argmax Pr(C1k)ps (k)

————— —argmax Pr(C|k)ps(k
e B — g mas Pr(Cl)os )

Pr(C|k) has a polynomial distribution with a condition that at least one
vehicle (the target of the attacker) must leave the mix zone at k:

MT
ak st I e

Pr(Clk) =
I‘( | ) 01!---Ck—1!<ck_1)!Ck+1!---CMT- =1,k

Pr(C|k) can be multiplied and divided by i—: to simplify the equation:

Ck N! NCs
Pr(Clk) = = | ——— %
(k) = c1!...cMT!Hp(‘7)

where the bracketed part is a constant, which does not have any effect on the
maximization, thus it can be omitted.

~

k* = argmax C—kps(k) = arg max c—kps(k) = arg max %ps(k)
ko Dk ko PRIV ko Dk

where py, is the empirical distribution of k (i.e., pp = cx/N). If the number of
vehicles in the mix zone is large enough, then p—i ~ 1. Thus correctness of the
intuitive algorithm described in Subsection 23] holds:

k* = argmax ps (k)
k

This means that if many vehicles are travelling in the mix zone, then the
attacker must choose the vehicle with the highest p,(k) probability.
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