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Abstract—Ad-hoc networks do not rely on a pre-installed
infrastructure, but they are formed by end-user devices in a
self-organized manner. A consequence of this principle is that
end-user devices must also perform routing functions. However,
end-user devices can easily be compromised, and they may not
follow the routing protocol faithfully. Such compromised and
misbehaving nodes can disrupt routing, and hence, disable the
operation of the network. In order to cope with this problem,
several secured routing protocols have been proposed for ad-
hoc networks. However, many of them have design flaws that
still make them vulnerable to attacks mounted by compromised
nodes. In this paper, we propose a formal verification method for
secure ad-hoc network routing protocols that helps increasing the
confidence in a protocol by providing an analysis framework that
is more systematic, and hence, less error-prone than the informal
analysis. Our approach is based on a new process calculus that we
specifically developed for secure ad-hoc network routing protocols
and a deductive proof technique. The novelty of this approach is
that contrary to prior attempts to formal verification of secure
ad-hoc network routing protocols, our verification method can
be made fully automated.

I. INTRODUCTION

In the recent past, the idea of ad-hoc networks have created a
lot of interest in the research community, and it is now starting
to materialize in practice in various forms, ranging from static
sensor networks through opportunistic interactions between
personal communication devices to vehicular networks with
increased mobility. A common property of these systems is
that they have sporadic access, if at all, to fixed, pre-installed
communication infrastructures. Hence, it is usually assumed
that the devices in ad-hoc networks play multiple roles: they
are terminals and network nodes at the same time.

In their role as network nodes, the devices in ad-hoc
networks perform basic networking functions, most notably
routing. At the same time, in their role as terminals, they are in
the hand of end-users, or they are installed in physically easily
accessible places. In any case, they can be easily compromised
and re-programmed such that they do not follow the routing
protocol faithfully. The motivations for such re-programming
could range from malicious objectives (e.g., to disrupt the
operation of the network) to selfishness (e.g., to save precious
resources such as battery power). The problem is that such
compromised and misbehaving routers may have a profound
negative effect on the performance of the network.

In order to mitigate the effect of misbehaving routers on
network performance, a number of secured routing protocols
have been proposed for ad-hoc networks (see e.g., [11] for

a survey). These protocols use various mechanisms, such
as cryptographic coding, multi-path routing, and anomaly
detection techniques, to increase the resistance of the protocol
against attacks. Unfortunately, the design of secure routing
protocols is an error-prone activity, and indeed, most of the
proposed secure ad-hoc network routing protocols turned out
to be still vulnerable to attacks. This fact implies that the
design of secure ad-hoc network routing protocols should be
based on a systematic approach that minimizes the number of
mistakes made in the design.

As an important step towards this goal, in this paper, we
propose a formal method to verify the correctness of secure ad-
hoc network routing protocols. Our approach is based on a new
process calculus that we specifically developed for modeling
the operation of secure ad-hoc network routing protocols,
and a proof technique based on deductive model checking.
The systematic nature of our method and its well-founded
semantics ensure that one can have much more confidence in
a security proof obtained with our method than in a ”proof”
based on informal arguments. In addition, compared to pre-
vious approaches that attempted to formalize the verification
process of secure ad-hoc network routing protocols [8], [2],
[3], [4], the novelty of our approach is that it can be fully
automated.

The organization of the paper is the following: In Section II,
we describe the SRP protocol [13] as an example for a
secure ad-hoc network routing protocol that we will use for
illustration purposes throughout the paper. In Section III, we
introduce the syntax and the semantics of our process calculus.
In Section IV, we demonstrate the expressive power of our
calculus by modeling the operation of SRP and by formally
representing a known security flaw in SRP. In Section V, we
discuss how the verification process can be automated and
describe our deductive proof technique. Finally, in Section VI,
we conclude the paper and discuss our planned future work
on this topic.

II. THE SRP PROTOCOL AND AN ATTACK ON IT

SRP is a secure on-demand source routing protocol for ad-
hoc networks proposed in [13]. The design of the protocol
is inspired by the DSR protocol [12], however, DSR has no
security mechanisms at all. Thus, SRP can be viewed as a
secure variant of DSR. SRP tries to cope with attacks by using
a cryptographic checksum in the routing control messages



(route requests and route replies). This checksum is computed
with the help of a key shared by the initiator and the target of
the route discovery process; hence, SRP assumes only shared
keys between communicating pairs.

In SRP, the initiator of the route discovery generates a
route request message and broadcasts it to its neighbors. The
integrity of this route request is protected by a Message
Authentication Code (MAC) that is computed with a key
shared by the initiator and the target of the discovery. Each
intermediate node that receives the route request for the first
time appends its identifier to the request and re-broadcasts it.
The MAC in the request is not updated by the intermediate
nodes, as by assumption, they do not necessarily share a key
with the target. When the route request reaches the target of
the route discovery, it contains the list of identifiers of the
intermediate nodes that passed the request on. This list is
considered as a route found between the initiator and the target.

The target verifies the MAC of the initiator in the request.
If the verification is successful, then it generates a route reply
and sends it back to the initiator via the reverse of the route
obtained from the route request. The route reply contains
the route obtained from the route request, and its integrity
is protected by another MAC generated by the target with a
key shared by the target and the initiator. Each intermediate
node passes the route reply to the next node on the route
(towards the initiator) without modifying it. When the initiator
receives the reply it verifies the MAC of the target, and if this
verification is successful, then it accepts the route returned in
the reply.

The basic problem in SRP is that the intermediate nodes
cannot check the MAC in the routing control messages. Hence,
compromised intermediate nodes can manipulate control mes-
sages, such that the other intermediate nodes do not detect
such manipulations. Furthermore, the accumulated node list in
the route request is not protected by the MAC in the request,
hence it can be manipulated without the target detecting such
manipulations.

Fig. 1. An attack scenario against the SRP protocol.

In order to illustrate a known attack on SRP, let us consider
the network topology shown in Figure 1. Let us further assume
that node N; initiates a route discovery to node Nj3. The
attacker node A can manipulate the accumulated list of node
identifiers in the route request such that N3 receives the
request with the list (Na,n, Ny), where n is an arbitrary
fake identifier. This manipulation remains undetected, because
the MAC computed by N; does not protect the accumulated
node list in the route request, and intermediate nodes do not
authenticate the request. When the target N3 sends the route
reply, A forwards it without modification to N; in the name
of Ns. As the route reply is not modified, the MAC of the

target N3 verifies correctly at [Ny, and thus, N7 accepts the
route (N1, No,n, Ny, N3). However, this is a mistake, because
there is no link between N5 and n, and between n and NVy.

Note that the above attack has been found by manual analy-
sis of the protocol. However, there may be many similar attack
scenarios (and indeed, there are), and manual analysis would
be inefficient to find all of them. The very purpose of our
formal verification method to be introduced in the upcoming
sections of the paper is to make the analysis systematic and
amenable for automation such that it can efficiently find all
possible attacks against a protocol (within some limits of the
underlying model).

III. OUR CALCULUS

In this section we define our calculus: its syntax and
informal semantics, as well as its operational semantics.

The advantage of our calculus is that its expressiveness
allows for modelling broadcast communication, neighborhood,
and transmission range like CMAN [10] and the w-calculus
[14], and cryptographic primitives like the applied 7-calculus
and the spi-calculus [9], [1], however, compared to them it
includes the definition of active substitution with range that is
novel and enables us to model attacker knowledge and attacks
in the context of wireless ad-hoc networks. More details about
the novelties can be found in the technical report [7].

A. Syntax

We assume an infinite set of names N and variables V),
where A’'NV = (). Further, we define the set of node identifiers
(node ID) £, where N'N L = (). Each node identifier uniquely
identifies a node.

We define ferm ¢ as an element of the set {req, rep, c,
n, I, ¢, f(t1,...,tx)}: req and rep are unique constants that
represent the req and rep tags in route request and reply
messages; ¢ models communication channel; n models some
data; [ models a node ID, and z is a variable that models
any term. Finally, f is a function with arity k£ and is used
to model cryptographic primitives, and route request and
reply messages. For instance, digital signature is modelled
by the function sign(ty,t2), where ¢; models the message to
be signed and ¢, models the secret key. Route request and
reply messages are modelled by the function fuple of k terms
tuple(ty,...,tx), which we abbreviate as (t1,...,t).

The internal operation of nodes is modelled by processes.
Processes can be inductively specified with the following
syntax:

o The processes ¢(t).P, c¢(x).P represent unicast of mes-
sage ¢ on communication channel ¢, and followed by the
process P.

o The two processes (t).P, and (z).P represent the broad-
cast send and receive of ¢ continued with process P.
Compared to the unicast case it does not contain the
channel, which intends to model that there is not a
specified target.

o Processes [t; = t2]P and [l € o]P mean that if t; = t5
and [ € o, respectively, then process P is “activated”,
else it stucks and idle.



e Process let t = x in P represents the binding of term ¢
to variable x in process P.

o Process P|Q is the parallel composition of processes P
and @ and behaves as processes P and () running in
parallel: each may interact with the other, or with the
outside world, independently of the other.

o Finally, process | P represents the infinite replication of
process P.

Nodes are defined as | P];, which represents a node that
has the identifier [ and behaves as P, and its transmission
range covers the nodes whose identifiers are in the set 0. Two
nodes are neighbors if they are in each other’s range. We note
that o can be empty, denoted as | P],, which means that the
node has no connections.

A network, denoted as N, can be an empty network with
no node: Oy; a singleton network with one node: | P|,; and
the parallel composition of networks: Np|Na.

Finally, in order to model attackers that improves their
knowledge by accumulating information it hears from their
neighbors, we extend the syntax of networks with the active
substitution with range. An extended network E is equipped
with the active substitution {t/x}?, which models that the
substitution {¢/x} binds ¢ to variable = that occurs in any
node [ P]}" that is in parallel composition with {t/2}” and I;
€ o. Intuitively, o is the range of the substitution {¢/x}.

B. Semantics

The operational semantics of our calculus is defined by the
labelled transition system (LTS) detailed in [7]. Due to page
limitation only five rules are discussed here:

o vz.(z):lo

(Br-snd) [(t).P]] =" ({t/x}°| | P]])

Brrev) ({t/2}7] [(2).Q)72) 157 ({t/2)7] 1Q{t/x}]7?)
(Equal-Red) [[t; = t2].P|7 —» |P|7, if t1 = to.

(In-Red) |[l € 0].P)7 — |P|7,ifl € 0.

(Let-Red) |let t =z in P|7 —s | P{t/a}|]

The first two rules are labelled transitions. The first rule means
that node [ broadcasts ¢, so that ¢ is now available for the
nodes in its range o. This is modelled by {¢/z}° and vz,
which restricts the substitution to the nodes that are within
the range 0. The second rule means that if the listening node
I is within the range o then it receives the broadcasted ¢. The
third, fourth, and fifth rules are internal reduction rules that
model the internal computation of nodes: the third rule models
the equality check of two terms; the fourth rule checks if the
node ID [ is in the set o; and the fifth rule models the binding
of { to z in P.

C. Labelled bisimilarity in context of wireless ad-hoc networks

In this subsection we give the definition of labelled bisimi-
larity that tells if two wireless ad-hoc networks are equivalent,
meaning that they cannot be distinguished by an observer
which can eavesdrop on communications.

Let the extended network FE be ({t1 /., 7" | ...]
{tn /2, }°" | N1 | ...| N,,). The frame ¢ of E is the parallel
composition {1 /,, } | ...| {t» /., } that models all of the
information that is output so far by the network E, which is
ti,..., t, in this case.

We say that two networks E; and Es are statically equiv-
alent, denoted as FEj=,Fs, if their frames are statically
equivalent. Two frames ¢, (o are statically equivalent if they
includes the same number of active substitutions and same
domain; and any two terms that are equal in (; are equal in
o as well. Intuitively, this means that the outputs of the two
networks cannot be distinguished.

Definition 1. Labelled bisimilarity ( %fv ) is the largest sym-
metric relation R on closed extended networks such that
ElREQ tmplles E(El):[:(EQ), C(El) :C(E2), lf

. El%SEQ;

o if By — E}, then Ey —* Ej and E\REj for some Ej;

o if By " B then 3EY such that By K
E!, and E{RE) for some Eb.

*

Intuitively, this means that the outputs of the two networks of
same topology cannot be distinguished during their operation.
L(E) and C(E) are the set of node IDs, and the neighborhood
in E, respectively. In particular, the first point means that at
first F7 and E» are statically equivalent; the second point
says that F; and E5 remains statically equivalent after internal
reduction steps. Finally, the third point says that if the node
l in E; outputs something then the node ! in E5 outputs the
same thing, and the “states” E} and F) they reach after that
remain statically equivalent. Here, —* models the sequential
execution of some internal reductions.

IV. APPLICATION OF OUR CALCULUS

Next we demonstrate the usabiliy of our calculus by mod-
elling the SRP protocol and the attack showed in Section II.
The scenario in Section II is modelled by the extended network
defined as:

def Io,la I1,la l1,lo,13,1
netw = (|~P1Jl{12 } | LPQJl{zl } | I.!PAJL{GI 2,l3,la} ‘
lasl lasl
P | [Pl h).

where the description of the nodes in the parallel compositions
above corresponds to Ny, Na, A, N3, and Ny, respectively.

We use the following functions: The mac(t1,t2) function
computes the message authentication code of the message t;
using the secret key to. The shared key between the nodes
l; and I; is modelled by the function k(l;,[;). The function
[l1,...,1,] models the list of node IDs. Functions prev(List, ;)
and next(List,l;) return the element right before and after [;
in the list List, respectively; they return undef if there is no
any element before or after [;,. Function roend(List,l;) that
we abbreviate with [List,[;] appends [; to the end of List.
Functions fst(List), Ist(List) represent the first, and last element
of List, respectively. Function i((¢1,...,t,)) returns the i-th
(t€{1,...n}) element t; of the tuple (¢1,...,t,). Further, we
extend terms with the constant RouteOK. The source node
outputs RouteOK when it receives the reply message and all
the verifications it makes on it are successful.



The operation of the source node is modelled as follows':

P S Jot MAC13 = mac ((l1,13), k(l1,13)) in Reglnit.

S ((req, 1, I3, MAC13, [ ])).!WaitRep, .

; (CCrep) wrep = ll] [2($rep) = rep} [3($rep) = ll]
[4(zrep) = l3][fst(5(zrep)) € {l2la}]

[mac ((ll, l3, 5(1'}’617)) 5 k(ll, 13)) = 6(:17rep)]
(RouteOK).

Reqlnit
WaitRep

Intuitively, the first row models that the node [; computes
the MAC using the key it shares with the detination node
l3. The second row means that node [; generates the route
request message that includes the ID of the source and the
target nodes, and the message authentication code MAC 3, then
l1 broadcasts it and waits for the reply. The exclamation mark
models the infinite replication of WaitRep,. Finally, the third
row means that when [; receives a message, it checks whether
(1) it is the addressee, (ii) the message is a reply, (iii) the
ID of the source and the target nodes, and (iv) the message
authentication code are correct. If all are correct then it signals
the special constant RouteOK.
The description of the process P; is the following:
= %mq) [1(Yreq) = req).

L(yreq)s 2(yreq)s 3(Yreq), 4(rea), [5(Yreq), l2]))

(
(
'WaitRep,,.

WaitRep, o (Yrep) [L(Yrep) = 12][2(Yrep) = rep]
[next (5(yrep), 12) € {l1la}]
(1, 2(Yrep)s 3(Yrep)s 4(Yrep), 5(Yrep), 6(Yrep)))-

Intuitively, on receiving a message the node l5 checks if it is
a request, if so then node /5 appends its ID to the end of the
list, re-broadcasts it and waits for a reply. When it receives
the reply message it checks (i) if the message is intended to
it, (ii) it is a reply, (iii) the next ID in the list corresponds to
neighbors and forwards the message to the source node /5.
Finally, the operation of the destination node is modelled as:

Py (2req) [L(zreq) = req][3(2req) = ls]-
[mac ((2(zreq), 3(2req)), k(l1,13)) = 4(2req)] let MACs1=
N1ac((1(ZTEQ)72(ZTEQ)73(ZTEQ)75(ZTGQ)) 7k(l17l3))ln
let lprey = Ist (5(2req)) in
<(lP7‘€U7 rep, 2(ZT€¢1)7 3(27‘*3!1)5 5(ZT‘E¢1)5 MAC31)>

Intuitively, on receiving the a message node I3 checks (i)
if the message is a request, and (ii) it is the destination, and
verifies the MAC embedded in the request using its shared key
with [;. If so then node [3 creates a reply message and sends
it back to the last node in the list.

The description of the node [4 is the same as the node I
with the difference that it appends l4 to the list instead of Is.
We refer the reader to [7] for details.

We give the model (M 4) of the attacker node as follows:
We assume that the attacker cannot forge the message authen-
tication codes MAC;3 and MAC3, without possessing correct
keys. Initially, the attacker node knows the IDs of its neighbors
{l1,12,15,14}. The attacker can create new data n, and can
append elements of {l1,ls,l3,l4}, and n to the end of the

'Due to page limitation we omit the presence of sequence number and
message ID in messages, but we note that our attack works in the same way
in the presence of them.

ID list it receives. Finally, it can broadcast and unicast its
messages to honest nodes.

The attacker overhears only messages sent by its neighbors.
Let the frame ¢(lq) be {ti /4, }7 | {# /o, 277 oo | {t% [0},
where I, € 04, lq € 0j,..., lo € op. This represents the
attacker’s knowledge he accumulates during the route discov-
ery phase by eavesdropping. He combines this accumulated
knowledge and its initial knowledge to construct attacks. Let
T;» be a tuple that consists of the elements in {I1,ls,13,14}.

Formally, the operation of the attacker node is defined as
follows: Py (%) .wn.(f (2,T;p,n)), where Z is a tuple
(x1,...,xy) of variables, vn means the attacker creates new
data n. The function f (Z,T}»,n) represents the message the
attacker generates from (i) the eavesdropped messages that it
receives by binding them to Z, (ii) its initial knowledge and
(iii) the newly generated data n, respectively.

As the next step, we define an ideal model of netw, denoted
as netwgpe.. The definition of netwg,.. is the same as netw
except that the desription of Ny is |P” ecjl{le“}. Process
PPP“ models the ideal operation of the source node N in
the sense that although the source node does not know the
route to the destination it is equipped with the special function
consistent(List) that informs it about the correctness of the
returned route.

We define this ideal source node as follow:

pyPee S ot MAC13 = mac ((l1,13), k(l1,13)) in Reqlnit
def ((reg, 11,13, MAC13,[ ])). 'WaitRep,,,...-

= (wrep).[Larep) = ] [2(zrep) = rep][3(zrep) = ]
[A(zrep) = 3][fst(5(zrep)) € {l2la}]
[mac ((ll, 13, 5(£rep)) k‘(ll, 13)) = 6(:Urep)]
[consistent (5(Trep)) = true].(RouteOK).

spec’

Regqlnit

spec

WaitRep, ...

Intuitively, in the ideal model, every route reply that contains
a non-existent route is caught and filtered out by the initiator
of the route discovery. Hence, in the ideal model security is
achieved by definition.

Next we give the definition of secure routing based on
labelled bisimilarity:

Definition 2. A routing protocol is said to be secure if for
all extended networks E and its corresponding ideal network
Egpec where both include the same but arbitrary attacker node,
we have: E zfv Egpec.

Theorem 1. The SRP protocol is insecure.

Proof: (Sketch) We will show that netw ~ netwpe.
does not hold in the presence of the attacker M 4 because the
third point of the Definition 1 is violated. When the attacker
node receives the request message (req, Iy, I3, M AC43,[l2])
from node I», it creates some new fake node indentifier n, then
it adds n and the identifier /4 to the list [/5], and re-broadcasts
(req, l1,l3,M AC13,[l2,n,14]). When this message reaches the
target node /3 it passes all the verifications made by [5. Then,
node l3 generates the reply (ly, Tep, l1, l3,M AC3;1) and sends
it back to l4. The attacker node overhears this message and
forwards it to the source [; in the name of l5. As the result,
in netw node [; accepts the returned invalid route [lo,n, 4]

V{L’.(ZEE){ZQ[H}

and outputs RouteOK by the transition relation.



However, in netwsp.. node [; does not accept the returned
route, thus, RouteOK is not output. Formally, at this point

.. x{x):l1 {lal, .
netwg,e. cannot perform the transition e <r>—1>{ 2 }, which
violates the third point of Definition 1. |

V. ON AUTOMATING THE VERIFICATION

In this section, we present a novel automated verification
technique based on deductive model checking. The novelty of
our method compared to other related works is that it supports
explicit modelling of cryptographic primitives which is not the
case in [5], [14]. Compared to [8], [2] our method can be fully
automated. Our technique was inpired by the concept of the
Proverif automatic verification tool [6], however, as opposed
to [6] it is designed for verifying routing protocols and in-
cludes numerous novelties such as broadcast communications,
neighborhood, transmission range, and considers an attacker
model specific to wireless ad hoc networks.

A. From the process calculus to Horn-clauses

In the ProVerif verification tool [6] the input of the tool is
the protocol description in the syntax of the applied 7-calculus.
The tool then translates this to Prolog rules to make automatic
reasoning. Following this concept, in our verifcation method,
routing protocols are specified in the syntax of our calculus.
This is then translated to Horn-clauses using translation rules.
The reader can find details in [7].

Terms t in the calculus are translated to patterns p of Horn-
clauses that is defined as follows: Variables x and node IDs
! in the calculus are translated to 2P and [P of Horn-clauses,
respectively. The attacker node has the unique identifier I7,,.
Node IDs [ and [?,, are atomic values. Data n and function
f are encoded as functions with arity &k and ¢: n[ps, ..., gl
and f(p1,...,p:), respectively.

In addition, our method uses the facts wm(p) and att(p)
which model that the wireless medium and the attacker knows
pattern p, respectively. The fact route(l¥, (%) is used to assign
the source node [¥ and the target node l"g for a given route
discovery. Finally, the fact nbr(I%,1%) models that node 13 is
in the transmission range of node lpj

B. Generating protocol clauses

We exploit the fact that each node behaves in the same way
in a route discovery phase of routing protocols. Hence, the
operation of every node can be uniformly defined as follows:
ef'”Req[th | 12 Interm®i | 1" Dest”i
Every node can start a route discovery towards any other node,
in this case the Reglnit process is invoked. Every node can be
an intermediate node, in which case its Interm process is
invoked. Finally, every node can be a target node when the
Dest process is invoked. We note that the specified structure

of each process depends on the specified routing protocol.
However, in general form P; can be modelled as:

def .
P, 4 I
Reqlnit™ = cp,(xh,,). ProtDep, . oinis- (Thsgreq)-!"* WaitRep;,',,.
 def
. P; < .
WaltRepznzt - (x?TOm’ xgep)'Verlfinit'<zfn597“€p>'
p,def

P ; P,
Interm” ¢ = (yfmm,yﬁ’eq).ProtDepmter.(yfnngeQ. 1" WaitRep;,', .-

def
. p; d¢ .
WaltRepznter - (y?rom’ ygep)'verlf;lnte'r" <ygjﬂ5‘97”ep>'
r,def

Dest™" = (24,1, Z¥eq)-ProtDep 4oy (Zhsgrep)-

In short, the process Req[nitp * receives the ID of the destina-
tion node to which it starts the route discovery. Then it goes
through a protocol dependent processing part and broadcasts
some message and waits for the reply at the end. On receiving
some message, process WaitRepﬁiit does verification steps in a
protocol dependent manner and then broadcasts some message.
The other three processes are interpreted in the same way.
Patterns 2., . Y},,,,, and 2% are identifiers of the nodes
from which the route request and reply messages yr. . yr.,,,
ZPeq> and zf., are received. Finally, ¢ is a session ID to
distinguish different process instances in replication, and is
used to track attack traces.

P; is then translated to the following three kinds of rules.
We note that the set of all specified translated rules of the
description above can be found in [7]. Here we introduce
only the sketch of them:

(General rules used for the protocol) ::=
Ry. route(x%,.., 2%, .,) 4N wm(z%,..,p) ‘
P,
Ro. WY o P) N DI (YS o> YEo) = WY, ')
®.) L att(p).

These rules model the communications from the wireless
medium point of view. Rule R; initiates the route discov-
ery with a source-destination pair, the label p is the tuple
( req,xg,m,?csest,I.D), and ¢ is a sess'ion ID. Ry represents the
scenario in which node y! receives the message p from
node yiﬁr. om and broadcasts some message p’ afFer pro.cessing
the received p. Rule R3 concerns the case in which the
attacker node (%,, eavesdrops the messages broadcasted by its
neighbors.

R3' Wm(ziz'r“orn’p) A nbr(z?r'o'nw

C. Knowledge and computation ability of the attacker

The ability of an attacker node is represented in the follow-
ing rules. These rules represent the strongest actions that can
be performed by the attacker node [%,,.

Initially, the attacker knows its own ID and the ID of
its honest neighbors: VI? neighbors of I£,,, ar(It,,), at(I);
it knows all the keys it shares with the honest nodes: Vi,
art(kl;, ;); and it is aware of its neighborhood: nbr(lf,;,1%);

In addition, we define a strong computation ability for the
attacker node as follows:

(Computation ability) ::=

Ch. att(i) — att(n[i])

Cs. For each public function f of n-arity

att(z) A .. .att(zh) — att(f(2],...,2h))

C's. For each public function g that g(f(2f,...,28),y") = z¥:

att(f(2f,...,28)) A att(y?) — att(z?)

Cy. att(p) A nbr(lﬁtt,lzp) —wm(l%,p").

Rule C; means that the attacker node can create arbitrary
number of new data n. Rule C5 means that the attacker can
generate arbitrary messages based on its actual knowledge.
Rule C'5 means that the attacker can perform computation on
function f. For instance, if f is a digital signature sign then its
corresponding “’inverse” function g, which is checksign can be
performed to verify the signature. The set of functions depends



on the protocol we are examining. Finally, the rule Cy means
that if the attacker node has created some message p, it can
broadcast it to its neighbors who then output some message
p’ after receiving p.

D. Deductive algorithm

The operation of a routing protocol is modelled by resolu-
tion steps, defined as follows:

Definition 3. Given two rules ri=H; — C4, and ro= F A
Hy — C5, where F is any hypothesis of Ry, and F is unifiable
with Cy with the most general unifier o, then the resolution
71 op 1o of them yields a new rule Hio N Hyo — Cso.

Let us recall the example in Figure 1. The resolution
route(17,1%) op Ry, where p=(req, Tsre, Taest, ID, MAC),
and F'= route(a®, .,z ) yields the fact wm((req, If, 1%, ID,
MACQ)) with the unifier {2%, <7, 2% _ <I4}. This resolution
step models the broadcasting of the route request message
generated by the node 4.

In the following we give a sketch of the deductive algorithm

of our method.

Algorithm 1. The input of the algorithm includes the set of
protocol rules Ty, a network topology given by the set of
facts nbr(12, l;’ ); the rules of attacker computation ability, the
(initial) knowledge of the attacker: A, IC, respectively; and
the fact route(1?, 1% ,) that specifies the source and target
nodes.

The algorithm is based on the breadth-first search to reach
the destination node 1%, ., from the source I2,.. Each node
broadcasts its message to neighbors. This is modelled by
resolution steps at each node. The algorithm starts with the
resolution of route(I2, .15 ) and Ry, and followed by the
resolutions of rules in To and the conclusions resulted in
the previous resolutions. These resolution steps model the
communication between intermediate nodes.

When the attacker node intercepts a message broadcated by
one if its neighbors (modeled by the rule R3) it adds the new
fact art(p) into K. This models the accumulated knowledge
of the attacker. The attacker node uses rules in A and K
to construct an incorrect message and forwards it to honest

nodes.

Theorem 2. If there is an attack for a given network topology
N and tuple (12, 15, 1¥,,) then the algorithm will find some
attack.

Theorem 3. The worst case complexity of the algorithm is
D(|N| + |E|) + B, where |N|, |E| are the number of nodes
and edges of the topology, and D, B are the number of
incorrect messages the attacker can create that are accepted
by its honest neighbors, and the number of resolution steps
(computation steps) made by the attacker, respectively. For
practical reasons both D and B are assumed to be finite.

We note that in a general case this can be exponential,
however, by taking into account the property of the specified
protocols and properly restricting the attacker ability this
complexity can be reasonably reduced.

VI. CONCLUSION

We argued that designing secure ad-hoc network routing
protocols requires a systematic approach which minimizes the
number of mistakes made during the design. To this end,
we proposed a formal verification method for secured ad-
hoc network routing protocols, which is based on a novel
process calculus and a deductive proof technique. Our method
has a clear syntax and semantics, and it can be fully au-
tomated; this latter being a distinctive feature among other
formal approaches for verifying secure ad-hoc network routing
protocols.

The work described in this paper is work in progress, and
we are currently extending it in many ways. The two most
important future work items are (i) the development of a
fully automated protocol verification software tool based on
the theoretical foundations described in this paper, and (ii)
the extension of the described verification method to handle
arbitrary network topologies and arbitrary number of attacker
nodes.
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