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NSA seeks to build quantum computer that
could crack most types of encryption

By Steven Rich and Barton Gellman, Published: January 2 E-mail the writers 4

In room-size metal boxes secure against electromagnetic leaks, the National Security
Agency is racing to build a computer that could break nearly every kind of encryption used

to protect banking, medical, business and government records around the world.

According to documents provided by former NSA contractor Edward Snowden, the effort to
build “a eryptologically useful quantum ecomputer” — a machine exponentially faster than
classical computers — is part of a $79.7 million research program titled “Penetrating Hard
Targets.” Much of the work is hosted under classified contracts at a laboratory in College
Park, Md.

Forrds: http://www.washingtonpost.com/world/national-security/nsa-seeks-to-build-quantum-computer-that-could-crack-most-types-of-
encryption/2014/01/02/8fff297e-7195-11e3-8def-a33011492df2_story.html
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L. Bacsardi, M. Galambos, S. Imre, A. Kiss. "Quantum Key Distribution over Space-Space Laser Communication Links,” AIAA Space 2012, Pasadena,
California, Sept, 2012.
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M. Galambos, S. Imre, “Visualizing the Effects of Measurements and Logic Gates On Multi-Qubit Systems Using Fractal Representation,” International Journal on Advances in
Systems and Measurements, Vol. 5, No. 1-2, 2012, pp. 1-10.
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A kvantummechanika posztulatumal

1. Allapotleiras

Zart fizikai rendszer aktualis allapota egy olyan |¢) e H
allapotvektorral irhato le, amely komplex egyutthatokkal
rendelkezik, egységnyi hosszu a H Hilbert-térben (egy
komplex linearis vektorterben,amelyben értelmezve van
a belso szorzat).

2. A rendszer idobeli fejlodése

A zart rendszer idGbeli fejlodese uniter
transzformacioval irhato le, amely csak a kezdo eés
vegallapottol fugg.
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A kvantummechanika posztulatumai

3. A méres
Legyen X a méres lehetséges eredmenyeinek a halmaza.
Egy méeres a meresi operatorok halmazaval adhato meg:

M=M_}xeXM_cH

Ha a megmérend§ rendszer allapota ) , akkor annak a
valoszinusege, hogy a méereés az x eredmenyt adja:

P(X ||9))=(oMM,[o)

A meéres utan a rendszer allapota az alabbi lesz

M(p>

o) = -
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A kvantummechanika posztulatumal

4. Osszetett rendszer

Ha V és Y a két kvantumrendszerhez rendelt Hilbert-tér, akkor az
ebbdl a két rendszerbdl allé osszetett rendszerhez a

W =V & Y Hilbert-tér rendelheto.
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Kvantumpar uzamossa

) =a/0)+b|1)

(@) =al00)+b[01)+c[10) +d|11)

@) =a|000)+5[001)+¢[010)+d|011)
+¢€]100)+ f]101) + g[110)+ A[111)




Abra: Bacsardi L., Galambos M., Imre S., ,Kvantumalapu algoritmusok”. Informatikai algoritmusok, Ill. kétet, pp. 1785-1827. Mondat Kiadé., 2013
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Quantum register

Abra: Bacséardi L., Efficient Quantum Based Space Communications. LAP , 2013
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Abra: Bacsardi L., Galambos M., Imre S., ,Kvantumalapu algoritmusok”. Informatikai algoritmusok, Ill. kétet, pp. 1785-1827. Mondat Kiadé., 2013
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Kvan umpar uzamossa

Deutsch-Jozsa algoritmus

e {0,1}"
f(x):{o1}" > {o,1}

Kiegyensulyozott? Konstans?

Abra: Bacsardi L., Galambos M., Imre S., ,Kvantumalapu algoritmusok”. Informatikai algoritmusok, Ill. kétet, pp. 1785-1827. Mondat Kiadé., 2013
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Abra: Bacsardi L., Galambos M., Imre S., ,Kvantumalapu algoritmusok”. Informatikai algoritmusok, Ill. kétet, pp. 1785-1827. Mondat Kiadé., 2013
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Miert Is |0 ez nekunk?

» Algoritmusok es protokollok
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s an /// H H / P H / />\
— Szuperstrisegl tomorités )i |o
— Kvantumparhuzamossag F

« Klasszikus problemak ,jobb”™ megoldasa

— Keresés adatbazisban

— Primtényezdkre bontas

— Rendkeresés

— Szimmetrikus kulcsszétosztd protokollok
— Informaciéelméleti alkalmazasok
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"| still don't understand quantum theory."
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Quantum computers perform

2 million times faster
< IEEE
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Képek forrasa: IBM's Almaden Research Center (San Jose, CA.),






Fénykép: Roy Kaltschmidt, forrds: http://www.lbl.gov/Science-Articles/Archive/sabl/2005/June/02-quantum-comp.htm
Forrds: http://wikis.lib.ncsu.edu/index.php/Image:Quantum_Computer.jpg
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* Fluxuskvantumokon alapulo
adiabatikus rendszer

* 2007 Orion Systems, 16
kvantumbites gép bemutatoja
harom alkalmazassal:

— Adatbazis keresés
— Ulésrend tervezés
— Sudoku fejtés
e 2009 Neural Information

Processing Systems
Conference

— Képfelismerd rendszer
betanitasa
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e 2011, D-Wave One
— 128 qubit
— 10 000 000 S

e 2013, D-Wave Two
— 512 qubit
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So...that's a Quantum Computer?
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Waiting for the tunnel effect.
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« Egy olyan szam megtalalasat, amelynek a felbontando
szammal van k0zos osztdja, atfogalmazhatjuk egy
fuggveny periodusanak meghatarozasara

« Klasszikus rendszerben nehéz feladat, viszont a
perioduskeresesre gyors kvantumalgoritmust lehet talalni

* Amig a primfaktorizacio klasszikus rendszerekben
exponencialis, addig kvantumos rendszerekben
negyzetes novekmenyu vegrehaijtasi idot igenyel

ofla*(w))

Részletes leiras: http://www.mcl.hu/quantum//foliak/kvantum_ primfakt1.pdf
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Martin-Lépez, Enrique et al. ,Experimental realization of Shor's quantum factoring algorithm using qubit recycling”,
Nature Photonics 6, 773-776, (2012)

Nanyang Xu, Jing Zhu, Dawei Lu, Xianyi Zhou, Xinhua Peng, and Jiangfeng Du, Quantum Factorization of 143 on a
Dipolar-Coupling Nuclear Magnetic Resonance System, Phys. Rev. Lett. 108, 130501 (2012).
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Teleportalas
1993: elImélet

1998: sikeres kisérlet
2004: 600 méter
2012: 97 km (Kina)

2012: 143 km (Kanari-szigetek)

C. H. Bennett, G. Brassard, C. Crépeau, R. Jozsa, A. Peres, W. K. Wootters, Teleporting an Unknown Quantum State via Dual Classical and Einstein-

Podolsky-Rosen Channels, Phys. Rev. Lett. 70, 1895-1899 (1993)
Juan Yin et. al, Quantum teleportation and entanglement distribution over 100-kilometre free-space channels, Nature 488 185-188 (2012)
Ma, X. S.; Herbst, T.; Scheidl, T.; Wang, D.; Kropatschek, S.; Naylor, W.; Wittmann, B.; Mech, A. et al. (2012). "Quantum teleportation over 143
kilometres using active feed-forward". Nature 489 (7415): 269-273
C. Nélleke, A. Neuzner, A. Reiserer, C. Hahn, G. Rempe, S. Ritter}, Efficient Teleportation Between Remote Single-Atom Quantum

Memories, Phys. Rev. Lett. 110, 140403 (2013)




Kvantum alapu kulcsszétosztas (QKD)
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Bacsardi, L.; Kiss, A.; Galambos, M.; Imre, S., "Examining quantum key distribution protocols in laser based satellite
communications,” Communication, Networks and Satellite (ComNetSat), 2012 IEEE International Conference on ,
vol., no., pp.187-91, 12-14 July 2012
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http://www.cse.wustl.edu/~jain/cse571-07 /ftp/quantum/index.html

Charles H. Benett, Gilles Bassard, 'Quantum Crryptography: Public Key Distribution and Coin Tossing’, International
Conference on Computers, Systems & Signal Processing, Bangalore, India (December 10-12, 1984)




BB84 protokoli

Rectilinear

ANy

http.//www.cse.wustl.edu/~jain/cse571-07/ftp/quantum/index.html
Charles H. Benett, Gilles Bassard, 'Quantum Crryptography: Public Key Distribution and Coin Tossing’, International Conference on
Computers, Systems & Signal Processing, Bangalore, India (December 10-12, 1984)
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Development of a Global Network for Secure
Communication based on Quantum Cryptography

Vienna, October 8, 2008. Today, the first commercial
communication network using quantum cryptography is
demonstrated in Vienna, Austria.
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L. Bacsardi, ,,On the way to Quantum Based Satellite Communication”, IEEE Communications Magazine, 51:(08) pp. 50-55.
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L. Bacsardi, ,,On the way to Quantum Based Satellite Communication”, IEEE Communications Magazine, 51:(08) pp. 50-55.

© Dr. Bacsardi Laszlé, BME




Muholdas QKD halozat

Satellite’s orbit Number of requested

satellites for the path Total QBER
300 3 0.0101
400 3 0.0151
500 2 0.0214
600 2 0.0295
790 2 0.0391
800 1 0.0501
900 1 0.0627
1000 1 0.0767
1500 1 0.1694
2000 1 0.2692

L. Bacsardi, A. Kiss, ,,Overview of a Space Based Quantum Key Distribution Network”, InProc. International Astronautical Congress, 2014, Toronto, Canada, IAC-14,B2,6,5,x23982

© Dr. Bacsardi Laszlé, BME
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« Kanadai cég

* 1999-ben alapitottak

. Allitasuk szerint kvantumszamitogépet arulnak
|dQuantique

« Svajci ceg

« Senatas-al egyuttmikodésben

« 2001 ota letezik, University of Geneva Spinoff
« Kvantum kulcsszétosztas, randomszam generalas
MagiQ Technologies

 Amerikal

* 1999-ben alapitottak

« Kvantum kulcsszétosztas
Quintessence Labs

» Amerikai-ausztral egyuttmuikodés

« Kulcsszetosztas, randomszam generalas

Forras: Galambos Maté el6adasa (BME)
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© Dr. Bacsardi Laszlé, BME
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