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Current m embers

= faculty members
— Levente Buttyan, PhD, Associate Professor (head of the lab)
— Boldizsar Bencsath, PhD, Assistant Professor
— Maérk Félegyhazi, PhD, Assistant Professor
— Tamas Holczer, PhD, Assistant Professor

* PhD candidates
— Gabor Gulyés (privacy in social networks, identity separation techniques)
— Aron Laszka (robustness of network toplogies, optimization problems, game theory)
— Gabor Pék (security of virtualized systems, malware analysis)

= CrySyS Student Core

— 10-12 talented students working with us permanently

+ students working on diploma and semester projects
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Mission

* |nternationally recognized, high quality research on
security and privacy in computer networks and systems

— problem driven, project oriented research - we are committed to
establish and participate in R&D projects, in which we collaborate
with industrial and other academic partners

= teaching network and system security, privacy, and
cryptography in the context of university courses,
laboratory exercises, and student semester projects

= provision of consulting services without compromising
the general academic objectives
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Research areas in the past

» Security and privacy in wireless
embedded networks

— sensor networks, body mounted sensor
networks, mesh networks, car-to-car
communications, RFID systems

— secure communications, secure routing,
secure distributed data storage, location
privacy, private authentication, privacy
preserving cluster head election

= economics of security

— game theoretic models of strategic
behavior, incentive compatible security
architectures, quantitative risk
management, cyber insurance
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Project highlights

SeVeCom - Secure Vehicle Communications (www.sevecom.org)
(EU STREP , supervised by L. Buttyan)

UbiSec&Sens — Ubiquitous Sensing and Security (www.ist-ubisecsens.org)
(EU STREP , supervised by L. Buttyan)

WSANA4CIP — Wireless Sensor Networks for Critical Infrastructure Protection
(EU STREP, supervised by L. Buttyan)

EU-MESH — Enhanced, Ubiquitous, and Dependable Broadband Access using
MESH Networks (www.eu-mesh.eu)
(EU STREP, supervised by L. Buttyan)

CHIRON — Cyclic and Person Centric Health Management
(ARTEMIS IP, supervised by L. Buttyan and R. Schulz)
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Current research

= detection and analysis of unknown
targeted malware

— static and dynamic program analysis, reverse
engineering, rootkit detection

— Windows, Android

call sub 10006C53

lea eax, [ebp-11h]

push eax

call sub 10001318

mov eax, dword 1002A134
cmp dword ptr [eax], ©
inz short loc_1000121B
mov [ebp-1Ch], ebx

push of fset unk 1001FC18
lea eax, [ebp-1Ch]

push eax

call Exception Handler sub 10013880
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Highly visible recent results

= DUC] U (October 2011)

— discovery, naming, and first analysis of Duqu
striking similarities to Stuxnet, but different mission (info-stealer)

— Identification of the dropper component
0-day Windows kernel exploit (in embedded font parsing)

— development of the Dugu Detector Toolkit
open source, heuristic anomaly detector (detects Duqu and Stuxnet)

= Flame (may 2012)

— first detailed technical analysis of Flame (aka sKky  WIper)
another info-stealer, but more complex than Duqu (unusually large size)

= MiniDuke (Feb 2013)
— detailed technical analysis with Kaspersky

= TeamSpy (Mar 2013)
— first detailed technical analysis
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Home / News & Blogs / Zero Day

Hungarian Lab found Stuxnet-like
Duqu malware

Summary: The Laboratory of Cryptography and System Security (CrySyS) in Hungary
confirmed its participation in the initial discovery of the Dugu cyber-surveillance Trojan.
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An in-depth look at Flame by the Laboratory of Cryptography and
System Security at Hungary's University of Technology and Economics
in Budapest, said it stayed hidden because it was so different to the
viruses, worms and trojans that most security programmes were designed

to catch.
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Unix / Linux | Gamekapocs Uj felhasznald vagy? Regisztral itt
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RENDSZERGAZDA vagy? Segitsd munkankat, vegyél részt az ITPRO 201

IBM Storwize® V3700 4,2 TB adat-térhellyel most
Tobb éve zajlo tamadast leplezett le a BME CrySyS

Bodnar Adam, 2013. marcius 21. 10:24 Sz6lj hozza!

Tobb éve zajlo célzott informatikai tamadast leplezett le a BME Adat- és
Rendszerbiztonsag Laboratérium (CrySyS). A publikalt informaciok alapjan
magyar kormanyzati szervek is érintettek.

A Nemzeti Biztonsagi Felugyelet riasztasa nyoman kezdett vizsgalodasba a BME CrySysS, a
folyamat eredménye egy informaciogydjtd kartevo leleplezése lett. A publikat adatok alapjan a
tamadok feltehetden évek ota tobb hullamban hajtottak végre informaciogyijtd tevékenységet,
magyar kormanyzati szervek mellett orosz iparvallalat, k6zel-keleti elektronikai cég, oroszorszagi
kovetségek, illetve francia és belga kutatdintézetek is érintettek az incidensekben.
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Publications between 2003 and 2013

= 5 books
Citations of Levente Buttyan
= 4 book chapters Y
= ~25 journa| papers All Since 2008
including 7 IEEE T . Citations 9550 5623
= ~60 conference/workshop papers i10-index 66
= 2 Internet Drafts I I I I I I
= 2 patent submissions T I I I I l
security and .
Cooperation ;5"
in Wireless i«
Networks‘ ompitig Citations of Mark Félegyhazi
All Since 2008
Citations 1452 1245
h-index 17 16
i110-index 20 20
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International collaborations

» EPFL, Switzerland (Prof. Jean-Pierre Hubaux)

= University of Twente, The Netherlands (Prof. Frank Kargl)

= KTH, Sweden (Prof. Panagiotis Papadimitratos, Prof. Gyorgy Dan)
= NEC Laboratories, Germany (Dr. Dirk Westhoff)

= |HP, Germany (Prof. Dr. Peter Langendoerfer)

= INRIA Rhone-Alpes (Dr. Claude Castelluccia)

= University of Minster, Germany (Prof. Rainer Bohme)

= Eurecom, France (Dr. Davide Balzarotti)

= University of Rome 3 (Dr. Roberto Di Pietro)

= University of Washington, Seattle (Prof. Radha Poovendran)
= University of California, Berkeley (Prof. Jean Walrand)
= |CSI, Berkeley (Prof. Vern Paxson)

W Laboratory of Cryptography and System Security
|E I H. ﬁ. sl CrySyS Adat- és Rendszerbiztonsag Laboratérium 11
T0

BE ON THE SAFE SIDE INARSSE 1T



PhD graduates

2005 2006 2007 2008 2009 2010 2011 2012 2013 2014

Bertal. ... Microsec, Citi Bank

Bencsath B. BME, CrySysS Lab

Schaffer p. SN Lab UniVersity of Luxemburg, Ernst & Young

Acs G, HSNLab INRIA, Rhones-Alpes

Doéra L. Ericsson, Hungfary

Holczer T. BME, CrySyS Lab

c)
TaV. T. HonLed INRIA, Lyon

SN Lab ‘ | | ..

, < HS
Laszka A. " Vanderbilt U

Pék G.
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Consulting and industry relations

it's possible
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Spin -offs

IT-SEC Expert

www.it-sec.hu

iIndustry oriented research,
development, and training

Ukatemi

advanced threat mitigation technologies

agile incident response
malware threat intelligence

tresorit

encrypted data storage in the cloud
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esorit

Ot. Sync. Share.

Everything is encrypted before
upload. You're in control.




Ukatemi

Ukatemi Technologies
Threat Intelligence Services




Teaching

= Base course in Computer Networking
— Computer Networking (info BSc German, Computernetzwerke) (M. Félegyhazi)

= Base courses in Information Security

Information Security (Info MSc, Adathiztonsag) (I. Vajda, L. Buttyan, B. Bencséth)
Information Security (Galn MSc, Adatbiztonsag) (I. Vajda, L. Buttyan, B. Bencséth)

= Special on Security of Communication Systems
(Hirk6zl6 rendszerek biztonsaga MSc informatikus szakirany)

BROGES]

TO BE ON THE SAFE SIDE

Cryptography and its applications

(Kriptogréfia és alkalmazéasai) (I. Vajda)

Security protocols
(Biztonsagi protokollok) (L. Buttyan)

Foundations of secure e-commerce
(A biztonsagos elektronikus kereskedelem alapjai) (L. Buttyan)

laboratory exercises, semester and diploma projects
(all members)

Laboratory of Cryptography and System Security
CrySyS Adat- és Rendszerbiztonsag Laboratorium
www.crysys.hu
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Teaching

= Elective courses

— Network security in practice
(Halozatbiztonsag a gyakorlatban) (B. Bencsath)

— Economics of security and privacy
(A biztonsag és a privatszféra védelmének kézgazdasagtana) (M. Félegyhazi)

— Privacy enhancing technologies
(Privatszféra erdsit6 technologiak) (G. Gulyas)

— Administrating security in computer networks
(Szamitégéphaldzatok biztonsagos Uzemeltetése) (M. Félegyhazi, T. Holczer)

= Student projects
— semester, diploma, TDK, ...
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Working with talented students

= CrySyS Security Challenges:
http://www.crysys.hu/security-challenges.html
— 2011, 2012, 2013

= CrySyS Student Core

= Capture the Flag (CTF) hacking contests
— iCTF 2011: 36/87
— iCTF 2012: 23/98
— CSAW 2013: 12/1378 (2/490)
— iCTF 2013: 2/123
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Questions?

WWW.Crysys.hu
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