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Abstract— Terminodes are personal devices that provide func-
tionality of both the terminals and the nodes of the network.
A network of terminodes is an autonomous, fully self-organized,
wireless network, independent of any infrastructure. It must be
able to scale up to millions of units, without any fixed backbone
or server. In this paper we present the main challenges and dis-
cuss the main technical directions.

I. INTRODUCTION

The Terminode Project is a 10-year-long research program
(2000-2010) [ter] that investigates wide area, large, entirely
wireless networks that we call mobile ad-hoc wide area networks.
In this project, we follow a radically distributed approach in
which all networking functions are embedded in the terminals
themselves [Hub99]. Because they act as nodes and terminals
at the same time, we call these devices terminodes. A network
of terminodes is an autonomous, self-organized network, com-
pletely independent of any infrastructure or other equipment.
A previous paper presented the first technical options of ter-
minodes [HBGH99].

Our vision of the Terminode Project can be illustrated by a
scenario of a free, wireless network covering a wide area. In
this scenario, terminodes are small personal devices owned by
everyone in a given area (city, region or country). The set of
terminodes constitutes a large network where multi-hop wire-
less communications allow voice and data messaging among all
users. The whole network operates at unlicensed frequencies.
It can be considered a free amateur wide area wireless network.
The terminode users can be human or equipment, depending
on the application. A terminode network can be of any size. In
particular, in regions of high-density population, the size could
reach several million devices. In the following, we summarize
the main design points of the project.

The Spectrum is the Infrastructure: To eliminate the need
for any additional device or network equipment, all network-
ing functions (typically performed in backbone routers/switches
and servers) are distributed in the terminodes. The only exter-
nal resource needed by users is the frequency bandwidth that
is assumed to be allocated by regulation authorities. The fact
that routing/switching functions are performed in the termin-
odes dramatically changes the routing paradigm. A backbone
of routers or switches typically looks like a tree, sometimes aug-
mented with few redundant links. In the terminodes approach,
the backbone is identical to the set of terminodes and looks
more like a strongly connected graph with a very high level of
redundancy.

Scalability to Large Numbers: Scalability to a very large num-
ber of terminodes is central to our research. In the Internet
or Telecom networks, this issue is efficiently addressed using
centralized and/or hierarchically organized routers and servers.
This approach is inappropriate in our context.

Decentralization and Self-organization: Terminodes are de-
signed to be self-organizing: any number of terminodes that
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form a connected graph can constitute a network. Therefore,
all terminodes have a common, minimal set of functions that are
necessary and sufficient for the network self-operation (peer-to-
peer [Ver98]). Compared to current networks, the mechanisms
that include centralized storage or processing must be substi-
tuted with completely distributed solutions. However, this does
not imply that all terminodes are identical. A terminode can be
individually extended with large processing, storage or internet-
working capabilities that could be a benefit for entire commu-
nity of terminodes — under the condition that these extensions
are not necessary to run the network.

CB Business Model: The terminodes introduce an original
business scenario in multimedia communication services. In to-
day’s networks, most multimedia communication services, in-
cluding those supported by the Internet, are seen by the end
user as commercial services that include a service contract and
regular fees. In the scenario we consider, the paradigm is radi-
cally different: terminodes are goods that people purchase once
and use forever, without service contracts or per-use-basis fees.
This is similar to the business model of citizen band, amateur
radio, and talkie-walkie systems.

II. RELATED WORK

Research in mobile ad-hoc networks was initiated in DARPA
Packet Radio projects [JT87]. The research on wireless net-
works has been mainly focused on cellular systems that are, in
principle, single-hop wireless systems. Within the framework of
the multi-hop wireless systems, research communities worked on
projects that addressed mainly Medium Access Control (MAC)
and routing issues.

The MAC layer specified in the IEEE 802.11 standard [80299],
or its variants, is typically assumed in the existing ad-hoc net-
work projects. The standard is based on the Carrier Sense Mul-
tiple Access with Collision Avoidance (CSMA/CA) scheme that
is extended with short channel allocation and acknowledgment
control messages. Apart from IEEE 802.11, there have been
many extensions to the basic CSMA/CA protocol, including
MACA, MACAW, FAMA, and CARMA. Their common objec-
tive is to resolve contention to a single-channel for a limited
number of transceivers.® To probe further on these protocols,
the reader is referred to [GLAF99] and the references therein.
The wireless LAN technology is already widely available com-
mercially. More recently, the Bluetooth standard has been de-
fined [Blu99] as a low cost pico-cell wireless technology suit-
able for purposes such as cable replacement. However, it is still
unclear how profitable it can be for mobile ad-hoc networks.
Nevertheless, none of these protocols are targeted to deploy a
wide-area mobile ad-hoc network such as the Terminodes net-
work.

In the last few years, projects such as Monarch, Wins,
etc., produced several routing protocols, simulation tools, sim-
ulation analysis, and performed trials. Mobile ad-hoc net-
works are becoming accepted as a valid commercial concept,
which is confirmed by the creation of the MANET working
group in IETF [Mob99]. Past work has focused on small net-
works. Based on the existing routing protocols, significant

1 An exception is CARMA, which has been extended to a multi-channel setting.



effort is currently being made in order to achieve scalability
[ICP*99],[MZ99],[MBJJ99],[HP99]. Rather than following an
evolutionary approach, we decided to investigate a different type
of routing based on the physical location of the destination.
A similar idea is used in [KV98], [BCSW99], [BCS99], but we
combine it with new location and packet forwarding algorithms,
designed specifically for networks with several million nodes.

III. BASIC MECHANISMS

In this section we outline the fundamental mechanisms that
we envision. The following sections will address the mobility
management, security and incentive to collaborate. Finally, we
will sketch some application scenarios.

A. Packet Switching and Burnt-In Addresses

We envision a terminode network based on packet switching.
Although circuit switching is an advantage for supporting voice
(very small delay in relaying terminodes), the complexity asso-
ciated with establishing, maintaining, and releasing circuits, or
any form of connection, is at odds with the requirement that in-
termediate systems are user equipment, and may operate quite
irregularly. Thus, we use connection-less packet switching. De-
lay will be minimized by supporting cut-through operations:
routing information is placed at the beginning of the packet
header and forwarding starts as soon as valid routing informa-
tion has been analyzed.

Terminodes must be identified by some means of addressing.
We need an address that a terminode can use without configura-
tion; every terminode has a burnt-in 64 bit End-system Unique
Identifier (EUI), as is planned today in the replacement of MAC
addresses for any communication equipment. Note that termin-
odes are able to work with the Internet protocol (see below),
however it is not a good idea to use IP addresses as the unique
identifiers because, as long as IPv6 is not really deployed, there
are not enough IPv4 addresses that could be set-aside for the
exclusive use of terminodes.

B. Radio System Architecture

The concept to design a wide-area radio network with no
fixed infrastructure raises several technical issues, which have
not been of concern with the existing systems (e.g., cellular sys-
tems and wireless LANs). In this section we discuss the radio
system architecture, including physical and MAC layers. Cur-
rently, the predominant radio access technology considered for
the third-generation cellular systems is Code Division Multi-
ple Access (CDMA) [OP98], [umt97]. This is mainly due to
an intrinsic flexibility of CDMA systems in terms of the radio
resource planning. We envision the terminodes to use one, or
several, non-operated frequency bands to be allocated for that
purpose.

How should the radio system be architectured for terminodes?
This question is raised bearing in mind that the system has to be
decentralized and self-organizing, that it should cover a wide-
area, support a potentially enormous number of terminodes,
with a high diversity of terminode density. Architecturing the
radio technology is a part of our ongoing research efforts, and
our current considerations are centered around CDMA. Below,
we address some of the technical issues involved.

We consider two tentative (global) radio system architectures
that do not exclude other potential approaches.

o Terminodes are self-organized into communities. A commu-
nity would be defined as a set of terminodes accessible by at
least one of them in a single hop. This concept is fairly similar
to the existing systems (cells of the cellular systems or individual
wireless LANs). The basic distinction is that the communities

are not assumed to be fixed to a given geographical region, and
there is no notion of a base-station. The radio resource allo-
cation could be done differently in intra- and inter-community
communication. This is also inline with the packet forwarding
discussed in section 3.3.

o A terminode is not a member of any specific community. In
this approach, there is in fact no defined community. This con-
cept is inspired by Shepard’s paper [She96], which proposes an
architecture based on CDMA. The author conducts a feasibility
study to operate a dense packet radio network, where most of
the radio resource allocation is resolved through CDMA, and
only a simultaneous transmission and reception of a given sta-
tion is alleviated through the MAC protocol. It is shown that
the system is feasible assuming that the minimum energy routes
are used, where each station directly communicates only with
a few of its closest neighbors. However, it is demonstrated that
localization of the traffic is necessary to avoid congestion, and
this remains to be resolved. The paper, also, does not cover
the mobility and code assignment problem. The latter may be
needed to avoid the hidden-terminal problem [TK75], and can
be solved through either transmitter, receiver, or pair-wise ori-
ented code assignment [Hu93].

Indeed, one could argue whether the former or latter con-
cept should be favored, which goes beyond the scope of the
present paper. In general, common to all CDMA systems is the
necessity for the transmission power control to reduce interfer-
ence and to achieve a certain level of QoS (typically expressed
in terms of a signal-to-interference ratio). Although, there is
substantial work on the power control, most of the results are
derived for the cellular systems setting. Hence, this is a poten-
tial direction of future work. Nevertheless, advanced concepts
have to be evaluated to a full extent in order to define an archi-
tecture viable in the long-term (e.g. multi-user detection, rate
adaptation, adaptive antennas).

Another issue of interest for the Terminodes is reduction of
the power consumption in order to extend the battery longevity
for battery supplied terminodes. There has been some work on
designing power-aware protocols. For a recent overview of this
issue the reader is referred to [WESW98].

C. Packet Forwarding

A packet sent by a terminode contains, among other fields,
the destination LDA and EUI, and possibly some source routing
information. Our solution is based on a combination of the
following ingredients (see [LB00] for more details). (1) Path
Discovery and Maintenance, (2) Packet Forwarding.

Every terminode builds its personal view of the network. The
personal view of the network is composed by two level views:
local and remote view. Large scale routing is the terminode
network is based on the combination of those two level views.

The local view of a terminode consists of information about
other terminodes in its local vicinity (e.g a few hops away). It
is based on the Terminode Local Routing (TLR) method, which
provides the following functions:

o Discover the identities (EUIs) of the terminodes that are
reachable by TLR. Such terminodes are a few hops away, and
are said to be neighbours. This mechanism that is inspired by
the IERP part of ZRP[HP99].

o Discover paths to neighbours. Source routing is used to reach
neighbours, much like DSR[MBJJ99].

« Discover location (LDA) of neighbours. This is used in sup-
port of the remote view. However, TLR does not use locations
for itself, and like DSR, routes are based only on fixed identities
(EUIs).

In addition, a terminode builds its remote view by acquiring
information about non-neighbour terminodes.



o The remote view is used by Anchored Geodesic Packet For-
warding (AGPF), which is the method that allows to send data
to non-neighbour terminodes. Unlike TLR, AGPF is heavily
based on locations. In its simplest form, geodesic packet for-
warding would consist in sending a packet in the direction of
the destination, identified by its LDA. When an intermediate
node receives such a packet, it checks whether the destination
EUT is within reach of its TLR method, and if so, it uses this
latter method. Else, the packet is sent to a neighbour in the
direction of the destination LDA. The direction is computed as
the shortest path (geodesic) on earth. In this simplest form,
geodesic packet forwarding will not often work. If there is no
connectivity along the shortest line, then the method would fail,
typically because a relaying terminode would find no neighbour
within the angle towards the destination. Our solution to this
problem is to use anchors. An anchor is a point, described by
geographical coordinates; it does not have to correspond to any
terminode location. Anchors are computed by source nodes, us-
ing the methods described above. A source terminode adds to
the packet a route vector made of a list of anchors, which is used
as loose source routing information. Between anchors, geodesic
packet forwarding is employed. When a relaying terminode re-
ceives a packet with a route vector (list of anchored points), it
checks whether the convex hull of its set of neighbours includes
the first anchor in the list. If so, it removes the first anchor
and sends it towards the next anchor or the final destination,
using geodesic packet forwarding. If the anchors are correctly
set, we conjecture that there is a good chance that the packet
will arrive at destination.

o The remote view is created by a combination of path discov-
ery methods called Friend Assisted Path Discovery (FAPD) and
Directional Random Discovery (DRD).

— FAPD is based on the concept of small world graphs[?]. A
terminode A keeps a list of terminodes that it calls friends. B
is a friend of A if (1) A thinks that it has a good path to B
and (2) A decides to keep B in its list of friends. A may have
a good path to B because B is a neighbour of A, or because A
managed to maintain one or several route vectors to B which
work well. When A wants to discover a path to a destination
C, then A may require assistance from a friend B. This is done
by sending a route request packet to B, which contains an offer
(counted in beans). If B accepts the offer, it has to find a path
to C. When this path is found and authenticated by C, then B
keeps the beans and returns to A the desired path. B may in
turn use his own set of friends to identify a path to C.

— Directional Random Discovery (DRD) is the last resort
method. It consists in two mechanisms for forwarding a dis-
covery packet towards the destination, and works as follows.
When a terminode receives such a packet, it tries to send it to
a good neighbour. As explained above, this is the most for-
ward neighbour, inside a given angle, in the direction to the
destination. When this first mechanism fails, i.e. there are no
neighbours inside the given angle, the terminode applies the sec-
ond mechanism. It determines the smallest angle towards the
destination, which contains between 1 and 3 neighbours and
sends to all neighbours within this angle. If there is an obstacle
or a gap in the direction of the destination, then this angle may
be large. Then the discovery packet is sent to these 1, 2 or 3
neighbours, who will forward it further, until the destination is
reached. Every node accumulates its LDA into the packet, and
consumes some beans. This method provides paths that tend
to follow the boundary of holes in the terminode networks. The
resulting paths are candidates to improvement.

o The remote view is constantly modified by Path Maintenance,
which consists of three main functions: path simplification; path

monitoring and deletion; congestion control and allows to im-
prove paths, and delete obsolete or mal-functioning paths.

Mobility management, which is essential for routing, is per-
formed by a combination of the following functions. Firstly,
TLR allows a terminode to know who its neighbours are, and
track them. Secondly, a location tracking algorithm is assumed
to exist between communicating terminodes; this allows a ter-
minode to predict the location (LDA) of corresponding termin-
odes. Thirdly, a distributed directory (VHR, as mentined pre-
viously in this paper) allows a terminode A to obtain a probable
location of terminode B that A is not tracking by any of the
previous two methods.

Looping packets are discarded by the beans mechanism de-
scribed below (similar to the TTL field in IP packets). Multicast
packet forwarding in the Internet is already difficult enough and,
thus for terminodes will be studied later.

IV. MOBILITY MANAGEMENT

In a network of terminodes, two generally adopted solutions
to manage mobile terminals (looding within MANET networks
[Mob99], and fixed server within GSM or Mobile IP) are not ad-
equate and a new approach has to be found for mobility manage-
ment. This is because the flooding operations have a dramatic
effect in a very large network. In addition, no fixed infrastruc-
ture or servers can be assumed in the Terminodes network for
the reasons mentioned above.

Few authors have already been studying the mobility man-
agement problem in ad hoc networks. The most relevant ap-
proaches are given in [LJCT00],[LH00]. The first approach de-
fines a hierarchically distributed server and shows higher perfor-
mances than MANET ad hoc routing algorithms. The second
defines a virtual backbone as a subset of nodes that are respon-
sible for replicating and maintaining location information of mo-
bile nodes. We have developed a new and original approach for
mobility management that avoids both flooding, and servers or
directory services. It is called the Virtual Home Region (VHR)
approach.

A. Principle

A virtual home region is a set of terminodes located near
to each other. The VHR is in charge of keeping some of the
information generated by a terminode. This terminode is called
the owner terminode (because it owns the information stored in
the VHR). The VHR is defined by a point in the space, C', and
a radius R. The terminodes that belong to a VHR are those
located in the disk (C',R). Each terminode defines a single VHR
that we refer to as “its VHR”; the relation between a terminode
and its VHR is defined by a well-known hash function H. The
function H operates on the EUI space and gives images in the
LDA space: H(EUI) = C with C being the center of the VHR
of terminode EUIL. The owner does not need to be in its VHR
(in general it is not).

When the owner terminode A moves to a new location, it
stores its new LDA coordinates in its VHR, using a simple
SNMP-like protocol®. If a terminode B is willing to send pack-
ets to A, it sends a query to A’s VHR and retrieves its LDA.
The VHR associated to A is known to B because H is known
to all terminodes (see Figure 1).

To make this approach work, terminodes are provided with
the capability of storing short information, serving as temporary
distributed memory for other terminodes. This cooperation is
mandatory for a self-operating network.

2We also consider additional protocols for direct source-destination mobility
tracking that are not discussed in this work.
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Fig. 1. The VHR mobility management; (a) terminodes A and B are
communicating directly, (b) terminode A moves and uses the VHR
protocol to publish its new position, (c¢) if B does not directly keep
track of A’s movement, it uses the VHR protocol to retrieve the new
location of A, (d) finally, B re-establishes communication with A.

The advantage of this approach is that it requires a reasonable
amount of communication to find a new position, in addition to
the fact that no external devices or servers are necessary. There
are several technical issues that are being solved to implement
this solution; in particular the radius setting is discussed here-
after.

B. The Radius Setting

The VHR needs management procedures in order to ensure
that it contains a sufficient number of terminodes. This num-
ber is appropriately chosen to ensure enough redundancy of the
stored information and at the same time to be small enough to
minimize communications inside the VHR. The expected VHR,
size is between 4 and 20 terminodes, mainly depending on the
packet loss probability. The radius has then to be dynamically
set to reach this size. Currently, two schemes are being evalu-
ated to estimate the VHR size. In the first, the VHR is managed
in a centralized mode (by the owner); in the second, it is man-
aged in a distributed way (by the terminodes inside the VHR
with self-organization functions). If the VHR is managed by its
owner, it is the responsibility of the owner itself to estimate,
monitor and manage the radius of its VHR. On the contrary, if
the VHR is self-organized, this becomes a task of the termin-
odes in the VHR. The radius is increased when the VHR size
falls under its minimum value and decreases when it exceeds its
maximum value. A VHR Protocol is used to store and retrieve
location information from the VHR, as illustrated in Figure 1.

V. SECURITY

Security in networks (including wireless ad-hoc networks) is
concerned with confidentiality and integrity of information, as
well as legitimate use and availability of services [For94]. In mil-
itary applications, confidentiality is considered to be the most
important security objective. In civilian scenarios, however,
availability has the greatest relevance for the user [SA99]. In

the Terminode network, availability has two aspects:

o Stimulation for co-operation. Since all services (e.g., packet
forwarding, mobility management) are provided by the termin-
odes themselves, these services are available only if the termin-
odes (or, more precisely, their users) are willing to provide them.
On the other hand, service provision is not in the direct interest
of users, because it consumes energy and, thus, reduces battery
lifetime. Therefore, a stimulation mechanism is required that
encourages users to leave their terminodes switched on and let
them provide services to other terminodes. We discuss this is-
sue further in Section VI, where we present an approach to solve
this problem.

o Defense against denial-of-service attacks. Stimulation for co-
operation is not enough to achieve availability, because services
may be unavailable due to denial-of-service attacks, such as in-
terception of packets and destruction or modification of control
information (e.g. information required for the geodesic packet
forwarding mechanism). Denial-of-service attacks are typically
impossible to prevent. However, they can be made very ex-
pensive by exploiting the inherent redundancy of the ad-hoc
networks [ZH99]. For instance, a packet can be sent to its desti-
nation via several disjoint routes, which makes its interception
considerably more expensive for the attacker.

A fundamental tool to achieve network security objectives is
cryptography. Cryptography is indispensable to confidentiality
and to protection of the information integrity, and also used
in mechanisms that ensure legitimate use of services (e.g. in
authentication protocols). The challenge of using cryptography
in the Terminode network is the management of cryptographic
keys.

Since terminodes are mobile, their interactions are sponta-
neous and unpredictable, which makes public key cryptogra-
phy more appropriate in this setting than conventional cryp-
tography. The most widely accepted solution for the public key
management problem is based on public key certificates that
are issued by (off-line) certification authorities and distributed
via (on-line) key distribution servers. Unfortunately, the appli-
cation of certification authorities and key distribution servers
contradict the self-organized® and self-operated features of the
Terminode network.

One approach for solving the key management problem may
be based on the replacement of the certification authorities with
communities of users (a PGP-like solution [Zim95]) and the dis-
tribution of the key distribution server function among the ter-
minodes (a VHR-like solution). Another approach may be to
adopt a system that implicitly guarantees the authenticity of
public keys, such as identity-based systems [Sha85] and those
using implicitly certified keys [Gir91].

VI. INCENTIVE TO COLLABORATE

As we mentioned in Section V, the Terminodes network relies
on the co-operative behavior of the terminodes (or, more pre-
cisely, their users). One possible approach to stimulate such be-
havior is to introduce the concept of money and service charges.
The natural idea is that terminodes that used a service should
be charged and terminodes that provided a service should be
remunerated. To this end, we introduce a terminode currency
that we call nuggets. We assume that the terminode hardware
comes with an initial stock of nuggets. The terminode nuggets

3Note that in military networks self-organization is not required at this level.
Indeed, these networks can rely on a hierarchically organized system of certi-
fication authorities, which are represented by headquarters at different levels.
Self-organization of the network is required only in the battlefield, which does
not effect the key management problem in such a radical way as it does in the
Terminode network.



have no monetary value, and they can only be used within ter-
minode networks.

Now, if a terminode wants to use a service (e.g., wants to send
a message), then it has to pay for it in nuggets. This motivates
each terminode to provide services to other terminodes and, in
this way, increase its number of nuggets, because nuggets are
indispensable for using the network.

One of the main services that the terminodes should provide
to each other is the packet forwarding. We are investigating two
approaches for rewarding the provision of this service.

o Packet Purse Model. In this approach, the originator of the
packet pays for the packet forwarding service. The service
charge is distributed among the forwarding terminodes in the
following way: When sending the packet, the originator loads
it with a number of nuggets sufficient to reach the destination.
Each forwarding terminode acquires one or several nuggets from
the packet and thus, increases the stock of its nuggets; the num-
ber of nuggets depends on the direct connection on which the
packet is forwarded (long distance requires more nuggets). If a
packet does not have enough nuggets to be forwarded, then it
is discarded.

o Packet Trade Model. In this approach, the packet does not
carry nuggets, but it is traded for nuggets by intermediate ter-
minodes. Each intermediary “buys” it from the previous one
for some nuggets?, and “sells” it to the next one (or to the des-
tination) for more nuggets. In this way, each intermediary that
provided a service by forwarding the packet, increases its num-
ber of nuggets, and the total cost of forwarding the packet is
covered by the destination of the packet.

Clearly, the models described above must be enforced some-
how, otherwise terminodes may depart from them. The basic
problems to be solved are related to nugget forgery, protection
of the packet purse integrity (in the Packet Purse Model), and
the fair exchange of packets for nuggets (in the Packet Trade
Model). Enforcement of the models may be based on the appli-
cation of a tamper resistant hardware module in each terminode,
which can be used for the management of nuggets, and cryp-
tographic protection of messages [BH00]. The challenge is to
find a trade-off between the robustness of the solution and its
efficiency; forwarding a single packet should not require com-
plex cryptographic protocols and heavy computational effort,
because the cost of these may well exceed the value of the ser-
vice.

VII. APPLICATION SCENARIOS AND DISCUSSION

Increasingly often, replacing a technology can be more cost-
effective than enhancing it. The newer the technology, the richer
are the potentials for new services.

Infrastructure-less mobile networks can be an appropriate so-
lution in a number of situations. A first example is a natural
disaster. An earthquake, a hurricane, or a flood can severely
damage the wired and wireless infrastructure of a region. At
the same time, the need to communicate increases dramatically
in order to organize relief and assistance. Terminodes can be a
way to keep communications operational: even if some of them
are lost or destroyed in the disaster, the remaining ones will
spontaneously organize themselves to support the traffic.

A second example is related to political instability. Too of-
ten, because of a high level of corruption or because of guerilla
activities, the communication network of a given region or coun-
try does not have the appropriate level of dependability. Such
a situation can significantly hamper development and progress

4Except for the first intermediary that receives the packet for free from the
originator.

toward democracy. By empowering citizens with the network-
ing functions, the terminodes can be an efficient solution to this
kind of problem. A more general example is related to the cases
where the economic madel of a cellular network does not make
sense (e.g., very poor countries and/or remote areas).

Terminodes can also be used for a wide range of applications
in situations less critical than the ones described earlier. As
mentioned in section 2, they can serve to support a kind of ”cit-
izen band”, by which people could avoid having to go through
the infrastructure of a given operator — due to cost or privacy
concerns.

VIII. CONCLUSION

In this paper, we have stated the main objectives of our work
and we have sketched the solutions we are exploring. Currently
we are working in the following directions. First, we are refining
the requirements, notably in terms of scalability, with promi-
nent humanitarian organizations. Second, we are checking the
robustness of our solutions, notably by means of simulations.
Third, we are building analytical models for the most involved
parts of the design, such as the radio architecture and the packet
forwarding principle.

The long-term goal is to design a device that will empower
citizens with direct communication facilities.
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