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SZABVANYOK
OSI CMIP SNMP: Simple Network
« Common Management Management Protocol

Information Protocol
e a 1980-as években

Internet-gyokerek (SGMP)
egyszerdnek indult

terveztek: az , e gyors alkalmazas és
egységesitd szabvany adaptacio
» nagyon lassU volt a e novekedése: méret,
szabvanyositasi komplexitas
folyamat e aktudlis valtozat: SNMP V3
» de facto
haldozatmenedzsment

szabvany
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 Management information base (MIB):
— a halézatmenedzselési adatok elosztott adatbazisa

e Structure of Management Information (SMl):
— Adatleiré nyelv a MIB objektumokhoz

« SNMP protocol

— szallitas menedzsel6<->menedzselt objektum adatok,
parancsok

e Biztonsagi es adminisztracios kepessegek
— légyeges Uj funkciok az SNMPv3-ban
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Ceél: a menedzsel adatok

szintaxisanak €s szemantikajanak Alapvetd adattipusok
egyeértelmd, jol definialt leirasa ' '
/’INTEGER

« alapvet6 adattipusok:
Integer32

_________ Unsigned32

« objektum tipus
— adattipus, statusz, a OCTET STRING

menedzselt objektumok OBJECT IDENTIFIED
szemantikaja |Paddress
« modulazonosité Counter32
— csoportok objektumok a MIB Countero4
modulba GuageBZ
Time Ticks
Opaque
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MIB module : SMI alapjan specifikdlva
MODULE-IDENTITY

(100 szabvanypsitott MIB, t6bbnyire gydrts-
specifikus)

MODULE

| OBJECT TYPE:
1

N\Az objektumok SMI alapjdn
specifikdlva

OBJECT-TYPE construct
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OBJECT-TYPE: ipInDelivers MODULE-IDENTITY: ipMIB
iIpMIB MODULE-IDENTITY
ipInDelivers OBJECT TYPE LAST-UPDATED “941101000Z”
SYNTAX Counter32 ORGANZATION “IETF SNPv2
MAX-ACCESS read-only Working Group”
STATUS current CONTACT-INFO
DESCRIPTION Kel’t’h McCloghrie

“The total number of input

DESCRIPTION
datggrams successiully “The MIB module for managing IP
delivered to IP user- and ICMP implementations, but
protocols (including ICMP)” excluding their management of
={ip 9} IP routes.”

REVISION “019331000Z"

.= {mib-2 48}
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Object ID Name Type Comments
1.3.6.1.2.1.7.1 UDPInDatagrams Counter32 total # datagrams delivered
at this node

1.3.6.1.217.2 UDPNoPorts Counter32 # underliverable datagrams
no app at portl

1.3.6.1.2.1.7.3 UDInErrors Counter32 # undeliverable datagrams
all other reasons

1.3.6.1.2.1.7.4 UDPOutDatagrams Counter32 # datagrams sent

1.3.6.1.2.1.7.5 udpTable SEQUENCE one entry for each port

in use by app, gives port #
and IP address
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kerdés: hogyan nevezzik el az az 6sszes lehetseges
halbzati szabvanyban el6fordulo dsszes lehetséges
szabvanyos objektumot (protokoll, adat, stb.)??

answer: ISO Object Identifier tree:
— Hierarchikus, fa alapu elnevezes
— minden elagazasi pontnak neve (szama) van

1.3.612.1.7.1

ISO :// & udpInDatagrams
ISO-ident. Org. UDP
US DoD MIB2

Internet management

© Halbzati Rendszerek és Szolgaltatasok Tanszék



F EsAécz)éﬁgA RLETE?AsSngEK ITUT (0) ISO (1) Joint ISO/ITUT (2)
TANSZEK
www.hit.bome.hu I |

OSI Stendard (0) IS{k:))orgerg;er ISO idenlifieg |
y orgonization
OBJECT | |
IDENTIFIER | |
us ..  Open Softw NATO
TREE DoD (6) Foundation (22]  identfied (57)
Internet (1)
directory (1] | experimental (3) security (S) ‘ mail [7)
management (2] privote (4) snmpv2 (6)
MIB-2 (1)
| | | | |
system (1) oddress icmp ({5) udp (7) cmot (9) snmp (11)
iranslction (3)
interface (2) ip (4) tep [6) egp (8) frons- rmon [16)
mission (10)

Check out www.alvestrand.no/harald/objectid/top.html
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Kéet modszer a MIB adatok es parancsok szallitasara:

menedzser menedzser
) )

request &
Trap msg
responsd ‘
v |
menedzselt eszkoz menedzselt eszkoz

request/response mode trap mode
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Message type Function

GetRequest Menedzser tugynoknek: “kiildj adatot”

GetNextRequest T .
GetBulkRequest (egyedi, kovetked listaelem, blokk)

InformRequest Menedzser menedzsernek: MIB adat

SetRequest | Menedzser ligynoknek : MIB adat irds

Ugynok menedzsernek: adat, vdlasz

Response
Request-re

Trap | Ugynsk menedzsernek: jelzés
rendkiviili eseményrél
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Get/set heoder Voriables o get/set

TOU Request Ervor Ercor

pe : Stclus Naome | Volve | Nome | Volve |. ..
(3_3} o '0_5) lndex

?DU Enterprise] /8N ;’Op Specific | Time | Nome | Volve
{59 ‘ Addr (oy_p7el code | stomp o
¢ >« >
Trop header Trop information
; SNMP PDU L
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e encryption: DES-encrypt SNMP message

e authentication: compute, send MIC(m,K):
compute hash (MIC) over message (m),
secret shared key (k)

 protection against playback: use nonce

e vView-based access control

— SNMP entity maintains database of access
rights, policies for various users

— database Itself accessible as managed object!
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e APPLICATIONS

menedzse
command nofification Proxy
generator receiver forwarder
SNMP | =
applicatiq command nofification ottt
responder originator
ugynok
PDU
security
message iImeliness
SNMP dispatching | | processing i | authentication ggﬁﬁ;f
engine em DlivVaC

security/msg
I header ‘PDUI UDP, Port 161

Port 162 trap

fransport layer
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Q: does perfect memory-to-memory copy
solve “the communication problem”?

A. not always!

struct { test.code | a test.code | a
char code; test.x | 00000001
int x; 00000011 test.x | 00000011
} test; 00000001
test.x = 256;
test.code="a’ host 1 format host 2 format

problem: different data format, storage conventions
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grandma 2004 teenager

aging 60’s
hippie
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1. Sender learns receiver’s format. Sender translates into
receiver’s format. Sender sends.

—real-world analogy?

—pros and cons?

2. Sender sends. Receiver learns sender’s format.
Receiver translate into receiver-local format

—real-world-analogy
—pros and cons?

3. Sender translates host-independent format. Sends.
Receiver translates to receiver-local format.

—real-world analogy?
—pros and cons?
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e hEBmeY PROBLEM

1. Translate local-host format to host-independent format
2. Transmit data in host-independent format
3. Translate host-independent format to remote-host format

It is pleasing It is pleasing

< Presentation Presentation

Presentation 1
service service

service

4\
Cat's Groovy Awesome
[amas
Pa| !

I & |

i

‘ aging 60’s S
grandma hippie 2004 teenager
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e |SO standard X.680

— used extensively in Internet
— like eating vegetables, knowing this “good for you™!

e defined data types, object constructors
— like SMI

« BER: Basic Encoding Rules

— specify how ASN.1-defined data objects to be
transmitted

— each transmitted object has Type, Length, Value
(TLV) encoding
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ldea: transmitted data Is self-identifying
— T. data type, one of ASN.1-defined types

— L: length of data in bytes
— V: value of data, encoded according to ASN.1 standard

Tag Value Type

Boolean

Integer

Bitstring

Octet string

Null

Obiject Identifier
Real

OO U, WNPE
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o lostnome ::= OCTET STRING {weight, 259}
HALOZATI RENDSZEREK iaht == IN wamithe
NI weight ::= INTEGER {lastname, "smith"}
TANSZEK
www.hit.bme.hu Module of data type Insionces of detc type
T LV decloralions written specified in medule
in ASN. 1

ENCODING:
EXAM P L E Basic Encoding Rules

(BER)

Value, 259 / ‘

Length, 2 bytes o [2
Type=2, integer > [2
h

Transmitted
! byte streom

Value, 5 octets (chars) > s
Length, 5 bytes >[5
Type=4, octet string [ §
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SUMMARY

* network management

— extremely important: 80% of network “cost”

— ASN.1 for data description

— SNMP protocol as a tool for conveying information
 Network management: more art than science

— what to measure/monitor

— how to respond to failures?

— alarm correlation/filtering?
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