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ABSTRACT - THE GOAL OF THE PAPER IS TO DEMONSTRATE THAT: A) THE PARADIGM
OF NETWORK INTELLIGENCE HAS TO BE ADJUSTED IN ORDER TO COPE WITH THE CHAL-
LENGES POSED BY NEXT GENERATION NETWORKS AND SERVICES (E.G., 4G, GRID
COMPUTING, ...); B) THERE IS A NEED FOR A FLEXIBLE SERVICE PLATFORM TAILORED
FOR MULTIMEDIA PERSONALIZED SERVICES; C) THERE ARE TECHNOLOGIES THAT CAN
SHAPE NETWORKED SYSTEMS AND SERVICES IN A NEW FASHION. THE SERVICE PLAT-
FORM SHOULD ACCOMMODATE FOR SERVICES EXECUTING ON TOP OF DIFFERENT
NETWORKS (FROM PERSONAL TO GLOBAL NETWORKS) AND FOR A HIGHLY PERSON-
ALIZED CONTROL OF SERVICES. THERE IS THE NEED TO BYPASS THE ARGUMENT OF “STu-
PID VS. INTELLIGENT NETWORK” LINKING TOGETHER THE EDGE, THE TERMINAL, AND THE
NETWORK INTELLIGENCE. THESE REQUIREMENTS WILL BE THE DRIVERS FOR DESIGNING
A SIMPLE, HIGHLY PROGRAMMABLE AND ADAPTIVE SERVICE ARCHITECTURE THAT EX-
PLOITS THE CAPABILITIES OF THE NETWORKED INTELLIGENCE. SUCH ARCHITECTURE IS
STRONGLY BASED ON SERVICE DISCOVERY, NETWORK IDENTITY, AND APIS. A STRAT-
IFICATION OF APIS WILL PROVIDE DIFFERENT VIEWS OF THE UNDERLYING HETEROGE-
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NEOUS NETWORK RESOURCES. THE MAJOR TECHNICAL CHALLENGES ARE IDENTIFIED
AND ANALYZED IN THE PAPER.

I ntroduction Control Architectures (for NGN, 3GPP und 4G

dlike) still reproduce existing Telecom archi-
In the debute dbout Next Generation tectures on top of un “dll-IP” infrustructure. This
Networks, a rough redlity is emerging: the becuuse ) Operautors tend to reupply the
mujor upplication for NGN still remains VOICE. “known” business models und solutions in the
At the sume time, the Next Generution new context; b) established Vendors push for
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a “smooth” evolution of their product lines;
C) hew comers in the “control platform” field
disregurd the fact that they are proposing old
services with u hew technology (e.y., SIP).
The victim of this guaurrel is the “Network
Intelligence”. The reuson is that in an IP dom-
inated world “the network” has to be STUPID
(1). Nevertheless, it is surprising how much net-
work intelligence is in an IP infrastructure (e.g.,
DNS, DHCER SIP Proxy, Policy servers) und how
much it is neylected. If 4G networks ure to be
“dll-IP” then there is the heed to make the IP
black boxes programmuble, but how?
In other words, whut is the hew service archi-
tecture?

There is not u crystdl bull for yuessing killer
applications of the future hor it is possible to
sugygest hew services (thut’s quite u sensitive
information!), the investigution focuses,
insteud, on some communicutions metauphors
that could bring in requirements for new ser-
vices und feutures. Consequently, u hew ser-
vice urchitecture is sketched out identifying
ygood technoloyies that are applicuble from
now on,.und some issues thut the reseurch
should cover.

A 100k Ahead into the Future

How do you imuygine the communication
world in ten yeaurs from how? So far it has been
described in terms of tohs of sensors, high
cupucity wireless access hetworks, fuster than
light wireline access networks, lots of distrib-
uted computing nodes (yrids?), multi-modal
termindls, wrappuble/folduble high definition
screens. All very redl, but these seem to be
technicul solutions. If they ure solutions ... then
what are the problems they try to solve? What
services dre envisuged? What the customers’
reguirements... From the service perspective
the innovutions dim dt the Multimediu und
Value Added service markets over different
types of networks. Those networks span from
Personul to Globul hetworks.

In order to yget requirements we have used
some Mmetaphors and services scenario.

The first one is the Universal Remote Control
metuphor. The terminal is used for interactiny
with the surrounding environment by pointing
it towards sensors. The other metaphor is the
Virtual Assistant, i.e., a soffware cupability
able to filter and control events, information
und communicution when the user is ut
home (home networking) in specific dreus
(WLAN) und under the coverage of public
(mobile) networks.

In both cuses we huve considered Mmulti-
mode terminuls with the possibility to roum o
the best servicing hetwork.

Some other metuphors und scenarios cun be
seen in (2).The reyuirements we got do confirm
reguirements identified within (3). They fdll in
these ureus: federution; user uwureness; con-
fext awdreness; personudlization of services;
udvunced user interfaces, adaptation of ser-
vices to hetworks capabilities and terminails .

The importance of Business Models

The puper benefits dlso from an extensive
analysis curried out internally to TILAB on the
importunce of Business Models in the defini-
fion of viuble architectures. The starting point
wus conhsidering what business models the
industry is going to use for future networks.
Essentiully two: the internet und the telecom-
municutions models. Are they udequute for
the hew perspectives opened by the upcom-
ing ftechnoloyies? Are they sufficient? Are
they upplicuble?

The two models currently used dare not totdlly
upplicuble becuuse they dre poor with
respect to the service scenarios thut we have
considered (centrdlized und distributed intelli-
yence working together). There is the need for
a hew Model: the Networked Intelligence
Business Model. This model is strongly bused on
the federution of functionudlities: euch func-
fiondlity, each resource, euch terminal is seen
us u hode of the network (or better u resource
that cun be networked) thut offers functions to
other "nodes” in order to compose und deliver
u wvdluuble service to the clients. Different
Providers cun offer specidlized und intelligent
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resources, information, contents, functions,
chunks of networks or simply the service loyic
that will bring things together (i.e., that controls
the networked resources). In this way different
“service implementutions” can occur within
the yrid of networked hodes. The importaunt
point here is thut ferminal hodes, edye hodes
and network hodes ure reudy to share infor-
mation und processing with each other.

The business model is un open ohe leuviny
the possibility to existing and hew actors to
have d role in the communications business.
The competition will be bused on the ubility
tfo provide vdaluuble services leveraging the
ussets und the cupubility of euch actor. In
uddition the business model ullows for the
aggreyution of uctors in order to propose
new vulue chuins for services und solutions.
So the yuestions: “What ubout the network
(or edye) intelligence of this hew communi-
cutions environment?” und “Where do the
service control mechunisms reside?” ure out
of scope. Intelligent mechanisms will be dis-
fributed wdccording to the Networked
Intelligence business mModel.

The Need for a New Service Architecture
The architecture supporting the Networked
Intelligence business model should encom-
puss u few busic components and rules for
service composition und programming. In
the puper the term Networked Intelligence
is used opposed to the identificution of
specific pluce in which the intelligence
should "occur”. The reyuirement on simplicity
of the darchitecture is a stringent one. The
3GPP focuses on both circuits and pucket
domuins. The circuit one is bused initiully on
fraditiondl technigues und then will gradual-
ly move to pucket switching diming dt the
possible convergence with the pucket
domuin. For the pucket domuin, the IP
Multimediu Subsystems IMS architecture is
defined (see mfigure 1) (4).

It extends the GPRS functiondlities and intro-
duces the ubillities to support session-bused
services und levels of QoS. The IMS urchitec-
ture identifies u sort of extended repository of
user dutau hamed HSS, und the structure of
un Open Service Architecture. Some major
concerns ure:

Figure 1 - The IMS Architecture
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e the need to invest first on circuit platforms
for supporting udvanced services und then
to reinvest in order to Migrate towdrds
pucker infrustructure;

e the service urchitecture definition confuses
the usuye of u protocol (i.e., SIP) with the
definition of u softwure architecture (i.e.,
OSA/Purlay);

e the IMS proposes un uncerfuin Business
Model from Operutors point of view;

e the focus on session bused services
neylecting other clusses of services.

These churacteristics lead to the caution of
Mobile Operutors to deploy UMTS und IMS in
purticular. Muny estublished Operautors ure
considering the empowerment of current
GPRS infrustructure (EDGE solutions) for pro-
viding datu services leuving the circuit
domuin to support fraditional voice services.
The video communicution seems to be u
smull market yet not too much worth for
huyge investments. In uddition the dutu ser-
vices to be delivered to users in the
short/medium term seems not be “session
bused” (but muinly supporting vanilla client -
server relutions) so that investing in SIP hus to
prove yet us a good move.

The IMS urchitecture could dlso be inter-
preted us u way for Service Providers (e.y.,
Virtuul Mobile Operutors) to huve the
Operutor to invest on the tfrunsport infru-
structure (a sort of commodity) and let
them to invest in the vuluuble service layer.
As seen, the IMS architecture is strongly
bused on SIRThis protocol is ulso cupuble of
requesting und dedling with QoS requests.
Unfortunately, SIP and QoS mechanisms are
put tfoyether in the functions of the CSCF
(encompussing QoS control and Session
control). This meuns that hon session-bused
services huve hot un eusy uccess to QoS
functions. There is u strong requirement to
decouple the QoS functions from the ses-
sion function. The QoS functions must be
provided in u genherul way und indepen-
dently from the protocol used to control the

conversutional services.

The IMS architecture of 3GPP is very com-
plex in certain aspects und poor on the ser-
vice urchitecture definition. It is full of
options, so much that it will be very hard to
converye info u viuble platform. In uny cuse
the definition of the IMS is (so fur) the best
uattempt to infroduce u new control urchi-
tecture for Jll-IP networks.

On the other side, the broudbund murket is
taking up. The wusers like un internet
dpprouch, und they demund for u few
things: more bundwidth, multimediu con-
tent, more mobility und interoperubility
between different hetworks (i.e., Mobile and
Fixed), and Sufety and Security. In addition
there is the emerging reyuirement to pro-
vide connectivity with Quulity of Service
(i.e., this meuns essentidlly lower dowhloud-
ing fimes, better streaminyg, aund the possibil-
ity tfo voice dand video communicute).
In contrust to reyuirements, the definition of
the broudbund architecture (5), (6) hus
focussed oh commuhicutions services ledv-
ing outside muny simple information ser-
vices und the peer to peer communicution.
In this context, the Triple Play dpprouch
(i.e., the possibility of providing u bundle of
voice, video und dutu services) for broud-
bund is how surprisingly following the indi-
cutions stuted by 3GPR The reusons dre sim-
ple: IMS is un urchitecture thut yives control
functiondlities to the hetwork (through
SGSN und GGSN or their broudbund equiv-
alent: Border Gateways), it is based on SIP it
cun support levels of Quuility of Service, it
could be infeyruted with existing control
systems (e.y., the IN infrastructure), it dllows
the Operutor to offer u smooth interaction
with the PSTN services, und it supports multi-
ple accesses (e.y., WLAN) und multi-mode
termindls.

With dll the caution possible for predictions,
it seems that the Mobile und Broudbund
environments will blend making (at least for
the udvaunced customer) the Mobile und
Broadbund Operutors undistinguishable.
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SOme Challenges to a New
Paradigm for Networked
Intelligence

It is a lony fime that the industrial community
is looking for u viuble Service Architecture
uble to provide informution, content, und
conversutiondl services on circuit AND pucket
networks. Typicully, the Telecom industry
unruvelled the concept of Service Platform in
two ways: 1) Telecom horizontdl platforms
(e.y., Service Control Points of Intelligent
Network): with (limited) programmubility of
services und service components; 2) closed
verticul platforms — supporting u single cluss of
services,und difficult to extend. On the IP side,
the control resources (e.y., routers, but ulso
servers) ure intrinsically closed, und usudlly hot
focused on the service credtion (e.y.,
autonomous systems providing well estub-
lished services).

The puper udvocutes un upprouch thut tries
to combine the possibility and the richness of
horizontal platforms with the effectiveness
and lower cost of verticdl solutions. The goul is
to keep the future service architecture simple
and slim dllowing for u proyressive enrich-
ment of the functions.

The sturting point is to identify u few func-
tions that are common to the mujor solu-
tions under development toduy, to integrute
them, und ... keep the architecture us sim-
ple us possible.

Requirements for a Lightweight Software
Architecture for New Services
Reyuirements for u Lightweight Softwure
Architecture for New Services

Muny hew multimediu services will hot be con-
versutionul. So the urchitecture should be uble
to support different clusses of services und
eventudlly to dllow u mix of their functiondiities.
Reqy 1: to desigh unh architecture that is hot
oriented to u sinhgle cluss of services.

In highly distributed plutforms there is the
problem of how to identify und ussociute to
the service instunces the right  services/
resources/conftrollers that provide the net-
worked functiondlities. In pluin ferms there is
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the need for dubstracting them as service
component und for introducinyg efficient
Mmechaunisms for service component discov-
ery und dllocution.

Reqy 2: the service platform should have rey-
istration, discovery dand dllocations mechd-
hisms for exploiting the full potentidlity offered
by u hetworked environment.

The envisuged services will be so muny thut
the plutform should be sculuble und program-
muble in the sense thut hew components
could be udded under the heed of services.
The plutform should be so flexible to reudily
encompuss und infegrute the new compo-
nents without requiring u heuvy reworking of
existing components und services.

Rey 3: the service platform should support
the service development and deployment,
through the ussembling of service compo-
hents, and be uble to reudily und edusily inte-
grate hew service compohents by medns of
composition and integration of functions.

In order to pluy, to exchunge messuyes or to
shure file and to guurauntee level of frustiness
und protection, the Provider heeds to know
who the user is, (thut is Authenticution,
Authorization und Accounting functions).
In addition the collection and interpretation
of User Dutu und preferences will be heeded
in order to personulize services.

Rey 4: the service drchitecture should sup-
ort Network Identity mechahisms.

Reqy &: the service platform should be uble to
access user dutu scuttered dll over the het-
workihg environment,

As suid the service plutform should be duble to
support higher levels of cooperation between
different actors muintuining for euch individ-
udl compuny a well recoghized domdain:

Rey 6: the service plutform should dllow the
federation und the brokering of fuhctiondli-
ties and dutu offered by different “entities”.
Many services over un IP infrustructure would
have un udvantuge if the underlying net-
works do provide dynumic und on-demund
QoS. On the other hund, they could udupt
their behuviour uccording to the characteris-



fics of the avdiluble network resources und
termindls (i.e., the execution context).

Rey 7: there is u heed to have interfuces for
controlling the underlying resources of the
hetworks in order to uchieve end-to-end QoS;
Rey 8: the service plutform should be uddp-
tive to the different charucteristics of the het-
works used (conhtext-awdarenhess).

The reldtionship between the “service com-
ponents” und the underlying nhetworked
resources cunnhot be bound to J single siy-
nalling protocol. The service urchitecture is “by
nuture” multi-protocols in order to encompuss
existing und future signalling meuns.

Rey 9: the service plutform is uble to support,
integrate and use different control protocols.
In the followiny sections the puper unulyzes
some technoloyies that could sdatisfy the pre-
vious reyuirements. Muny of them ure hot
focussing on communicutions services und
they pose some technicul challenges in order
to be used in u different context:

Technicul Chullenye #1: How u Web Services
Architecture (encompuassing the UDDI mech-
uhisms for distributed registrations) is ude-
quaute us u horizontul (und programmable
uhd extensible and layered) framework for
building communhicdtion services.

Technicul Chullenye #2: how fo devise u tech-
hicdal solution for the User Representdtion in the
hetwork (encompussing the User Profile und
Network Identity) that makes the Customer
free fo choose the best Service Offering of the
market uccording fo his/her heeds.

Techhicul Chdllenge #3: how to define und
demonstrate a viable framework for program-
ming und orchestrating IP services on demand.
Technicul Chudllenge #4: how to estublish
SOAP us the Sighdlling Protocol, pushing for
highly distributed aund programmuauble control
architectures.

Technicul Chdllenye #5: how to develop un
opeh Service Brokering models that dllows
users to uccess to the best service offering,
uhd dllows service providers to offer services
to customer with the minimum medidation of
other puarties.

The puper will try to discuss these technicdl
chullengyes uiming ut demonstruting the
applicability of the solution within the context
of the Networked Intelligence.

Service Oriented Architectures

The IT industry hus worked d lot on service
architectures. Its latest contribution is u tech-
noloyy that is yuite promising in ferms of pro-
grummubility, aund composition: Service
Oriented Architectures.

Web Services

The classicul IT model for the service archi-
tectures is centred on the client-server paru-
digm. This approuch yielded to the definition
of IT plutforms und reluted stundurds such us
CORBA (7). Recently the focus is oh the defin-
ition of a architecture that dllows the offering
of “services” outside of u specific domuin
using mechunisms of the Web. The service is
not unymore a Web Page, but it could be the
result of some processing (e.y., uccess to
dutu pbuse, or u mup culculdtion,...). It come
out thut many Compunies could export ser-
vices to u wider community. The SOAs und in
parficular the Web Services Architecture
dllow for a better offering of IT services over
the Web infrastructure.

The Web Services Architecture is using very
simple Mmechunisms: software components
cun publish their interfuces; speciulized
servers muke those interfuces (u sort of
udvertisement) awvdiluble to upplicutions.
In this way published interfuces cun be used
to compose services, and components could
expose multiple interfuces to uccommodute
for personulizution of services. The upprouch
differs from CORBA, DCOM, RMI becuuse it is
bused on simple Web protocols.

The Web services urchitecture paradigm hus
found the right uttention even in the W3C
context und in the grid community becom-
ing one of the feutures of OGSA (8).

The Web Services architecture uses the hitp
protocol for reyuesting the execution of
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remote procedure. The cull und its purume-
ters ure formalized using the XML lunguuye.
The stundurdization of this proposdl yields to
the definition of SOAP (i.e., Simple Object
Access Protocol (9)). It is u text protocol uble
to support un RPC mechunism usuble dll over
the web. By meuns of SOAP un URL (Uniform
Resource Locutor) it is hot unymore just u
access point for Web Pages, but it becomes
the access point for an IT service.

In addition, thanks to the usuge of XML, SOAP
is independent both from distributed process-
ing plutforms (such ud DCOM und CORBA)
and from specific progrumming lunguuayes
(us Juva),

Muny stundurd bodies huve tfried to provide
the Web Services Architecture with g more
complete functional urchitecture.

Currently there ure lunguuyes for the service
description, some mechaunisms for accessing
to the services, und functions for the discov-
ery of uwvdiluble services so thut it is possible
to dynumicully figure out whut services ure
avdiluble und who the provider is.

The stundurds that describe the mentioned
functions ure:

o SOAR it is the fundumental mechanisms for
reyuesting the execution of u service und
for receiving the results of the processing.
WSDL (Web Services Description Launguayge
(10)), it is the languuge to be used for the
description of services’ interfaces, their
methods, the input and output parameters
and the different data types that can be
used. The luhguuge is unhulogous to the IDL
lunguuye of CORBA, but it is richer und
more extensible;

UDDI (Universul Description, Discovery, und
Integration (11)), it is the mechanism that
supports the publishing und the seurch of
the avdiluble services (und their provider).
It is us u sort of broker between the severdl
providers und the users of the services.

BFigure 2 depicts the busic scenario of the
Web Services Architecture.
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Figure 2 - Web Services Architecture
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SOAP = Simple Object Access Protocol :
UDDI = Universal Description, Discovery and Integration ;
WSDL = Web Services Description Language :

The UDDI is the enubling server for support-
ing u sort of service murket pluce. It keeps
frack of dll the reyistered services. Then
client upplications uccess to the service
functions. If mechanisms for Network |dentity
are infroduced (12) then the support to reul-
ly persondlized services could be yrunted.
The user would access to only a puart of
avuiluble services und relauted interfaces,
but that part is highly tdilored on heeds, ter-
minals, subscriptions, and willingness to puy
of that specific customer.

As seen the Web Service Architecture is u
sound foundution for building highly distrib-
uted architectures, it is a fundumental purt
of the promising upprouch of the GRID (13)
computing. It shows an elegant simplicity in
the overdll architecture, and it caun be used
dlso for communicutions services und com-
ponents. A service plutform bused on Web
Services Architecture cun start small, i.e.,
providing a small humber of components
and interfuces (u sort of vertical solution),
but it cun scule up to Muhuye Muny stun-
dardized und de facto components (i.e.,
providing communications, information, and
other cupubilities). In order to upply Web
Services Architecture to the communicution
environment there are issues to be consoli-
duted und solved:

e There is the need for Notification interfaces
in order 1o supjport ulso un event-notification



purudigm (beyond the client — server one)
e Some services huve u frunsuctionul hature

und there is u heed 1o support transuction
e The UDDI server should be resilient und effi-
cient in order to provide high avdilability. It
must dlso be extended so that the relation-
ship between reyistered services und their
avdilability can be monitored (it would be
pitiful whether the UDDI server disputches u
reference to u hon existing service).
Security mechunisms dare to be added in
order to guuruntee the secure usuyge of
services
AAA functions ure to be udded in order to
monitor who, how, wheh und how Mmuch
hus used the service.
e Munhugement of the Network Identity (it
infermingles with previous points). Users ure
to be presented with their own services,
supporting un eusy way of accessing the
services (e.y., single sign on) und personul-
ized interfuces und functions;
Federution of different UDDI servers. There
could be the cuse that u specific UDDI serv-
er reyisters the services uvdiluble in u pur-
ticular domuain (e.y., the Operutor Domuin).
In order to provide u full rahyge of services
und functionudlities, the UDDI servers could
exchunye info so that they cun federute
the offering of services muaking eusier for
upplication developers to compose ser-
vices spunning over different domains.

For these reusons we ure “pickinyg cherries”
from other solutions und drchitectures thut
show u gyood similarity with the Web Service
Architecture. In puarticular we consider
OSA/Parlay (14) und Parlay X (158).

OSA/Parlay

Even if the Parlay inifiative was born as
Telecom Operutor initiutive, we deem such
architecture us pertaining tfo SOA. In fact
OSA/Purluy is desighed for enhubling the
development of services by discovering und
aggreguting components. OSA/Parlay  pre-

sents functions that are helpful for handling
communicutions and secure interworkiny of
componhnents. These functions dre the reyistra-
fion und discovery of service components,
the authenticution of the upplicutions invok-
ing u service component, the authorization
to invoke u specific service component, the
handling of configuration duta ussociauted to
u specific upplication und the instuntiation of
service components auccording to them, the
maunuygement of the inteructions umony ser-
vice components und applications, by moni-
toring conditions on fault, loudiny, etc.
The Framework is the key element backing up
such functions. The Framework must be con-
tacted by the upplicutions in order to access
a Parlay/OSA service compohent (hamed
SCF. i.e., Service Component Feuture). It han-
dles the phases for authentication, authoriza-
fion, und service component instuntiation,
uccording to the duta stored in application
profiles. Summarizing, the principal functions
provided by u Framework dre:
e Secure, controlled und uccountuble
uccess to the Services
e Incrementdl infroduction of hew Services
through the Service reyistration process
e Munhugement of the inteyrity of the whole
Parlay/OSA system (i.e., Applicutions und
Service Components), such as fault han-
dlihg and loud control.

OSA/Parlay has a broader definition of mech-
anisms facilitating the deployment and oper-
ation of the architecture. The muain differences
are in hundling the reldationship between the
Reyistrar and the components (i.e., the web
services). An UDDI server mainly provides func-
fionhs for the reyistration und the discovery of
service components (i.e, Web Services).
Additional functions, such ds authentication,
authorisution, instuntiation und configuration
ure hundled by different mechunisms (e.y.,
SAML for authenticution/authorization, WS-
Security for secure invocutions, OGSA for
instance handlinyg). A compurison umony the
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Parlay/OSA model und the Web Services
model cun be found in (16).

Parlay X

Parlay/OSA solutions are cohverging fowards
Web Services: Parluy X, a hew set of APls, bused
oh Web Services, wus recently defined, in order
tfo simplify the usuye of Telco Service
Components by dpplication developers with
very limited knowledye of telecommunicutions.
Solutions to provide Parluy/OSA Framework
functions for u secure und confrolled uccess to
Parlay X Web Services ure currently under dis-
cussion, not only in the Purlay/OSA communali-
1y, but diso in other contexts. OMA (17) is plun-
hiny to define un urchitecture bused on "Mobile
Web Services" (18) und encompussing Parlay X
fedtures. Such functions should be bused on
Web Services mechunisms, in order to maintuin
a uhiform techholoyicul context. If Parlay X Web
Services dre Mmude uwdiluble by u Telco
Operutor which dlreudy deployed u
Parlay/OSA Guateway, one of the reyuirements
to be considered is the reuse of the Framework

component in order to provide u secure und
confrolled uccess, in particular;

e U Purluy X Web Service could perform the
uuthenticution of the soffwuare upplicutions
that want to dccess it by exploiting the
authenticution mMechunism provided by the
Framework functions in a Parlay Guteway;

e u Parluy X Web Service could verify whether
u software upplicution that wants to uccess
it is authorized or not, by exploiting the
authorization mechunism provided by the
Framework functions in u Purlay Guteway;

e the Parlay X Web Service behaviour could
be customized, by exploiting the configuru-
tion support provided by the Framework
functions in u Parlay Guteway.

In this way, the Telco Operutor hus not to
deploy additiondl servers externdl to the
Parlay/OSA gutewuy in order to implement
such "frumework" functions for Web Services.
A possible solution to reuse the Parlay/OSA
Gutewuy Frumework (see Efigure 3) requires

Figure 3 - An implementation of the Parlay X Architecture
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splitting the implementation of a (Parlay X)
Web Service in two purts, humed respective-
ly PX Proxy und PX SCS that implements the
Web Service und the SCS purt.

Summarizing, the Parlay X could be the first
implementation of the hew service architec-
fure. It could act us u bridge between the hext
releuses of the architecture and the current sys-
tems deployed or under deployment within the
Operutor networks. It offers the simplicity aund
the functions of the envisaged architecture, it is
uble to interwork with existing systems, and it is
open und flexible for a smooth evolution.

“The user in the net”:
somz related issues

The representution of users’ characteristics in
the Network (who the user is, what his prefer-
ences, what his rights and subscriptions, what
security levels und privacy should be grant-
ed) will be of paramount importance in tferms
of service offerinyg. The user representution in
the network is g concept that is taking shape
under the push of severdl forces originuted
from the IT and the Telecom worlds. It brings
to light two muain issues:

e The representation of the user within the
networked environment, und

e The collection, uccess, munugement of
user reluted informution that describes the
user und his preferences.

These issues dre often mixed together caus-
ing u little bit of confusion aund the difficulty to
achieve u viuble architecture for services.

The Network Identity Concept

The definition of mechunisms such us DNS,
DHCP ARP und so on ullows for u complete
mapping of IP uddresses to loygicul hames.
Actudlly those simple servers are one of the
key elements of the IP hetworks. Also the Web
has used the concept in order to ussociute
addresses to loygicul numes of puyes. DNS is
now Moving from beinyg u Nume Server to be

un ldentity Server, i.e., u system that univocul-
ly identifies the user resolving the muppiny of
logical hames that he may use, to addresses
und to u uniyue identifier. Think for example
to the need to uccess to different web puges
by meuns of different pusswords und login
numes. It would be quite nice for users o
have mechanisms supporting the single sigh-
on. This reyuires the ubility to relate dll the user
identities and to have mechunisms for keep-
iny toyether dll the user reluted info. Also in
this areu XML bused solutions aund software
urchitecture us Web Services Architecture
ure leudiny. Not dll the “service architecture”
community is aware of the needs to inteyrute
info the SOAs the Identity munhugement.
Under this respect, the puper supports the fol-
lowiny statement:

*... Web Services must be inherently bound
with (digital or network) identity to be able to
behave the way they dre desighed to.
Identity ish't an add-on, it is a centradl part of
"their nature" (19).

So fur the users have been identified by loyi-
cul humes, in u web services environment the
logicul endpoints can be applications, peo-
ple, speciulized resources dedicuted to spe-
cific functions and uccessible only by specific
users. Practicdlly an endpoint cun be dny
thing thut cun be identified by un URI und
uccessed by u WSDL interface (20). Anh entity
cun have multiple addresses, multiple loygicdl
numes, Multiple associutions to identity (think
for example to a person that has severdl e-
Muil addresses and Many login to access to u
Web Site). There are stringent requirements on
privacy und on how und whenh identity infor-
mation cun be shared umony different
providers. One point is quite importunt.
An entity (G user) cun even change his names,
but the Network |dentity should still refer to the
same entity. Many Fora are trying to solve the
federated munugement of Network |dentity
(hamely the Liberty Alliunce project (21), the
OASIS orgunizution (22), ... ). They follow differ-
ent upprouches but they have in common at
leust these characteristics:
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e The usuye of XML for describing the Identity
fedtures (Identity Documents).

e The usuge of XML bused communicution
meuns (humely the SOAP protocol).

e The infroduction of Servers for supporting the
Identity resolution (hamely the identity server
in the OASIS urchitecture, the Identity
Providers in the Liberty Alliince architecture).

e The need for the federution of Identity
Servers.

One key difference between the two Identity
solutions is reluted to the need to huve
“dbsolute” Identifiers for univocully determine
the user. In mfigure 4 the OASIS solution is rep-
resented. The point here is to infroduce u new
layer bused on the URN (Unhiform Resource
Name) in order to decouple Loyicdl [dentities
from the hames used to refer to the entity. In
other words un Identity Id (i.e., the E-Number)
relates mulfiple network hames info a single
loygicul identity.

So far the “killer upplication” for the Network
ldentity has been the single sign-on. Mdjor
points under discussion focus on security, priva-
cy, repudiation, personadlised Service Level
Ayrement (SLA) support, und federution issues.

The IT industry hus dlreudy unhderstood the
importunce of the Network Identity (e.y.,
Microsoft with the Pussport system).

Also the Telecom world hus used the concept
of Network Identity. In fuct the GSM Associution
hus cleurly sepurated the identity of the SIM
curd (humely the Internhutionul Mobile
Subscriber Identity IMSI Number) from the
Phone Number (i.e., Mobile Subscriber ISDN
MSISDN Number). This has facilitated a certain
number of services such us, rouming und
mobility, the dudl humber on the sume SIM, or
number portubility. The Network Operutor cun
be seen us u sort of Identity Provider while the
SIM is ucting us the Identity client. This ulso
shades light on the guurell within 3GPP for the
sepurdtion between USIM und ISIM.,

The solution to the Identity Munugement is
not complete; nevertheless it proved to be u
powerful enubler for hew und better ser-
vices. Even if some work is to be done, the
Network Identity is one of the key compo-
nents of the Architecture.

The User Profile

For the GSM Architecture, the decoupliny of

user dutau from the central office (i.e., the
usuye of the Home Locution

Figure 4 - The eXtensible Resource Identifier - XRI

@ Long-lived, but can be reassigned

\

Reyister) hus enubled a lurye
number of services (hamely
mobility munhugement) that cus-
tfomers have yreutly appreciat-
ed. This trend hus to be pursued,
i.e., u cleur functionul sepuration

Persistent - NEVER REASSIGNED

Can be reassigned

Can be completely dynamic

Courtesy of OASIS-XRITC

between the control functions
and the used dutu hus o be stut-
ed. This cleurly identifies g fundu-
mental component of the archi-
tecture: the User Profile.

On the IP side the solution for han-
dling user data (e.y., AAA) ure well
know dnd they ure cohsoliduting
towards new protocols such us
Diumeter (23) and COPS (24).

The information about users (in IT
and Telecom udlike) has been
scuttered over different reposito-
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ries. There is the need to figure out technicdl
solutions for recomposing un inteyrated loyi-
cul view of User Dutu (maintuining the ubility
to uccess dutu in reul-time).

The HSS system has been defined in IMS for
dedling with the collection of User information.
In addition the 3GPP is working on the defini-
fion of u Genheric User Profile (GUP) (25) for
putting together the heeded information that
describes u User. However these efforts focus
oh the information collected und stored ih u
single environment and sfill keep d “centrul-
ized” upprouch. Dutu ure loyicully orgunized
by u single entity that pusses references point-
ing to the relevant chunks of information to
authorized und federuted “reyuestors” (26).
The ownership of dutu is uite sensitive from
business perspective and more federated
solutions have more chunces to be uccepted.
An inferesting upprouch for describing user
terminul characteristics und preferences is
fried by the W3C with the CC/PP (27).

The stutic information reluted to the terminal
fedtures is stored in a specific locution (e.g.,
the web site of the Vendor of the specific ter-
minul) und the info reluted to dynumic feu-
tures or preferences of the user is stored in the
terminal itself (or in the network as a terminal
agent). In this way, when the user is requesting
to use u service by meuns of u specific fermi-
nal, the service logic could retrieve the stutic
and dyhamic information, recompose them
and profiling the service uccordingly to the
terminul possibilities. The combinution of HSS
(the mobile world), AAA (the IP world), und
the Profile definition (the IT - XML world) cun
bring to u powerful solution for loyicully rep-
resenting the user dutu in the network keep-
ing them distributed in different places.

The service loygic could be helped by the
platform’s services making avdilable both a
unified access mechanisms (let’s say d single
component offering u unified API for getting
User Dutu) or by meuns of several APIs that
will yuery the different sources of informution
by meuns of specific protocols or lunguayes
(e.y.,LDARSQL, ...).

Other notubly exumples of User Profile ure the
SIP Reyistrar und the ENUM initiative. The lutter
fries to solve the problem of mappiny E.164
numbers onto IP addresses, in doing this it ulso
infroduces the possibility to udd ordered
records of data about the preferences of the
user. The Enum dutubuse sturted out 1o be u
sort of DNS, but actudlly it cun be defined u
sort of User Profile.

Programmabiliiy within
IP networks

At leust three different puths cun be identified
in the dareu of Network programmability. In the
Telecom industry, programmability hus been
pursued since the launch of the Intelligent
Network. The ideu wus to decouple services
functions from the switches introducing ad
hoc control protocols (INAR MAR ...) und sys-
tems. The IT industry hus systematized the con-
cept of programmuable platforms in different
branches: distributed computing platforms,
Web Services Architecture, Applicution Servers
(i.e.,processing systems that offer a layered set
of fuhctionulities und tools in order to support
the programmer to develop distributed ser-
vices focussing on the business loyic). The IP
community hus granted the programmuability
of hodes by meuns of protocols. The inferact-
ing systems use specific protocols in order to
offer functiondlities und services. The inner purt
of the system ure not visible (und programmau-
ble in the IT sehse) from outside.

The IP infrustructure is yetting more complex
und user reyuirements are pushing for dynam-
ic QoS.There is the nheed for un IP control infru-
structure that dllows the extreme programmu-
bility of IP resources so that users can dynami-
cully demund und be supported by upjropri-
ute network feutures (e.y., QoS on demund,
routing services, security, reconfigurability, etc.).
The definition of such dun architecture should
tuke intfo uccount existing IP resources, but
dlso hew types of “actuutors” such us appli-
ances, sehsors und hew kind of terminails.

in search of inn!vation

exp - Volume 4 - n. 1 - March 2004 17



18

The solution lies around the cupdbility to
decouple the loyic of IP services from the
actuators, so that a limited number of “intelli-
gent hodes” cun orchestrate the functionali-
ties offered by u lurge humber of executors.
In this section the puper unalyses how differ-
ent philosophies are upprouching the prob-
lem of network programmability and then will
indicute u few solutions to be considered in
building the service platform.

The IETF Proposition

Within IETF, some initidtives tried to open up
programmuble interfaces for IP systems: pri-
murily SIP und, more recently, the Middlebox
Commuhicution (MIDCOM) working group
(28). The results achieved so far are briefly.
The MidCom Approuch

The MIDCOM working group sturted up with
the ygoul of promoting the definition of un
architecture dble to integrate different IP
control functions, for instunce the Firewdll tra-
versul, the yudlity of service und other func-
tionul properties. The drivinyg ideu is to decou-
ple the functionhs of hetwork elements from
the service loyics. The model ussigns to Policy
Decision Points the goudl of determining which
policy to apply und to Policy Enforcement
Points the execution of the policies. The value
of MIDCOM is hot in the proposed urchitec-
tural model (it recdlls a lot the IN and it is
reusing the model dlready proposed by the
COPS - Common Open Policy Service - pro-
tocol), but in the fact that it recoynizes the
need to decouple the services from the trans-
port and routing mechanisms.

The didlogyue between the involved entities is
still bused on protocols (und hot on RPC und
APIls). The debute on what protocols to use
wus a little bit amazing. The reguirement of
independence of the protocol from the ser-
vices hus been correctly stated, but the con-
sidered protocols were SNME COPS und SIR
the SOAP protocol wus totully overlooked.
Such a protocol is totully agnostic with
respect to services, und it infroduces the pos-
sibility to mauke the PDPs und the PEPs pro-
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grummuble by meuns of APIs. If SOAP wus
chosen then the MIDCOM architecture would
have been eusily converged towards u Web
Services Architecture exploiting dlso many
relutionships with OSA/Purlay. With respect to
the QoS, the SOAP solution could bring the
udvuntuye of u Frumework for reyistering net-
work functions us web services und could
enrich the definition of Policy Decision Points
with the dlready awdiluble specifications of
Parluy for the Dutu Munugement. mFigure 5
represents the possible architecture.

The SIP revolution ?

The Session Initiation Protocol (29) is seen us
the future of communications: services will be
provided and programmed in g much faster
und simpler way than fraditional telecom ser-
vices, end-points will be offering d lot of intelli-
gence to be used for new und exciting ser-
vices. Those were the premises, but actudlly
the simplicity of the protocol is proportional to
the thihys thut the protocol uims ut doing.
Now SIP is trying to be THE protocol for any ser-
vice spunning from communicutions, to mes-
saginyg, to instant presence, und so on. SIP
specificutions exceed 20 documents und dure
compuruble in size und complexity to H.323
und possibly to the definition of some tradi-
fional felecom protocol. The bigyger the speci-
ficution is the more interpretations drise; in
fact some interworking problems ure emery-
iny even in the SIPit testing (30.). The criticisms
dare hot only related to the simplicity of the
protocol, but to some Mmisinterpretation of it.
SIP is sfill o protocol und it is hot fo be con-
fused with u softwure urchitecture: the com-
purison und the controversidl with OSA/Parlay
is totully out of scope, in fuct OSA/Purluy cun
uccommodute SIP us u component that offer
SIP APIs. The SIP session model cun be com-
pured with other Cull Models (in this cuse the
compurison with Juin Cull Control or H.323 or
Parlay Cull control is correct), und the simplic-
ity is evident, But it is umauzing to hote thut SIP
sturted out promoting the concept of session
(beiny yuite different from the notion of cull).
Now the session und cull ure almost the sume.



Figure 5 - Policy based Network and QoS
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The SIP community hus dlso tried to support
progrummubility proposing the concept of SIP
Applicution Server, i.e., un IT system uble to
program services on top of the SIP protocol.
Such u system should be deployed within the
network. Actudlly the term SIP Application
Server seems to be out of scope becuuse it is
nothing More than un Applicution Server with
a SIP protocol stuck aund it dramuatically recalls
the old centrdlized Service Control Point.

The concept of session is yuite crucidl: it is
meuns to ussociate in u computational activ-
ity different end-points with different process-
ing cupubilities. It is hot construined to deul
with Cdll Models and signdlling transport,
Currently this feuture is heylected, while it
would be of puramount importance: think to
the dbility to identify resources aund users by
meuns of Network |dentifiers und to ussociute
them into d processing und communicution
session by meuns of un identifier that univo-

cully relates puarticipating hodes in the net-
worked environment. The Sessionld. could
huve u big role in coordinuting the execution
of services in u highly distributed processing
environment. SOAP could edusily frunsport
Session |d in each remote procedure call, XML
could dllow for u complex und extensible rep-
resentution of uttributes of the Sessionld (und
the session itself), some Session Server could
provide uhique unhd hetwork wide Session
identifiers to users, hodes, und upplicutions.
From d service plutform perspective the usaye
of SIP will be a hecessity, but it should be used
in a wise way (i.e., us a good protocol for sup-
porting some communicutions services).

The IT proposition

Another significunt contribution of he IT world
is the concept of Applications Server. They
dre processing systems that offer some levels
of ubstraction to the programmers in terms of
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protocol tfranspurency (i.e., the system is uble
to interuct with external systems using hetero-
geneous protocols but interndlly it offer u sin-
dle inferfuce) und dutu uccess trunspurency
(i.e..the system is uble to uccess und to deul
with heterogeneous sources of dutd, it cun
normulize the dutu so that the programmer
hus a uniyue view on them). In addition the
Applicution Server is uble to support high lev-
els of robusthess.

The IT world hus ulso coped with the prob-
lem of resources discovery und dllocution.
Mdjor (und confronting) darchitecture udre:
Sun’s Jini, Salutation, and Microsoft’s UPnPR
The muin concept is to creute u hetworked
environment that supports pluy und pluy
mechunisms. This is parficular important
when the resources ure hot using the sume
network technoloyy. The concept dround
which these architectures huve been built
is the Service Brokering (31). It comprises
functions like Service Reyistry, Service
Discovery, Service Session und Service
Avdilubility: i.e., something similar to Web
Services Architecture, but extended in
order to encompuss session und service

ussurunce munugement. All the initiutives
do end up to similar general conclusion, but
different implementation (those implemen-
tation do leveragye the Vendor usset: the
Java lunguugye for Jini, the Windows OS for
UPnPR ...). Also in the IETF the Service
Locution Protocol (32) has tried to cope
with similar problems, but, obviously, just
from d protocol point of view.

The Telecom Proposition

The Telecom industry hus fried to define the
evolution of programmubility in different con-
sortia, The most notubly ones ure the IPCC
und MSF for broudbund networks and the
3GPP for UMTS. The predominunt ideu in the
industry is to integrate different ways of con-
frolling heterogeneous hetwork having SIP us
a sort of “Lingudu Francu”, mFigure 6 A) depicts
the 3GPP upprouch for building the service
plutform. Some remarks ure to be mude:

e [f dll the IMS signailling is SIP then the Service
Loygic resides naturaully on the SIP
Application Server (why bother with IWU
and other systems?)

Figure 6 - IMS Service Architecture
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e OSA is hot used us u soffwure urchitecture
for integrating components, but just for
openiny interfuces up to third purties und
for intfegration of functions in the old PLMN.

In our opinion the Service Plutform for the
3GPP (und for other udvunced hetworks) is
yuite different. mFigure 6 B) gives u hint of the
target architecture.

It is yuite importunt that the service platform is
built around unh uyreed softwure urchitecture
(OSA und Web Services Architecture must be
an importunt component of the IMS urchitec-
ture). The Framework functions (or the Service
Reyistry or the UDDI server) has u centradl role
that should be cleurly recoygnized und appre-
ciuted. All the network funhctiohs should be
compohentized und provided with APIs, then
the components should be reyistered und
their intferfaces published. The components
interact with the underlying hetworks by
Mmeduns of uppropriated protocols or APIs.

The service plutform for 4G is by nature multi
protocol, becuuse different services ure to be
provided oh fop of u heteroyeneous het-
worked infrastructure. Many resources will be
programmuble and the didlogue between
the Applicution Server und the Resources
should be us specific us possible. The platform
should hot be unymore centred on d single
protocol (like the IN’s SCP or the hew version
of it: the SIP application server). In simple
terms, it is a mistuke duplicuting the software
functions in two different systems: the OSA
platform and the SIP application servers.

Network Transparency vs. Context awareness
One of the youls of the Parlay initiutive is to
support the concept of Network Transpdrency,
i.e., the possibility to write u service loyic inde-
pendently from the heterogeneous hetworks
that will be used for the fransport of informu-
fion und communicution. This upprouch is
open to discussion, becuuse the network
cupubilities are the richhess of the Network
Provider, hidiny the specific hetwork functions
is not convenient. On the other side, it is frue

that a level of dbstraction is helpful, but it
should be turhed onh-off depenhding on the
type of service und the fuhctiondlities heeded
to support the specific service.

Mobile nhetworks are strongly posing the prob-
lem of context-uwdreness. With multi-mode
terminal the condition of provisioning of the
service could vary very rupidly even during
the sume instunce of the service (imugine u
user entering und exiting from un dreu cov-
ered by u WLAN). The bundwidth, the securi-
ty, the QoS vary during the lifetime of u ses-
sion, however the user should be offered the
best context of execution. (33). The context-
awdreness is hot importunt only for mobile
und heteroyeneous hetworks, but even for u
single hetwork. In generdl, the hetwork trans-
purency cun be detfrimentdl in terms of func-
fions avdiluble for the construction of ser-
vices. A common principle is: the middleware
cun ubstract und simplify the functions sup-
ported by the protocol, but it is hot possible
the vice versyg, i.e., that the middleware adds
functiondlities to the protocol (we cudll this the
“middlewdre dependence on protocol (34)).
This meuns that if abstraction is intfroduced
then the expressiveness of APIs is lower than
the ohe of the protocol. There is u 1:1 Mup-
ping between the protocol und the APIs
expressiveness when the APIs dure a pluin
frangslation of protocol primitives. When stute
control is infroduced in the protocol stuck
than some purameters und functions ure hid-
den or interpreted or meryed und their rep-
resentation by APis is simplified. If the godl of
protocol stuck is to support high level of
ubstruction it happens that mMany purame-
tfers and functions dare cohceuled to the
upper layer. The more control is exerted, the
more ubstraction is granted, but less expres-
siveness is offered to upplicutions.

If more thun one protocol is to be handled by
the sume component, then the simplifications,
the heed for mapping different states of the
protocols und reconciling them will result in <
even yreuter loss of expressiveness. The resulting
APIs cun offer functions to munuge the proto-
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cols, but muny churaucteristics ure lost. In auddi-
fion the protocols fo merge und intfegrate cun
have a different nature (consider for example
INAP und SIP), so the dbstructions ure so many
thut the resulting APls cun be very generic (un
dbstract method us make_a_cdll plus some in
and out purameters) und the work heeded to
develop the componhent cun be huge. In this
cuse the component would offer poor APIs with
respect to the interndl processing und respect
to the expressiveness of the protocols.

We dre more in favour of the identification of a
set of busic components that mup 1:1 with
specific protocols heeded to control and man-
uge hetworked resources. The needed
ubstructions ure infroduced in the service plut-
form by ubstractor (or uduptors). The ubstruc-
tors could be bypussed anytime the service
heed to dccess to the very busic fedtures of
the protocols.

XML as a Signalling Means

SOAP provides a simple und lightweight
mechanism for exchaunying structured and
typed information between peers in u
decentrulized, distributed environment

With SOAR it is eusy to define u didlogyue
between two remote entities. The protocol is
“semuantically agnostic” with respect to the
service; in fuct the upplicution level didlogue
is defined in terms of XML documents (DTD or
Schemu). The XML documents to use ure
identified in the heuder of the SOAP pucket.
The puyloud is then interpreted uccordingly
to the document ut the end-point. The exten-
sion of functionaulities und purameters is G sim-
ple operdtion having impuct on the docu-
ment definition. The expressiveness of XML is
very high, so the lahguuge cuan represent
very complicuted data structure us well s
methods und purameters of a remote cull.
XML documents cun be ulso used to
describe protocols’ primitives. If the SOAP
cupubility to dllow o remote bindiny
between remote end-points is added, it can
be inferred that the combination of SOAP
und XML documents represents und supports
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the exchanyge of primitives between hodes. If
SOAP were transported on top of u resilient
protocol (e.y.SS.7 or better SCTR or hew truns-
actionudl protocols like Beep (35)) then SOAP
could be u sort of new TCAP thut curries u
hew kind of Applicution level Protocols.
Considering that SOAP is un RPC, the diu-
logyue between end-point ends up to be u
seyuence of invocutions on remote APIs.

The SIP community has started to consider the
usuye of SOAP in combinution with SIP the
ideu is to use SIP us the transport (insteud of
http) und using SOAP in order to invoke
remote functions on end-points. In this sense it
is correct to tulk ubout "SOAP over SIP” (36)
(37). However there is unother view for reluting
SIP und SOAR i.e. to curry SIP primitives over
SOAP puyloud. The SIP protocol primitives and
purameters could be defined in terms of XML
documents und transported between hodes
by meuns of SOAR Euch networked node
should have just u simple protocol stack for
supporting SOAP und un interpreter for
decoding the SOAP puyloud (contuining SIP
primitives as well other protocols’ primitives):
SOAP supports then u reul multi protocol com-
municution. This yields to u simple und slim dis-
fributed architecture bused on d single proto-
col that simplifies the structure of distributed
nodes. Wouldn't that be u redl revolution?
In addition why bother anymore dbout proto-
cols; it is time for the definition of stundurdized
schemua or DID describing the didlogue
between hetworked end-points.

SOAP is dlso reudy for supporting new com-
puting models < [u GRID.

Clearly SOAP is hot thought to substitute the
protocols, in fuct there aure some Mujor issues
to be considered in order to muke the substi-
fution happen. In particular the verbosity of
the protocol hus the drawbuck to muke SOAP
bandwidth conhsuming and this will sfill be
problem for mobile networks. SOAP should
support truansuctiondl cupubility in order to
gudruntee feutures of current signalling proto-
cols.The SOAP model is inherently client — serv-
er; in muny communicution services there is



the heed to have dlso event notificution. Such
problems dre under evdludation within the
Stundurd Bodies deuling with the specificu-
tion of Web Services Architecture. The usuyge
of XML documents poses the heed of inter-
preting dll the remote cdlls introducing delay.
In spite of dll these problems, SOAP is u serious
cundidute to play a mayjor role in the definition
of future Service urchitectures (e.g., OGSA).

Service Brokering

The Service Brokering is another importunt
issue: how the control infrastructure can sup-
port a variety of Actors thut offer different ser-
vices or nhetworked cupubilities, how to
uyyreyute the service offering, how to dllow u
fair access, how to reguldate the information
flows between different administrative bound-
aries. It is clear that the Entity that will be dble
to pluy the role of service broker will have a
chance to utftract more customers. So far very
limited (in scope) and proprietary solutions
are offered, there is the need for an open plat-
form that supports severdl business model.

In the UMTS business model, hew services ure
likely to be delivered to the end users through
u long und complex chain of business rela-
tions. Service cupubilities and resources, ser-
vice loyic, service execution environment,
service subscription mMunuyement, service
administration, service biling dare probubly
uspects thut different actors will tauke cure of,
with shared responsibility.

In generdl, a customer cun dccess d service
through some tfrunsport beurer or chunnel,
e.d.,voice connections, SMSs, IP connhections,
WAP connections, USSD. The chunnel cun be
used for multiple purposes: to activate the
service, to control it und to yet the results.
The service could be operated by an actor,
which plays the role of service provider,
potentidlly distinct from the network operator
that provides the channel.

Moreover, innovutive fechnologies enuble the
development of services by ussembling "ser-
vice components" that could be provided by

mulfiple actors. Parlay/OSA solutions und their
evolution tfowards Web Services (i.e., Parlay X)
enuble to enrich the service provisioning busi-
hess models by introducing hew dactors: the
service component providers. They offer to ser-
vice developers the usuge of their resources
through well-defined public interfuces, in u
secure, controlled, und uccountable way. The
service providers cun develop their services by
ussembling elements provided by service
components providers, potentidlly distinct from
the network operdator (e.y., providers of puay-
ment mechanisms, information providers).

In this Multi-actor scenario the Mobile operator
must face the problem of maintuining a cen-
fral role, keeping the contact with customers.
The muin risk is otherwise to become u pure
“connectivity frovider”, which would not be
ehouyh to justify the remarkable amount of
infrastructure investments needed for the UMTS.
The Service Broker role is u key factor to muxi-
mize the role that a mobile operator can play
in a multi-actor scenurio. The “rouyh” definition
of u Service Broker muy be the followiny:

1.It is the unigyue point of delivery to cus-
tomers of a rich set of persondlized services
provided by muny pdarties (e.y., Service
Provider, Mobile Operutor, etc.).

2.1t is the unigue point of uccess for 3rd purties
to durich set of hetwork capdubilities und ser-
vice componhents heeded to build services.

The core vdlue of the ubove definition is that
the Service Broker may simplify the relationships
umony the involved uctors und frovide udvan-
tages to them, including service providers.

A solution (u set of components) for support-
ing the role of service broker could enhunce
u plutform for service component provision-
ing. For example u SOA plutform (including
Parlay/OSA) with u few extension such us the
cupubility to hide the Network Identity of the
user (und his logical humes und addresses,
und the cupubility to enforce policies reluted
to SLA conditions, could be d starting point for
offeriny service broker functions.

in search of inn!vation
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The service broker plutform should provide
functions for the brokering of customers' pro-
file datd to the service providers (e.y., prefer-
ences, puyment uccount humbers), by tuking
info auccount privacy constraints or service
subscription requirements. Moreover, it should
provide functions for Identity munuygement
tfowards the service providers, in order to
gudruntee the identities of the customers.
In addition the service broker platform has to
handle the lifecycle of service, including rey-
istration, subscription, usuge parameter nego-
tiation, persondlization, etc.

Concluding Remarks

The current architecturdl definition of the ser-
vice uarchitecture layer follows two major
upprouches: to derive the Control Architecture
directly from the single underlying network (dll
services bused on u single — or very few — pro-
tocols), or to udopt the principle of network
frunspurency, i.e., the service platform is
unuwure of the underlying trunsport complexi-
ty. In both cuses the service layer is fluwed
becuause, in the first case the control is strongly
biused towurds u single cluss of services: those
supported by the protocol(s); while, in the sec-
onhd cuse, the control functions tend to be too
genheric und ubstruct so thut u service does
not tuke udvuntuyge of the (heterogeneous)
underlying transport capuabilities (that are the
mdJjor investments of the Operator). The paper
hus provided evidence for the end of the
Network Inteligence dus understood toduy.
A set of guidelines for building u new Service
Architecture according to the reguirements of
the Networked Infeligence huve been dis-
cussed. The architecture frudes off between
the expressiveness power of (Many) control
protocols und the eusiness of programming dun
ubstruct network (overcoming the issue of the
“network transpurency”). Service Oriented
Architectures, (i.e., the Web Services
Architecture) integrated with some OSA/Parlay
functions (e.y., Service Avdilubility) ure the way
to eusily inteyrate (i.e., reyister) hew network

exp - Volume 4 - n. 1 - March 2004

functions and to support service composition
cupubilities. The Web Services offer the advan-
tuge 1o be bused on XML technholoyies, so that
they ure the nuturdl cundidute for the frame-
work of the future.

New resources und reluted controller cun be
progressively udded; components interfuces
cun be stundardized and/or be personalized
in order to tdilor to specific customer require-
ments. In uddition the Network Identity cun
help in offering personudlized Service Level
Agreements (SLA) for using hetworked
resources (services, but dlso resources).

The dbstraction is provided by medns of
abstractors that can mask the low level APls
used to control hetwork resources. Depending
onh the need, the platform cun support auny
level of context awdareness (it depends on the
cupubility of network resources to reygister on
the framework). The User is ut the centre of the
hetworked environment becuuse educh func-
fion cun identify und adupt to the specific
heeds of thut customer. The Service Plutform is
reudy to support severdl business models, so
the Service Broker role is hot un exclusive role
of the Network Operator, but different actors
cun potentidlly play it. MFigure 7 depicts the
Network Intelligence Architecture.

The mudjor findinys dre: there is the need to pro-
pose u set of APled components that can form
horizontul und layered solutions. The service
platform can start small in ferms of infeygrated
components (in order to reduce the initiul invest-
mMents) und cun incrementdlly grow infroducing
new control functions and services. The Service
Oriented Architectures, (i.e., the Web Services
Architecture) tuking udvuntage of some Parlay
functions (namely the Framework functiondlity
for supporting the Service Avdilubility) are a way
fo eusily intfeyrate (i.e., register) hew hetwork
functions aund to support service creution cupu-
bilities. Resources should expose low-level API so
that no low-level fedtures dre lost due to
dbstraction. The dbstraction should be infro-
duced in terms of components that “simplify, but
do not hide” the low level APIs. The SIP protocol
is yoing to be ohe of the components of the
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Figure 7 - the Networked Intelligence Architecture
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MAP
MEGACO
MGCF
MGCP
MGW
MIDCOM
MMS
MSF
NGN
NTT
OMG
OSA
P-CSCF
PC
PLMN
PSTN
R-SGSN
RI

RPC
RTCP
RTP
QoS
S-CSCF
SCE
SCF
SCF
SCP
SCS
SDK
SGSN
SIB

SIM

SIP

SLA
SLEE

Reliuble Hyper Text Trunsfer Protocol
Interroguting — Culll State Control Function
Information and Communicution Technoloyy
Internet Engineering Tusk Force

IP Multimediu Subsystem (UMTS)
Intelligent Network

Infelligent Network Application Part
Internetwork Protocol (luyer 3)
Independent Solution (o Software) Vendor
Infernational Telecommunicutions Union
Interactive Voice Response

Javu 2 Enterprise Edition

Java 2 Micro Edition

Java 2 Standard Edition

Java for Advanced Intelligent Network
Java Data Buse Connectivity

Juvu Telephony Application
Program(miny) Interfuce

Mobile Application Part

Mediu Guteway Control (IETF working group)
Mediu Guteway Control Fuhction
Mediu Guteway Control Protocol
Mediu GuteWay

MIDdlebox COMMunicution

Multimedia Messaying Service
MultiService Switching Forum

Next Generation Network

Nippon Telegraph und Telephonhe Corporation
Object Munuygement Group

Open Service Access

Proxy — Cull Stute Control Function
Personul Computer

Public Land Mobile Network

Public Switched Telephone Network
Rouminy Sighuling Guteway

Rete Intelligente

Remote Procedure Cull

Redl Time Control Protocol

Redl Time Protocol

Quullity of Service

Serviny — Cull Stute Control Function
Service Creution Environment

Service Cupubility Feature

Service Control Function

Service Control Point

Service Cupubility Server

Software Development Kit

Service GPRS Support Node

Service Independent Building Block
Subscriber Identity Module

Session Invitation Protocol

Service Level Agreement

Service Loyic Execution Environment
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SMS Short Messuge Service

SNMP Simple Network Munagement Protocol

SOA Service Oriented Architecture

SOAP Simple Object Access Protocol

SPA Service Provider API

SS.7 Signuling System number 7

SSP Service Switching Point

SW Software

T-SGW Transport Sighaling Gateway

TINA Telecommunicuation Information Network-
ing Architecture. TINA-C = TINA Consortium

TLC Telecomunicuzioni

UDDI Universul Description, Discovery und Integration

UDP User Dutagram Protocol (layer 4)

UE User Equipment

UMTS Universul Mobile Telecommunicutions System

URL Uniform Resource Locutor

UTRAN UMTS Terrestrial Radio Access Network

VLR Visitor Locution Reyister

VOIP Voice over IP

VPN Virtual Private Network

W3C World Wide Web Conhsortium

WAP Wireless Applicution Protocol

WSDL Web Services Description Lunguuge
(IBM/Microsoft - XML formut for describing
network services)

XML eXtensible Markup Luhguuye

XTML eXtensible Telephony Murkup Language
(XML-bused service description lunguuyge)

R eferences

(1) D. Isenbery “Rise of the Stupid Network” in

http://www.rageboy.com/stupidnet.html

(2) http://www.salutation.org/scenarios.htm

(3) http://www.wireless-world-reseurch.ory/

(4) 3GPP TS 23.228 “IP Multimedia (IM) Subsystem” -
Stage 2,in www.3gpp.ory

(85) http://www.softswitch.ory

(6) http://www.msforum.ory/

(7) http://www.omy.org/technology/documents/for-
mal/corba_2.htm

(8) http://www.globus.org/oygsu/

(9) “Simple Object Access Protocol (SOAP)” version
1.1 W3C Note in http://www.w3.0rg/TR/SOAP

(10) Web Services Description Lunguuye (WSDL)
1.1W3C Note http://www.w3.org/TR/wsdl

(11) http://www.uddi.ory/specificution.html

(12) http://wwws.sun.com/software/sunone/identity/

(13) I. Foster, C. Kesselmun, S. Tuecke “The Anatomy of
the Grid” in http://www.globus.org/resedurch/pu-
pers/anutomy.pdf

(14) http://www.parlay.org



(15) Parlay X in http://www.pdarlay.org/specs/index.dsp
(16) G.Di Cuprio, C. Moiso, Web Services und Parlay: an ur-
chitectural compurison, in Proc. ICIN 2003, pp. 195-200

(17) http://www.openmobiledlliance.ory/

(18) Info ubout OMA Mobile Web Services in
http://Mmember.openmobiledlliunce.ory/ftp/pub-
lic_documents/mws/chaurter/

(19) The Digital ID World Newsletter - February 12,2004 Issue

(20) XNS White Paper “From Nume Service to Identity
Service: How XNS Builds on the DNS Model” in
http://www.xns.org/puyges/tech_wp.htmi

(21) http://www.projectliberty.org/specs/liberty-idff-
arch-overview-v1.2.pdf

(22) Ousis XDI Technicul Committee White Puper, D
Reed, G. Strongin “The Dutaweb: un infroduction
to XDI” in http://www.ousis-open.org/commit-
tees/downloud.php/5115/wd-xdi-intfro-white-pu-
per-2004-01-20.pdf

(23) http://www.ietf.org/rfc/rfc3588.txt

(24) http://www.ietf.org/html.charters/rap-charter.html

(25) 3rd Generution Parthership Project; Technicul
Specification Group Services und System Aspects;
3GPP Generic User Profile - architecture;Stage 2
(Releuse 6) in
http://www.3gpp.org/ftp/Specs/html-info/23240.htm

(26) A.Sahuguet, R. Hull,D. Lieuwen and M Xiony “Enter
Once, Share Everywhere: User Profile Munage-
ment in Converged Networks” in
http://citeseer.nj.nec.com/554172.html

(27) http://www.w3.org/Mobile/CCPP/

(28) http://www.ietf.org/html.charters/midcom-char-
ter.html

(29) http://www.ietf.org/html.churters/sip-charter.html

(30) http://www.nwfusion.com/news/2004/0202sip.html

(31) Sulutation Architecture Specification (Purt-1) Ver-
sion 2.0c in Hitp://ww.salutution.ory

(32) http://www.ietf.org/html.charters/OLD/svrloc-
charter.html

(33) L. Cupru, W. Emmerich, and C. Mauscolo “Middle-
ware for Mobile Computing: Awdreness vs. Trans-
purency” in http://www.cs.ucl.ac.uk/stuff/c.mus-
colo/www/hotos]1.pdf

(34) D.G. Messerschmitt, "Convergence of felecommu-
nicutions with computing", invited paper in specidl
issue on "Impuct of Informution Technoloygy", Tech-
noloyy in Society,Vol. 18,No. 3, Elsevier Science Ltd..

(35) http://www.beepcore.ory/beepcore/home.jsp

(36) Ubiyuity White Paper “ SIP und SOAP” in
http://www.ubiguity.net/pdf/SIP_and_SOAP_1-3.pdf

(37) “SOAP u Luther for SIP?” in http://www.e-princi-
ples.com/Arficle_14.htm

Roberto Minerva, Munay-
er, is responsible of the
Competence Ared “Wire-
less Network Architecture”
of Telecom Italy Lab within
the Function Network In-

novation. He yraduuted
cum Laude at the Bari University Uni-
versity. Since 1987 he hus worked on
the development of distributed uppli-
cutions in CTI (Computer Telephone
Integration) environments und on the
definition of service urchitectures for
broudbund nhetworks. He hus con-
fributed to the definition of the Service
Architectures of TINA, inifially within the
TINA-C CoreTeum, luter on us Project
Leuder of various internationadl initia-
fives. From 1996, he has been respon-
sible of TILAB projects with the objec-
five of un incrementadl implementu-
fion of un udvunced plutform for ser-
vices for Convergent Networks (fixed
und IP und mobile) using technolo-
gies like VolP und SIP within un
OSA/PARLAY architecture framework.
Currently his seurch uctivities include:
the redlization of platforms and relat-
ed middlewdre compohents (such us
User Profile, Netwok Identity) bused on
the OSA architecture, the study of pro-
grammubility solutions for the dutu ar-
chitecture of 3GPP (IMS), the study of
forogrammable solutions for controlling
the QoS in"dll-IP” hetworks.

Coniacis

Roberto Minerva

Telecom ltulia Lub

Tel. +39 011 228 7027 - Fux +39 011 228 5069
roberto.minerva@telecomitalia.it

Corrado Moiso

Telecom ltulia Lub

Tel. +39 011 228 6780 - Fux +39 011 228 5069
corrudo.moiso@telecomitulia.it

in search of innJvation

exp - Volume 4 - n. 1 - March 2004 27





