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‘. Halozat

= Kommunikacios haldézat: node és link

* Node, azaz (veg)pont:
— Felhasznaloi eszkoz; egyeb véegpont;

— Kozbenss haldzati eszkoz (router, switch, multiplexer,
mobil halozati eszkoz)

« ezek is (ceél)szamitogepek

« Jlathatatlannak” kell maradniuk
— Fizikal node: egy eszkoz
— Logical node: egy funkcio

» Link, azaz osszekottetes:
— A pontokat koti 0ssze
— Fizikal link: egy kabel
— Logikai link: egy 0sszekottetes (pl. VPN)



-]\ Digitalis kommunikacié

= Digitalis atvitel:
— Minden informacioét (kép, szoveg, video, stb.) binaris
adatta alakitunk
— binaris adatot viszunk at a halozaton
= Binaris adat:
— nullak és egyesek sorozata
—bit: 0, v. 1
— 8 bit egy byte, de inkabb octet a tavkozlesben
= Peldak
— nagy A betu: 01000001,
— egy 125 microsec szegmense a hangnak: 01011100



-} Digitalis kommunikacié

» Az adatot szervezni (szegmentalni, darabolni) kell:
— Keret, vagy csomag

Fejléc (header), megmondija, hogy mi van benne

— A halozati elemek szamara informacio, hogy mit kell csinalni
vele

= Hasznos adat (body, payload): az adat (egy része)
packet

header + data (payload)
Hiba javitas, vagy detektalas
Nyugtazas (ACK): visszajelzés egy csomag vételerdl
= Ujra adas: hiba esetén




-} Digitalis kommunikaci6

= A digitalis adatok atvitelehez fizikai jel szukséges
= Digitalis jel

— Megadott pillanatokban valtozhat

— Véges etekkeszlettel rendelkezik
= Atviteli (bit)sebesség:

— Masodpercenkent atvitt adatok mennyisege

* bps, kbps, Mbps, Gbps: x1000 a tavkozlesben
— x1024 az IT-ben

* Pl. 1 Gbps Ethernet link: kb. 61000 oldalnyi

szoveg masodpercenként
(6,1 meter magas kupac, egy oldalas A4-es)



-]\ Digitalis kommunikacié

» Kapacitas:
— link: @ masodpercenként atviheto bitek mennyisege
— node: a percenkent feldolgozhato (tovabbithato)
bitek mennyisege
» Bitsebesseg, bitrata:
— Mennyi adatot szeretne tovabbitani
— Vagy mennyi adatot tud kuldeni




-}, Aramkérkapcsolt atvitel (CS)

= Aramkérkapcsolt (circuit switched) atvitel
— A teleféniabdl jon
— A régi analog rendszerekben a végpontok kozott
Jemes” kapcsolat jott letre

— Az uUn. cross-bar és rotary kozpontok is igy
mukodtek




-}, Aramkérkapcsolt atvitel (CS)

= Aramkérkapcsolt atvitel a digitalis
kommunikacioban

— Az adatatvitelt megel6zben jelzesi fazis, ami felépiti
a kapcsolatot

— Jelzesek: a vegpontok és halozati pontok adatot
cserelnek: ,hivasfelépites”, eroforras foglalas

— Az adatfolyam a megadott utvonalon zajlik a felek
kozott

— A kapcsolat annak lebontasaig tart (explicit le kell
bontani)




: },\ Aramkorkapcsolt atvitel (CS)

kapcsolatfelépités




-}, Csomagkapcsolt atvitel (PS)

» Csomagkapcsolt (packet switched) atvitel
— Analogia: postai csomag
— Az adatot csomagokba rendezzuk
— Minden node ,fuggetlenul” kezeli a csomagokat

— A tovabbitashoz szukseges minden informacié minden
csomagban benne van (fejléc)

* Felado, cimzett, kezelesi instrukciok, prioritas, stb.

Version [ Length | Service Type Packet Length
Identification DF | MF | Fragment Offset
Time To Live Transport Header Checksum

SENDER IP ADDRESS (32 Bits)

DESTINATION IP ADDRESS (32 Bits)

_ IPPACKET HEADER
24 BYTES MAXIMUM

Options Padding

PAYLOAD




-}, Csomagkapcsolt atvitel (PS)

= Ha egy csomag keszenall, kikuldjuk a halozatba
= A halozati csomopontok felelnek a tovabbitasert
= Ennek alapja a cimzes

= A csomagok egymastol fuggetlenul utaznak a
halozatban

* Nincsenek fix 0sszekottetesek, utvonalak es
lefoglalt kapacitasok a hal6zatban




§}/\ Csomagkapcsolt atvitel (PS)
= Az utvonal akar csomagonkent eltero lehet

* Nincs garancia a sorrendhelyes erkezesre, a
vegpontnak kell azokat sorba rendezni
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:%}/\ Aramkor-, vagy csomagkapcsolt

» CS halozatok
— tipikusan: PSTN telefon
— Kozponti iroda, nagy operator, nagy infrastruktura,
sajat halozat
— Halozatcentrikus gondolkodas: végponttol végpontig
kontroll, szamlazas, stb.
— Kozpontositott, kontrollalt
— Fix, garantalt QoS
— |ld6garantalt atvitel
— Alladé adatfolyam
— A szamlazas alapja: osszekottetés ideje
— Nagy rendelkezésre allas




:%}/\ Aramkor-, vagy csomagkapcsolt

* PS halézatok
— tipikusan: IP (Internet Protocol) halozat
— Kisebb szamitogep halozatokbdl jonnek
— Kisebb mennyisegu, tobbfelé kuldott adat

— Elosztott, a szolgaltatas egy-egy pont
meghibasodasakor is mukodoképes

— Id6égarancianak nincsen jelentosege

— Felhasznalocentrikus gondolkodas: A pontbc’)l B-be
jusson el az adat, a hal6zat ,oldja meg”

— A szamlazas alapja: atvitt adatmennyiség




:E'j}/\ Aramkor-, vagy csomagkapcsolt

= A valddi haloézatokban ezek keverednek
— Az infrastruktura maximalis kihasznalasa

* Internet Protocol (IP) alapu atvitel ,klasszikus”
SDH halozaton

= circuit emulation over Ethernet

= vagy CS (hang) szolgaltatas PS halozaton
— VolP



Z%fk Aramkor-, vagy csomagkapcsolt

» Kapcsolat orientalt (connection oriented)
— Hivasfelépitési szakasz megelozi az adatfolyamot
« Ez akar a PS halozatnal is lehetséges
P.LTCP/IP
» Kapcsolatmentes (connection-less)
— Nincs kapcsolatfelepités (hivasfelépites)




-], Halézati szolgaltatasok

* valos idejl szolgaltatas
— az informaciot akkor kell tovabbitani, amikor Iétrejon (vagy
minimalis késleltetéssel)
— példaul. hanghivas, videotelefon
— minGseq: késleltetes, s a késleltetes valtozasa (jitter)
» késleltetés: a masodperc tort része
— csomag (informacio) veszteseg: elfogadhato
= kvazi" valos idejl
— (€éld) streaming hang és video
— késleltetés: masodpercek is lehetnek
* nem valos idejl szolgaltatas
— a késleltetés nem jelent problémat

— késleltetés: masodpercek (bongészés), tiz masodperc: fajl
atvitel, e-maill

— adatvesztés nem megengedett!



-}, Halézatok hierarciaja

» Hozzaférési haldzat
— Az arész, amely eléri az elofizetoket (,az utolsé merfold”)
— Tobbféle tipus, akar egyetlen uzemeltetdi haldézatban
« DSL, ADSL, WIMAX, CATV, mobil 3G, passziv optikai
— Példa: lakotovezet, irodahazak, utcak stb.
= Aggregacios halozat
— Manapsé%tipikusan: IP / Gigabit Ethernet / optikai; vagy
alacsonyabb bitsebessegli SDH
— Példa: kerulet, varos T T
» Maghalozat (core), el L L g L
elosztd halozat

— Jellemzéen MPLS/IP/
10Gigabit Ethernet / optikal

— Peélda: regionalis, orszagos
haldzat, csomopontok a
nagyobb varosokban

peélda: CISCO



:}. A halézatok foldrajzi mérete

» Személyes halézat (PAN):
— kozel egy emberhez, altalaban 1-10 méterre
— vezetékes PAN: USB és FireWire kapcsolatok
— vezeték nélkuli PAN: Bluetooth UWB és infravoros

Helyl haldzat (LAN):
korlatozott foldrajzi teruleten, mint példaul otthon, iskola, irodahaz

— vezetékes LAN-ok: altalaban az Ethernet technoldgian alapulnak (koaxialis
kabelek, aramvezetékek stb.)

— vezeték nélkuli LAN: 802.11a, ac, ad, b, g, n
nagyobb adatatviteli sebesség; egy routerrel egy WAN-hoz csatlakoztathato

Var03| halézat (MAN):
— altalaban varosra vagy nagy kampusra terjed ki
Nagyobb teruletre kiterjedd (orszagos) halézat (WAN):
— nagy foldrajzi teruletet fed le
— példaul orszag, vagy akar interkontinentalis is lehet
— tobbféle média: telefonvonal, kabel és radidhullam

— A WAN halb6zatok altalaban az OSl referenciamodell alsé harom rétegében
muikodnek: a fizikai réteg, az adatkapcsolati réteg és a halozati réteg



-], Halozati rétegek

* egy hagy halozaton keresztul tortenik a ket vegpont
kozott az adattovabbitas
* a haldzat, kulonboz0 elemeket tartalmaz(hat)
— kulonb0z0 szabvanyok, gyartok, halozati
megoldasok

— kulonb6zd hozzaférési modok, atviteli kapcsolatok
stb.

» sokfele funkcié van megoldva a halézatokban
— ezek logikai retegekke szervezddnek




-}, Halozati rétegek

» Utazasi példa rétegekre botva
— informacio: én magam
— honnan: Otthon; hova: Sydney hotel
— vegponttol vegpontig atvitel: XY tours

Sidney
Home Bp. Airport London Singapore Sidney Hotel
>
XY tours
> > > >
Bp. Taxi British Hotel
Airways Quantas shuttle

> > > > >

Skoda A320 A380 Br47 VW




-], Halozati rétegek

= OSI (Open System Interconnection) hét rétege
minden funkciot tartalmaz

— Funkciok retegekbe szervezve
= Az alsoO negy réteget a halozat kezeli (altalaban)
— Az afeletti rétegek a kliensekben vannak
= Peldak:
— SS7: Signalling System No. 7, over TDM: telefon
halozati jelzések: mind a 7 OSl réteg

— TCP/IP és Ethernet: 1-4 reteg



%?k Protocol stack (halézati rétegek)

= Protokollok hierarchiaja

» Az ISO OSI 7 protokollrétegek a funkcionalitas altalanos
logikai elvalasztasat szolgaljak

= A protokoll rendszerint két masik csoporttal kommunikal a
stack-ben (alsobb és fels6bb réteq)

= Az alsobb retegbeli protokollok szolgaltatasokat nyujtanak a
felso rétegbeli protokollok szamara

= Az alsobb retegbeli protokoll az alacsonyabb retegl
protokollt/funkciot elrejti a felsdbb réteg eldl —
attetsz6ség/transzparencia

= Az alsobb rétegbeli protokollok a felsd rétegbeli protokollokat
(csomagokat) magukba foglaljak (encapsulation)

* A modularitas, a ,kicserelhetoseg" fontos:
IP over Avian Carriers RFC 1149




%?A Protocol stack (halézati rétegek)

Logikai kapcsolat VETEL

Szamitogep Szamitdgép

| 4
[ I 1
Megjt?lenitési Presentation layer
réteg .

l Viszonylati réteg Session layer
|
Szallitasi réteg Transport layer
T |l | T TCP vagy UDP
v Halozati réteg

T
EE=r
=
==

Network layer 1=
BT N | \ N T
DataLink layer Ethernet
ETT | [ |
Fizikai réteg Phisycal layer
B [T Ethernet PHY

Protokoll izenetek

FIZIKAI OSSZEKOTTETES




-}, Csomagok egymasba agyazasa

* Minden rétegnek sajat formatuma van
(pl. cim eltér, hibajavitas, stb.)

———————————————————————————————————————

PROTOCOL #1 PDU

— PDU: protocol data unit | Protocol #1

(amit tovabbit) ; veaoen | protocor #1 500
— SDU: service data unit | ]

(amit fels6bb rétegtél kap)

T
HEADER PROTOCOL #2 SDU

Y

PROTOCOL #2 PDU

Protocol #2

i
L
o
L
o
L
!
NE
I'I
L
i
)

source: http://www.mobile-telecom-networks.com



-], Halozati rétegek

= PDU: A protokoll fejlecet és az SDU-t ,hasznos
informaciokeéent” tartalmazza

» Fejléc: tovabbi informacio arrdl, hogyan kell kezelni a
csomagot a halézat és az SDU kozott

= SDU, Service Data Unit: Egy felsd réteg protokoll PDU-ja
vagy a stack tetején, maga a hasznos adat

= Az SDU neve a protokolltdl fugg: pl. az Ethernet SDU-
janak neve keret, a TCP SDU-ja szegmens (!)




-], Halozati rétegek

= pl. weboldal

Alkalmazas informacio HTML body
HTTP (L7), HTTP header | HTML body

L4 TCP header | HTTP header | HTML body

L3 IP header TCP header | HTTP header | HTML body

L2 Ethernet header | IP header TCP header | HTTP header | HTML body




A L1: fizikai réteg (PHY)

» tényleges atvitel a fizikai kozeg felett
» aktivalja, fenntartja és deaktivalja a fizikai kapcsolatot
» az adatot a fizikal kozeghez igazitja

» biztositja, hogy a kapcsolat vegpontjai felismerjék az
atviteli jeleket

= |étrehozva a tényleges fizikai jelet
» bitek sorrendhelyes tovabbitasa

* mechanizmus a bit hibak észlelésére / kijavitasara
= sth.
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L2: adatkapcsolati reteg

= eredetileq: ket, kozvetlenul osszekapcsolt eszkoz kozotti
kommunikacio;
= az adatot adatkeretek |étrehozasaval szervezi, keret

hataroldk észlelésével, hibakezeléssel és az adatkeretek
sorrendhelyes szallitasaval atviszi

* hibak eszlelese (elveszett / hibas keretek), nyugtazasok
kuldése es fogadasa

* hibak esetén: ujraadasok
» hibamentes szallitast biztosit a halozati reteg felé
= alretegei:

— MAC, Medium Access Control, kozeg hozzaférés-vezeérleés:
hogyan és mikor kuldenek vagy fogadnak a vegpontok

— LLC, Logikal Link Control: a tobbi funkcio
e



:J. L3: Halozati réteg

» biztositsa a vegpontol végpontig tortend szallitast egy
nagy (globalis) halozaton

= heterogen halozatok osszekapcsolasa
— pl. a Facebook elérése a mobilhalozattol

= csomagok vagy folyamok utvalasztasa a halozatban
* a haldzati forgalom vezérlése
" cimzés




2} La4: szallitasi réteg

= Veégponttol végpontig hibamentes es a sorrendhelyes
atvitel

» anelkul, hogy az alsobb retegekrdl barmit is tudnank
» hibadetektalas

* nyugtazas és ujra kuldés (ha van értelme)

» az elkuldott adatok mennyiségének vezérlése

= egyetlen végpont tobb parhuzamos kapcsolatanak
biztositasa




-}, OSI7 réteg

* |lyen szép, tankonyvi példa ritkan
» Reétegek 0sszevonasa, vagy
= ToObb réteg (alrétegek)

V4 4 . r I I I I I I
n p| 4G halozat : UE eNB SGW PGW | remote host
. . I ] | I 1 |
| . 1l
L1 end-to-end apphcaﬂ!;r‘l I
APP APP
' 1| b g I
| . 11
| to- f |
|| Tcpioe | end-to-end TCP/UDP socket cdnhection »| TcPuUDP
| H 1 | |
| . 11
L1 end-to-end IP connedtidn |
IP IP IP
| W r | ™ [
2P -Iul- |_.|H-|-|-|J|-|-|-|-|-|r|||-|-|-|-|-l-|-|-|-|-||. Ll |
=1| ProcP PDCP |[=m| GTP | GIP |= 1l
- H = l = '
s ¥ - y : | !
:) ¥ = by = ' !
- L - I - '
) ¥ = by = ' !
=) B— I _____ — —em — |- — 1 - - - _—m |- 1l _ = _ 4
E LTE Radio Protocol stack EE S1-U protocol stack E
EEEENEEEEENEEENEEEENEENENNEN PEENUENEDNDEDEEENENENENENEEEENNNR

source: www.nsnam.org



]\ A létezé protokollok

alkalmazasi

Szolgaltatas

megjelenitési
Encoding, titkosita

[/

viszony
Felhasznalodi viszon

szallitasi
Fragment.

V.

halézati
Routing

adatkapcsolati
Hibatlan atv. vonal

fizikal

FTP HTTP SMTP SNMP
DNS SIP
SSL
RTP| | RTCP
TCP| UDP MIP
IGMP ICMP
IPSec
IPX P Appletalk
ARP PPP
ETHERNET
MAC: CSMA/CD CSMA/CA ATM GPRS
W10M, W100M, F1IG FHSS, DSSS, IR (B)ISDN | | HiperLAN

Komm. csat. xDSL || HSCSD| Modem



:E‘j}/\ A gyakorlatban ma hasznalt protokollok

, . nOe
alkalmazasi

SMTP || SNMP

DNS || SIP

megjelenitési SSL

Encoding, titkosita

'Y

VIiSZ0 ny RTP
Felhasznalbi viszony.
szallitasi TCP| UDP
fragment.
A e IPSec
halozati
routing IP

adatkapcsolati

| Hibatlan atv. vonal AC: CSMA/CD CSMA/CA

fizikai WI10M, W100M, F1G FHSS, DSSS, IR

Komm. csat. ‘




52-3},\ Mi az a protokoll v\

BC Q) f ‘,

= ,aprotokoll egy egyezmény, vagy szabvany, =
amely leirja, hogy a halézat résztvevoi miképp WIKIPEDIA
tudnak egymassal kommunikalni. Ez tobbnyire a A s;abad enciklopédia
kapcsolat felvételét, kommunikaciot, adat tovabbitast jelent.

» Gyakorlati szempontbdl a protokoll azt mondja meg, hogy
milyen sorrendben milyen protokoll-Gzeneteket kuldhetnek
egymasnak a csomopontok, illetve az uzenetek pontos
felépitését, az abban szerepld adatok jelentését is megadja.

= A protokolloknak igen sok, és teljesen eltérd filozofiaju
formaja létezik. Vannak olyan protokollok, melyek minden
apro reszletet definialnak (peldaul ATM), és vannak, amelyek
sok technikai kérdest nyitva hagynak, es rabizzak az
implementaléra (példaul TCP protokollnal implementacio
fuggd a csomagkuldés sebességének megvalasztasa). Az
eldbbiek fleg a tavkozlésre jellemzbek, utdbbiakat féleg a
kommunikaciot informatikai oldalrdl kozelitdkre jellemzd.
EIGbbi elonye a jo kompatibilitas, utobbié a rugalmassag.”



-}, Szabvanyositas

= Szervezetek:
— |EEE (Institute of Electrical and Electronics Engineers)
 Wifi, Bluetooth etc.
— ITU (International Telecommunication Union)
« XDSL, SS7, JPEG

— 3GPP (3rd Generation Partnership Project), ETSI
(European Telecommunications Standards Institute)

« GSM-LTE
= résztvevok: 3 fél
— Gyarok (vendor): Ericsson, Nokia, Intel, Qualcomm

— Operatorok (service provider): Telekom, Vodafone,
Verizon

— Hatdsagok (regulators): NMHH, FCC



-}, Szabvanyositas

= A szabvany megvaldsitasanak meg kell felelnie a
szabvanynak

» Interoperabilitas: a kulonboz6 gyartok kulonbozo

megvalositasai / termekei kepesek kommunikalni
egymassal

= Noveli a versenyt a gyartok kozott
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TCP/IP

ISMETLES

Az elbadason ismétleskent hangzott el, ismeretét korabbrdl is
feltételezzuk, a targy megértéséhez szukséges, a szamonkérésnek
resze lehet.

Halozati Rendszerek és Szolgéaltatasok Tanszék

Budapesti Mszaki és Gazdasagtudomanyi Egyetem



-}, Internet protocol

= meanwhile in computer networks ...
— local networks of computers
— Interchanging files, mails, data
* servers and clients
— autonomous systems (AS)

» |let’'s connect autonomous systems
— as simply and as distributed as possible




§A Internet protocol

* Internet:. ~ devices using Internet Protocol

— unified, global addressing method, devices connecting
to the network can be reached through this IP address

— given standard packet format
* more precisely: IP datagram

— given packet forwarding method and routing methods
and supporting mechanisms

— various applications




§A Internet protocol

= a family of protocols using IP protocol packets for
transmission
= above network layer (3. layer)
— transport layer
« TCP Transmission Control Protocol: reliable transfer of files
« UDP User Datagram Protocol: unreliable transfer of streams

« SCTP Stream Control Transmission Protocol — designed to
carry telephony signalling

= control plane application” protocols
— ICMP Internet Control Message Protocol
— SNMP Simple Network Management Protocol
— IGMP Internet Group Management Protocol: manage multicast

— DHCP Dynamic Host Configuration Protocol: to ask an IP
address from a server




§A Internet protocol

= application protocols
— HTTP Hypertext Transfer Protocol
— SMTP Simple Mail Transfer Protocol
— FTP File Transfer Protocol
— TELNET : remote login
— SSH Secure Shell: remote login
— RTP Real Time Protocol: for real time voice/video
— NTP Network Time Protocol: time synchronisation
— SIP Session Initiation Protocol: call signalling
— H323: voice and videoconferencing
— eftc, there is a lot



Z%}/L Internet protocol

/

transport

network




§A Internet Protocol

» |P packets, datagrams
— connectionless: no connection setup, etc.
— best effort
— basically no QoS

= |ater extensions
— means for providing QoS (Intserv, Diffserv)
— means for security (IPSec)




:%}/\ Internet Protocol

= version: 4

= TTL time to live: decreased by one at each router
= protocol: what is carried as payload?

» addresses

Octet 4 78 1 1516 3
(1] Version IHL DSCP riCN Total Length
1 9 3
4 Identification Flags Fragment Offset
0 Fi 15 16 3
B Time to Live Protocol Header Checksum
3
12 Source Address
3
16 Destination Address
Il:l ___________________________________________________ & |
|
20 : Options :

[Image: IP Header]



35-3},\ Internet Protocol

* |P networking, ,all IP” <-> addressed by IP address
— not a device, but rather a connecting interface of a device

* 4 bytes: 4 numbers between O .... 255
— usually: x.y.z.w, 0<=x,y,z,w<256
— e.g. 152.66.248.74

= usually: dynamically and temporarily allocated IP
addresses -> DHCP

= other: permanent IP addresses set by the network
operator

— user with admin rights can set in operating systems
* |[ANA: Internet Assigned Numbers Authority




:}._ Internet Protocol

= first part of the address identifies the network

= second part is the device in the network

— e.g. only ~64000 devices can be addressed within
BME

‘ BME network
152.66.248.110

152.66.z.w



3%},\ Internet Protocol

* big networks divided into smaller subnets
» the part identifying terminal also identifys subnet

152.66.249.

BME network

Dept. of Networked
Systems and
Services

152.66.X.y




§A Internet Protocol

» private addresses, shared address space
— addresses that are only used inside a private network
— not routable to outside the network
— not addressable from outside the network
— create an own mini — internet
* intranet
— everyone at home WiFi (acquiring network address)
« DHCP allocates 192.168.x.y
— e.g. my phone logged in to department server:
* netacc-gpn-5-199-11.pool.telenor.hu
« 84.225.199.11 -> globally visible and accessable

* but | see (Settings/About phone/Status): 100.80.29.135
shared address space



§A Internet Protocol

= how/why

— more users/devices than global IP addresses available for
the ISP

— solution one:

 assign when needed one IP address from the pool

* hope that the total number of customers that want to
use Internet is less then the available addresses




§A Internet Protocol

— solution two:
e use local IP addresses, we can have more
« and expand the namespace visible to outside

e translate between the two: NAT Network Address
Translation

« we don’t gain

—
100.80.29.135 —> NAT > 84.225.199.11__
] — server




Zg-flm Internet Protocol

— solution three:
« expand the namespace: use TCP/UDP port

* use the same IP address for several terminals towards
outside world, with different ports

 this is officiall NAPT Network Address Port Translation,
but we usually call NAT

* it works but there are a lot of problems

100.80.29.100:x ~

___—> 84.225.199.11:z

100.80.29.135:y server

e
| nar | 84.225.199.11s




223},\ Internet Protocol

= How to connect autonomous systems
— router
* looks at the Destination address of the IP packet
* routing table:

— Destination Address -> output network interface
— decrements Time To Live field
— voila

— usually does a lot more

e.g. Network Address Translation; firewall; packet filtering

IP security, IP QoS

IPv4/v6 coexistence

have various interface (line) cards

handling of virtual networks

act as L2 (Ethernet) switch as well, with L2 header processing
knows a lot of protocols



§A Internet Protocol

= sending between two devices
— In a local network: L2 address can reach the node

— (although the IP address and everything must be
put to the packet, of course)

— packets can be forwarded based on the L2 address
only

= if | want to send to a device on my network, | need to
know its L2 address




§k Internet Protocol

sender:

o>
152.66.248.21 K3
oV
QS
oV veb server
T_ 152.66.248.201
Q Ethernet )

IP packet

| data [header | data  [header

! i

==> [[data [headel |

L2 addresses L2 addresses

Ethernet frame
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= ARP Address Resolution Protocol

= | know the IP address, but what is the Ethernet
address , so to whom should | send in Ethernet
directly?

= a broadcast is sent to the network with the
above question ©

— the one that | searched for answers

— typically: the router
— In Windows: default gateway




§A Internet Protocol

= tunneling
— put a new IP header before the original IP packet
— new header contain source/destination address:

endpoints of the tunnel

/ _ /185.77.5.4
85.77.5.3 72
/ 5 —— | .66.x.y
’ ,466. .

s

> |

)




§A Internet Protocol

= tunneling

— additional features of tunneling: adding security
measures (authentication, ciphering) — IPsec

— creating a fixed, secure channel between two
networks: VPN Virtual Private Network

£ /185.77.5.4
85.77.5.3)

N
J%ee..

s

= »

.66.x.y

)



§A Internet Protocol

= tunneling
— connecting a remote client as if it was in my I[P domain

— VPN server in my home network 152.66.. tunnels all
my packets to my IP address 85.77.v.z

— remote server communicates with.mme through

152.66.X.y E”

152.66.x.

85.77..

.66..

BT o] |

’ 85.77.v.Z




§A Internet protocols

= |CMP Internet Control Message Protocol

— control messages at IP layer, in the payload of
IP packets

— signalling of errors, messages for discovering
routes, paths

—e.g.: ping : ICMP ,echo” messages
 check availabllity of a device

— e.g. traceroute
* show nodes in between two endpoints




:J. Internet protocols

= BGP Border Gateway Protocol

— large routers of different network providers can exchange
routing table information with this

— neighbors are configured manually
— there’s a heartbeat messaging to ensure the link is still alive




) 1Pv6

= version 6

= ,new” version (December 1998)

— ,IPv4 addresses will be exhausted, IPv6 will spread in the
next 10 years” — random lecturer in 2000; 2010; 2020 ...

= why
— IPv4 address exhaustion: only roughly 4.3 billion addresses
— everything on Internet
— can be much better than IPv4
= why not
— not backward compatible

— address problem can be handled
* if not solved



-} IPv6

= new IPv6 addresses: 128 bits
= 2128 possible addresses
— this is a huge number
— but there are restrictions, allocations, etc

* most pessimistic allocations estimate around
1500 addresses to each square meters of the
surface of Earth (including oceans)




) 1Pv6

= simplified header
= security measures built in IP layer

= mobility support
— address auto-configuration: device can derive an
own IP address when arrived to a new IP
subnetwork
— permanent IP address <-> temporary IP address
pinding in remote nodes

= support of IP flows
— to handle IP packet of the same flow identically

— to reserve capacities
— -> ~ provide what circuit switched needs




) 1Pv6

* |PVv6 Is introduced in islands, slowly
= mechanisms to interconnect IPv6 domains
over IPv4

= several standardized means to solve the
iInteroperability




§A IPv6 protocol features

= Larger Address Space:

— ~1564 addresses can be allocated to every square meter
of this earth

= End-to-end Connectivity:
— Every device will have unique IP address

— every device can directly reach other devices on the
Internet (with some limitations involved)

= Simplified Header:

— (header: additional information for proper message
delivery and processing)

— all unnecessary information and options are moved to the
end of the IPv6 header



§A IPv6 protocol features

= Auto-configuration:

— Whenever a node plugs in and wants to be part of a
network, IP address information and router information is
required to properly configure the node and get it running

— IPv6 supports both stateful and stateless auto
configuration mode of its host devices

— stateful — DHCP (Dynamic Host Configuration Protocol):

* host obtains the address as well as other required
Information such as the configuration information and
parameters from a server

— stateless:

« a host can automatically configure its own IPv6 address
and does not need any assistance from a stateful
address server



-}, IPv6 protocol features

» Faster Forwarding/Routing:

— the information contained in the first part of the header is
adequate for a router to take routing decisions

 therefore making routing decision as quickly as looking at the
mandatory header
» |[PSec (Internet Protocol Security):

— security features for the IPv6 packet: ciphering and
authentication features

— end-to-end: protects all application traffic over an IP network
= Mobility:
— IPv6 was designed keeping mobility in mind

— this feature enables hosts (such as mobile phone) to roam
around in different geographical area and remain connected with

the same IP address
— the mobility feature of IPv6 takes advantage of auto-
configuration



-}, Transport protocols

= TCP Transport Control Protocol

— basic goal: to send large (compared to packet sizes)
files/data

 bytestream of data

— It defines a connection-oriented transport over the
connectionless IP

— reliable and in-sequence delivery based on the unreliable
P

« acknowledgement/retransmission mechanism
* flow control (load control) mechanism

* two-way data transfer, multiplexing of several higher
layer transfers (e.g. file downloads) over single TCP
connection

= TCP/IP



.
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Transport protocols

role: transmit the data between the actual user
endpoints

TCP packets are called TCP segments

before actual transmission, there is a connection
setup phase

— the two parties agree upon an initial sequence number,
to start with

— signaling of being ready to transmit/receive
ending a connection explicitely
acknowledgement of connection end



§A Transport protocols

= transmission over connection

— sliding window mechanism for flow control and
acknowledgement procedure

— ack-ing: receiver tells the sender in the header of TCP
segment that what is the last byte received correctly

= flow control:

— receiver tells the window size: how many more bytes can it
receive

— this enables talking of endpoints with different bitrate and
processing rates

* the sender does not overflow the receiver
= slow start: Iinitial window size Is small and increases

= congestion control:

— In case of ACK timeout the sender assumes congestion end
smaller window is used



§A Transport protocols

E.g.
() &= [ isobyedam ]
() = [ ACK 50 window: 150___|
() emm [ 0160 byiedain |

() = [AKestwindow: 500 |

1t 1111
0000

O 4= [ o5 uso s |




-}, Transport protocols

= TCP segment

— source port and destination port: a 2 byte identifier of the
TCP connection

— TCP port + IP address: a network socket

— ,server listens to port™: check incoming packets’
Destination Port

— well known ports:

« client should know | ¢ i s
. Source Port Destination Port
In advance Sequence Number
e |JANA Acknowledgment Number
X[x[— :

+ e.g. HTTP: 80 it | Reservea [E[CIRGIE]E Wiiow

Checksum Urgent Pointer

Options Padding
Data
. J




:J. TCP

= TCP (Transmission Control Protocol):

— provides reliable, ordered, and error-checked delivery of a
stream of octets between applications running on hosts
communicating (host-to-host connection) over an IP network

— At the lower levels of the protocol stack, due to network
congestion, traffic load balancing, or other unpredictable network
behavior, IP packets may be lost, duplicated, or delivered out of
order.

— TCP detects these problems, requests retransmission of lost
data, rearranges out-of-order data, and even helps minimize
network congestion to reduce the occurrence of the other
problems. If the data still remains undelivered, its source is
notified of this failure.

— Once the TCP receiver has reassembled the sequence of octets
originally transmitted, it passes them to the receiving application.



§A Transport Protocols

= UDP User Datagram Protocol
— connection-less transport protocol
— simple, low owerhead
— no flow control, no retransmissions
« UDP packet based
— typically: for small, periodic data units
* Voice, video

* better to loose some packets than being delayed
because of the retransmissions

— Interesting: connection setup Is handled in above
layers In this case

— simply: source port, destination port, error detection



-}, uDP

= UDP (User Datagram Protocol):

— simple, connectionless and stateless transmission model
with a minimum of protocol mechanism

— there is no guarantee of delivery, ordering, or duplicate
protection — unreliable

— provides checksums for data integrity
— time-sensitive/real-time applications often use it
— no notification for upper layers about data delivery




5%},\ Upper layers

= DNS Domain Name System

» delivery based on IP address

= put it is not known in advance, rather a name
— e.g. www.hit.ome.hu <-> |IP address ?

= to handle the name <> IP address relations

= |In ancient times it was In a file




:}\_ Upper layers

= hierarchical, distributed directory of names
around the world
= DNS concept:
— domains of names
— more domains in domains
« domains are managed by authorities
— name servers for the domains
— supervision: IETF (http://www.i-d-n.net/)
— root name servers



http://www.i-d-n.net/

-} Upper layers

* names or domains not necessarily (but often)
mean network/organisational relations

» devices of any domain can be distributed
anywhere physically
— e.g. .com domain servers

= name servers know the IP address of devices
INn the domain

— or the IP address of name servers of
subdomains




:}. Upper layers

= example of recursive query
* can be query chain

gep15.hit.bme.hu

gep15.hit.bme.hu

B address

hat is the IF
address of
gep15.hit.bme.
hu gep15.hit

ns.bme.hu

N\

gep15.hit.bme.hu ftp gep15.hit.bme.hu




§A Ethernet

= the” layer 2 of IP networks
— first: local networking technology
 create a small computer network
 coaxial cable
— now: local to metropolitan network sizes
* twisted pair cable in local, optical fibre in metropolitan solutions
= Some notions of Ethernet

— 10; 100; 1000 at the beginning means the network operates at 10,
100, 1000 Mbps

— BASE means the type of signaling used is baseband
— 2 or 5 at the end indicates the maximum cable length in 100 meters.
— T: twisted pair, F: fiber; X: duplex
— 1000 Base FX
= state of the art: 40 Gbps, 100 Gbps Ethernet links

= switches/routers with multiple 40 Gbps Ethernet interfaces



§A Ethernet

» addressing:
— MAC address (often called physical address) of the interface
— 6 bytes, source address, destination address

= switching:
— based on destination address, similar to how it is in IP router
— does not consider anything beyond the Ethernet header
— switch learns MAC addresses

= no provisioning for QoS or bandwidth allocation




§A Ethernet

= 802.1q extension of the protocol
— new part in the Ethernet header
— to implement priorities
7 priority classes, switches forward higher priorities first
= VLAN Id.
— Virtual LAN
— single VLAN id.: as if the hosts were on the same LAN

4 Bytes
Desslination Source 0210 Frarme
Addrass Addrass WLAM Tog Type/Len Data Check

2 Bytes

2 Bytes (Tog Contral Information) |

Tog
Protocol

(8100

Usar
Priority
{3 Bits)

Canonica

VLAN ID
(12 Bits)




